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Bbe3onacHbin poctyn K 1C:lMpepnpuatue
yepe3 UHTepHeT

OpraHu3aums foctyna K MHopMaLMoHHbIM 6a3am 1C:MpeanpusaTtus Yepes VIHTepHeT No CyTu CBOEN
aHaNIorMyHa yCTaHOBKE LIKA(oB C LJOKYMEHTaMM OpraHn3aunm B CTEHY 34aHUS, ABEPLEAMU HapyXy.
Bbl B MpuHLMNE PUCKyeTe 1 fenaeTe BO3MOXHbLIM 418 N1t060ro NpoxoXero C yauubl:

1. MNMo4ynTaTb OOKYMEHThI, XpaHALLMeca B 3TOM LWKady

2. YTO-TO B HUX NCMPABUTb WUJIN YHUHTOXUTb

3. MonoXnTb Tyaa CBOW LOKYMEHThI, B T.4. BblAaB 1X 3a Bawwu

4. 3abnokupoBaTb ABepb, Aeslafg HEBO3MOXXHbLIM AOCTYM K LWKady A1s BCEX

HaCKO/IbKO Cepbe3Hbl 3TW Yrpo3bl 3aBUCUT KOHEYHO XKE OT TOro, KaKyto MMEHHO UHHOPMALIMOHHYIO
6a3y Bbl ny6avKyeTe. A BOT HAaCKO/IbKO JIErKO 3TW Yrpo3bl OCYLLECTBUTL U Kakue BynyT nocneacTeus
3aBUCUT OT «3aMKOB», KOTOPbIE Bbl YyCTAHOBUTE Ha ABEPSX.

B aToM cTaTbe Mbl cobpann 6a30Bble pekoMeHAaLUUy No opraHn3aumm 6e3onacHoOro oHNamH AocTyna
K MHpopMaumnoHHbIM 6a3am 1C:MpeanpuaTue C NCnoab3oBaHneM CBOHOAHOro NMPoOrpaMMHOro
obecneyeHuns.

Ha npakTuke npoTmB Bac MoryT ObITb NPYMeEHEHbl TPU TUMa aTaku, BkpaTLe 06bACHUM UX CyTb U
paccKka)keM 0 MeTofax NPoTUBOAENCTBUSA

BO3MOXXHbIe Yyrpo3bl

ATaka rpy6o# cunbl

Llenb Takoi aTaku - nogobpaTb Naposib JierasbHOMO No/b30BaTeNs MHDOPMALMOHHON CUCTEMBI,
nocnenoBaTeNibHO Npobys BCe BO3MOXXHbIE MAp0/Iv U MPOHUKHYTb BHYTPb MO BULOM 3TOrO
nonb30BaTeNs.

Ha npakTuke ucnonb3yeTca MeTo MeToA nepebopa no cj0Bapto, OH OT/IMYaeTcs OT MeToAa MOJSIHOro
nepebopa TeM, 4TO B HeM nepebupatoTcs He BCe BO3MOXHbIE Maponn, a Hanbonee 4acTo
MCcnonb3yemMble B Nopsake yobiBaHUSA MNONYAPHOCTU. N HAYMHAeTCs 3TOT C/I0Bapb C CaMbIX
nonynsapHelx naposien 12345678 n qwerty.

HeobxoanmMoCTb ncnosib3oBaHmsa b6e3onacHbix Naposien faxe He obcyxaaeTcs. B npuknagHbix
peweHunsax 1C ecTb HaCcTponKM 6e3onacHOCTY BXOAa, 3aleNCTBYNTe UxX. He nokasbiBanTe
nonb3oBaTesnien B cnucke Boibopa. He Ha3biBanTe Nob30BaTeNs C MOAHBIMY MPaBaMu
«AOMUHUCTPATOP», «KAAMUH» N T.N.

(]

Pa3paboTaHO MHOXXeCTBO CMoco60B NPOTMBOCTOSHUS aTake rpyboit Cubl, HO, K COXKasIeHWIO,
601bLWNHCTBO UX HepaoCcTynHo Ansa 1C:MpeanpusaTns, No KpalHen Mepe Ha YpoBHE NNaT(opMbI.

CaMmblil MONYNSPHBIA MHCTPYMEHT 3alMThI - Kanya, YBbl, OTCYTCTBYET B naaTtdopme 1C.
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ABTOMaTMYECKNA TalMayT NOC/1e HECKOJIbKUX HeyAa4HbIX MOMbITOK BBOAA NAap0ONs - TakK Ke HaM He
poctyneH. CaMbIn HagexXHbIN crnocob - AByx3TanHasa ayTeHTuguKaums, yBbl, B nnatdopme
1C:Mpeonpuatne ToXXe OTCYTCTBYET.

AByX3TanHyo ayTeHTUPUKALMIO MOXXHO peann3oBaTb Ha YPOBHE NMPUKIALHOMO peLleHuns.
Monb3oBaTesib CHavaNla NPOXOANT ayTeHTU(NKaUMIO B NnaTopMe, 3aTEM, YKe B KOHUrypauum ero
BCcTpeyvaeT Google Authenticator nam npocaTt BBeCTW KO, OTNpPaBAeHHbIn SMS.

Ecnv Bbl TOYHO 3HaeTe 0TKy[Aa BHELHWe NnoJjib3oBaTeny byayT noakaoyaThCs K Bawen
NHopMaLmoHHoM ba3e n 3HaeTe ux IP agpeca, Hanpumep, 3To MOXKeT BbITb Ball yaaneHHbIn oduc,
MPOCTO OrpaHnybTe AOCTYN K onybankoBaHHOM nHGpopMaLoHHoM 6a3e. 3anpeTuTe ero BCeM, Kpome
n3BeCTHbIX BaM afpecos yfaneHHoOro oguca.

Ecnum BHeLWHKe Nonb30BaTeNN NOAKIYAOTCA C ANHAMUYECKUX IP aipecoB, UK OHU OHU He CUAST Ha
OJHOM MECTe€, HO MNPV 3TOM OHU BCE-TaKM ABNSOTCA BalumMu coTpyaHUKaMM - 06beANHUTE X B
BUPTYasIbHYIO YaCTHYIO CETb.

Ecnm xxe Bbl He MOXeTe CnpsiTaTb AOCTYN K MH(OPMaLMOHHON 6a3e B BUPTYabHOW YaCTHOW CETH,
HanpuMep, Korga peyb MaeT 0 AoCTyne ans Bawero ToproBoro napTHepa, 66110 6bl CTpaHHO
npepnaratb BCEM TakuM napTHepam AocTyn K VPN, ucnonb3ynte ABYXCTYNEHYaTy0 aBTOPU3aLMI0
yepes KJIMEHTCKME CepTUDUKATHI.

ATaka nocpeaHuKa

C Takomn aTaKom eCTb PUCK CTONIKHYTbCS B HEHAAEXHbIX CETAX Ha CTOPOHE KJINEHTA.
3N0YMbILNEHHUK NOOMEHSAET B IOKa/IbHOW CETU A8 KMeHTa Ball HacTosALWmMiA cepBep CBOEN
NPOCNONKON-PETPAHCAATOPOM, MPUHUMAET 3anpochl OT KJMEHTa, NepeHanpaBaseT nx K Bam Ha
cepsep, NosyyaeT OTBEThHI OT Ballero cepsepa v BO3BpaLlaeT UX KNNEeHTY. MNpun Takon peTpaHcasaumm
3/10YMbILWNEHHUK pacngpyeT BeCb TpadurK, KOTOPbIA Bbl NbiTanuch WngposaTb, HAaCTpoms SSL
CoeanHeHne, OH NOAYYUT NOTMHbI, NAPoan 1 Ntobble AaHHbIE, KOTOPbIE NepeaalnTCa Mexay
KJINEHTOM 1 CEPBEPOM.

C Takow yrpo3om MOXHO CTOJIKHYTbCA He TonbKo B 6ecnnatHon WiFi ceTu, HO U NpakTU4eckn B
nobon KoMMepyeckor CeTu, rae sonpocam 6e3onacHOCTM yaenseTcs Mano BHUMaHUSA, Hanpuvep, B
ceTaX MUKPO-NpoBanaepoB, MOHOMOJIbHO paboTaroLwmx B OOUCHBIX N TOProBbIX LIeHTpax, B
NOKaNbHOW CeTW apeHA0BaHHOro CKiaaa, B Nobon cetun, KOTopyto Bbl He KOHTpoanpyeTe.

0N9 3aWnThl OT TaKOW aTaku CyLLEeCTBYIOT yaocToBepstowmne ueHTpbl (aHrn. Certification Authority -
CA), KoTopble NOATBEPXKAAIOT KMEHTaM, 4TO Ball cepBep MMEHHO TOT, 3a KOro oH cebs BbigaeT.
Pa3symeeTcs, 3T0 paboTaeT TOJIbKO TOrAa, KOrga KJMeHT NPUHUMAET BO BHUMaHWe pe3y/ibTaThl
TakKon NPOBEPKM.

DDoS aTtaka

Takas aTaka He MO3BOINT 3/10YMbILLJIEHHUKY NPOHUKHYTb B Bally NH(MOPMaLMOHHYO CMCTEMY, YTO-
TO TaM YKpacCTb, YAAJIMTb UAN NCMOPTUTb AaHHble. Ee uenb - caenatb NOJHOCTHI0O HEBO3MOXXHOW
paboTy Cc Bawen cnctemon ons BCex.

OnHoBpeMeHHO Co MHO)ecCTBa IP agpecoB Ha Baw cepeep HanpaBsseTcs 60/bLLOE KOIMYECTBO
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3anpocos. Camu 3anpockl MOryT 6bITb BNosiHe 6e306naHbIMK, HaNnpuUMep, Ha NPOCMOTP KaKon-To
CTpaHuUbl canTa. [laxxe ecnm 3anpawimsaemon URL He CywlecTByeT, cepBepy NpuaeTcs 0TBETUTD
BOMpoLUatoLemMy Kogom owmnbkm 404, n oH byaeT Kakoe-To BpeMs 3TUM 3aHAT. Llenb aTakn -
3aBa/ITb CEPBEP TaKMM KOJMYECTBOM 3aMpoCcoB, 4TO 6bl y HEr0 HX Ha 4TO BosbLLE HEe 0CTaBaNoCh
BpemeHun. Cepsepa ana nybnmkauum nHpopmaumnoHHbix 6a3 1C Kak NpaBuiIo He OT/INYAOTCA
60/1bLLION NPOM3BOANTENLHOCTLIO M XOpoLlen onTuMmnsaumnen ana pabotsl B web. Mapa TbiCAY Taknx
3aMnpocoB B CeKyHAy (BecbMa cnabas no cerogHAWHNM MepKaM aTaka) NoJIHOCTbIO 06BaNAT Takom
cepsep.

OT cepbe3Hon DDoS aTtaku oTOUTbLCA NOAPYYHBIMK CpeacTBaMmM He Nony4nTcs. Ecnm KTo-To
OpraHn30BaJl Cepbe3HYI0 aTaky Ha Baly nHdpacTpykTypy, noTpebyeTcs noMoLb CNeumnanncTos no
NHOPMaLIMOHHOM 6e30MacHOCTH.

Y70 6bI OT TAKOM aTaky He nocTpafana paboTa Bawero npeanpuaTusa npuaepXxmBanTech
cnenywmx pekomeHaauunn:

1. Hukorga, HM npu Kaknx obCcTosTeNbCTBaxX He NybnnkynTe nHpopmaLmnoHHble 6a3bl B UHTepHET
Ha TOM e cepBepe, Ha KOTOpoM paboTaeT cepeep NPUIOXKEHMNIA.

2. Ecnm moxHo obonTnce 6e3 nybankaumm nHopMaumnoHHon 6a3bl HeNOCPeACTBEHHO B
NHTepHeT, nyywe obonTuch VPN.

3. He nogkntoyanTe cepep Hanpsmyto K HTepHeT, Tonbko Yepes Firewall. icnonb3ynTe
npogeccnoHanbHele poyTepsbl, Hanpumep, Cisco 1 KBaanUUUPOBAHHbIX CNELManncToB 4sa nx
HACTPOWVKMN.

4. OpraHun3ynte DMZ, pa3mectute Apache nybaunkyowmin nHhopmaumnoHHble 6a3bl B DMZ, a
nepep Apache yctaHoBuTe npokcupytowmin Nginx.

MeToabl NPOTUBOAEUCTBUA YIPO3aM

OrpaHuyeHue poctyna no IP appecam

CyllecTByeT ABa NoJxXoAa K BONpocam UHOPMaLIMOHHO 6e30nmacHOCTHU:

1. Pa3pelueHo BCe, 4YTO He 3anpeLleHo,
2. 3anpeLeHo BCe, KpoMe TOoro, 4To paspeLLeHo.

Ecnm KTo-TO NbiTaeTcs noaobpaTb Naposib K Bawen cucteme, MoxHO 3abnokunposaTb ero no IP
agpecy. [MoHsAB, 4TO ero 610KMPYIOT, 3M10YMbILLNEHHUK 04eHb BLICTPO BEPHETCA K CBOEMY 3aHSATUIO C
apyroro IP agpeca. Takoe npoTMBOOOPCTBO MOXET NPOAOSIKATLCA HECKOHEYHO J0ATO.

EcTb cnocob npotle. MOXXHO Mo-yMoa4aHUIO 3anNpeTuTb AOCTYN ANns Bcex IP agpecos, 1 pa3peLlaTb
€ro TOJIbKO LOBEPEHHbIM y3/1aM uan ceTsaM, Hanpumep, IP agpecam hunnnanos nam nogceTen
npoBangepoB, KOTOPbIMA OHW MOJIb3YIOTCS.

Xopowasa npakTuKa - ynpaenaTb OCTYNHOCTbIO Yepe3 Me)XCeTeBOW 3KpaH, OrpakAatoLLnin cepsep C
Apache oT WHTepHeTa. HacTpanBaeTe ero cHavana Ha nosiHoe 610KMPOBaHME BXOASLWLMX NAKETOB, a
3aTeM fobaenseTe B UCKNKOYEHMA pa3pelleHHble IP agpeca n nogceTu.

Ecnn Ha Apahe nybankyeTcsa HECKONbKO BMPTYasbHbIX XOCTOB M HE ANS BCEX NPUEMIEMbI CTOJb
CTpOrve orpaHMyYeHns AocTyna, orpaHNYbTe AOCTYMN Ha YPOBHE HACTPONKM BUPTYasbHOIO XOCTa
Apahe nnu .htaccess, nobaBbTe AMPEKTUBSI
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Order Deny,Allow

Deny from all

allow from xXX.XXX.XXX.XXX # YKa3blBaeM pa3pelleHHble IP agpeca v nogcetu
allow from XXX.XXX.XXX.XXX

allow from XXX.XXX.XXX.XXX

MocTpoeHue BUPTYasIbHOU YAaCTHOWU CeTHU

Korga Hy>XHO pelnTb 3a4ady OHManH-40CTyNa B MHOPMaLMOHHY0 6a3y Ballmnx cOBCTBEHHbIX
nofpasaeneHuin, Guananos, yaaneHHbIX 0O1UCOB U COTPYLHUKOB, paboTatoLmx BHe oduca, nydwie
BoOOLLEe He BbICTaBAATb B IHTepHeT npsamon Be6-[ocTyn.

Fopa3po 6e3onacHee pa3BepHYTb BUPTYabHYIO YaCTHYIO CeTb - VPN. EANHCTBEHHAs «NpoxXoaHasa»
13 NHTepHeT K Bam B ocuc - 310 w3 VPN, a npn rpaMOTHOM HAaCTPOMKE 3TO O4E€Hb XOPOLLO
3allMLLeHHaa npoxoaHas.

LWno3 VPN MOXXHO NOAHATL Ha poyTepe, NpakTUyeckn Bce Mogenun npodecCnoHaibHOro
0bopy0BaHMA NMEIOT TaKylo BCTPOEHHYO PYHKLMIO. i 3TO MOXXHO cAenaTb Ha OTAEbHOM
cepsepe.

B uensax 6e3onacHOCTK He ycTaHaBaMBanTe w3 VPN Ha TOM e cepBepe, rae yCTaHOBJIEH CeEpBep
1C:MpeanpusaTtne

OnTUManbHbIN BapuaHT - pa3MecTuTb W3 B DMZ, oH byaeT NnpuHUMaTh BXOASLWME 3aNpoChl U3
VHTepHeT, cnepnoBaTesibHO OH MOABEPXKEH BHELHMM yrpo3aM. 114 3Toro ngeansHo nogonaet
HebonbLioWn cepBep Ha Ubuntu ¢ yCTaHOBNEHHbLIM Ha HEM CepBEPOM EOpenVPN.

KnneHTckume 4act OpenVPN ecTb 415 BCex NonyaspHbIX NaaTgopM.

Ecnn Bawwm yaaneHHble KNMEHTbI NOAK/0YATCSA K BaM Yyepes KaHan co cKkopocThio 6onee 30
M6uT/CeK, TO HET HUKaKoN HeobxoAMMOCTM B UCNOb30BaHMK Beb-cepeepa Apache, MoXHO 13 VPN
NOAK/I0YaTbCA HENOCPeACTBEHHO K cepBepy 1C:MpeanpuaTtme B pexxnme TOHKOI0 KJIMEHTA,
CKOpPOCTU coeanHeHns byaeTt 0oCTaToOYHO AN KOMGOPTHOM paboThl.

Ncnonb3oBaHue uungposbix cepTuduKaToB Nosb3oBaTens

Korgna 6e3 nybnmkauum nHdopmaunoHHon 6a3bl HenocpeAcTBEHHO B IHTepHEeT HUKakK He 06oMTHCh,
a PUCKM B3/10Ma BbICOKW, UCMOMb3YNTE BO3MOXHOCTU SSL. NMomMumo windgposaHuns n besonacHon
nepenayun faHHbIX B 3TOM NPOTOKOE eCTb BO3MOXXHOCTb ayTeHTUdukaLmm sedb-nosb3osatenen
yepes SSL cepTuukaTsol.

Beb-cepsep Apache n Beb-knneTHT 1C:Mpeanpuatne NoALEPXKUBAOT ayTeHTUGMKaLmMo no SSL-
cepTudmkaTam. BHeWwHNn nonb30BaTeNb CHavana byaeTt npoBepeH cpeacTBamu Apache, 1 TonbKo
Nnosib30BaTEe b, NPEAbABMBLUNA AENCTBYOWMIA cepTudmKaT byneT gonyuweH K opme BBoAa NOrvHa-
napons 1C:Mpeanpuatune.

INa Havana Hy>KHO pa3BepHYyTb Yy cebs [*|Certification Authority (CA). TyT napaHons MWHeR He
bbiBaeT, BOT Hennoxon HOW-TO no 6e3onacHon yctaHoBke CA.

CreHepupyinTe n yaooctoepbTe B CA Hy)KHOE KOJINYECTBO M0JIb30BaTEIbCKUX CEPTUDMKATOB.
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ObbIYHO KJIMEHTCKMNE CepTUdUKaTbI BbILAIOTCA NONb30BaTENSAM B BUAE 3alLUMPPOBaHHbIX . pTX nam
.p12 cpannos. Takon hann MOXHO nepefiaBaTb, KONUPOBATb, NEPEChINaThb MO I/IEKTPOHHON NOYTE,
HO ANS TOro, 4TO Bbl MM BOCMO/1Ib30BATLCA, HYXXHO 3HaTb MapoJib, KOTOPbLIM OH 3allngpposaH. Ecan
TaKom ypoBeHb 6e30MnacHOCTU Bbl cynTaeTe HEAOCTATOYHbIM M FOTOBbI YBEJIMYUTHL CBOM PAacXoAbl Ha
NHOPMaLMOHHY0 6e30MacHOCTb - NCnosib3ynTe USB TOKeHbI C nogaep>xkonm SSL.

3anuwunTe Nosb30BaTENbCKUA CepTUMUKAT B TOKEH U 3aMNpeTuTe ero 3KCnopTmpoBaTh. Tenepb 6e3
3TOro TOKeHa HMKak K Bam He 3aiTu.

OcTaeTcs HacTpouTb Apache. B onncaHum BMpTYanbHOro XocTa, Tam rae Bol HacTpausann HTTPS
nobasbTe

<VirtualHost *:443>
# [poyme HaCTPONKIM U3 UHCTPYKLMM

# SSL

SSLEngine on

SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key

SSLCACertificateFile /etc/ssl/ca.crt # nyTb K cepTucdukaty CA
SSLCARevocationFile /etc/ssl/ca.crl  # nyTb K CNNCKY OTO3BaHHbIX
CepTuPrKaToB
<Directory /var/www/html> # nytb K DocumentRoot wam Kk
kKaTanory nybnamkaumm Ub 1C
SSLVerifyClient require
</Directory>

# [poyme HaCTPONKIM U3 UHCTPYKLMM
</VirtualHost>

Ha cTopoHe KnmeHTa MOXXHO YCTaHOBUTb KJIMEHTCKUA CEPTUDUKAT B XpaHWINLLE CepTUPMKATOB,
NN XXe NPOCTO YKa3aTb aln cepTudmrKkaTa B HaCTPOMKe NOAKOYEHNSA NHGOPMALMOHHON Ha3bl
1C:Mpennpuatne.

(]
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Ncnonb3oBaHMe NoAnNMCaHHbIX cepTUdUKaToB cepBepa

Ina 6e3onacHoro obmeHa nHpopMaumen B IHTEPHET BaXKHO, 4TO Obl HE TOJIbLKO cepBep Obln yBEPEH,
4YTO KJIMEHT MMEHHO TOT, 3@ KO0 OH cebs BblAAET, HO U KJIMEHT MOT yAOCTOBEPUTBLCSH, HTO OH
COeaMHWIICS UMEHHO C TEM CEPBEPOM, KOTOPbLIA EMY HYXXEH, 1 4TO NepefaBaeMyo Mexay HUMN
3alnNPOBaAHHYI0 MHMOPMaUMIO HUKTO APYron He npoyuTaeT. NomMoratT B 3TOM yA0CTOBepSoLmne
ueHTpsbl, aHrn. Certification Authority (CA).

MpuHumn paboTbl CA MOXHO CpaBHUTL C NevaTblo B nacnopte. CepBep npeabsBaseT NacnopT -
ny6anYHbIN cepTUdUKaT, B NacnopTe ecTb NevaTb - OH nognucaH CA, nevyaTb JIerko NpoBepaeTcs 1
ee HeBO3MOXXHO nogaenaTsb.

Mpwu HacTponke HTTPS B Apache Mbl camu cebe caenanu KNy n cepTudurkaTt, U NOANUCaNIN
CEPTUGUKAT 3TUM Xe KoYoM. Takne cepTUUKaThl Ha3blBATCA CaMONoAnMCaHHbIMUY, OH BMOMHE
roasaTcsa ons wugpoaHusa Tpaduka B SSL NpoTOKoEe, HO OHU HE AAK0T rapaHTUKM, YTO CalT KOTOPLIN
X NCNOJSIb3yeT UMEHHO TOT, 3a KOro OH cebs BbigaeT, 0 YeM bpay3ep obA3aTenpHO NpeaynpeanT
nosib3oBaTens.

MpoBoAs aHANOrMIO C MACMOPTOM, TAaKOW CEPTUPUKAT MOXHO CPAaBHUTb C JJOKYMEHTOM,
HaneyaTaHHbIM Ha NPUHTEPE, rAe HeT AaXKe NOAMNUCK, KOTOPYIO KTO-HMBYab cMor Bbl 0NMO3HATh Kak
Hallly, BMECTO MNOAMNUCK B AOKYMEHTE HaneyaTaHo «AIMUHUCTPALMSA».

ECan Mbl XOTWM, 4TO Obl MN0/Ib30BATENN MO/ Y OCTOBEPUTLCS, YTO OHU UMEIOT €S0 UMEHHO C
HaLVM CEepPBEPOM, CEPTUCDMKAT CEPBEPA HY>XHO 3aBepuTh B CA.

BaXkHbIn Bonpoc 6e30MacHOCTA: MOXHO /I 10BEPSATh AOKYMEHTY, Ha KOTOPOM CTOUT NpOCTas
NOAMNCb YEeI0BEKA, MOXKET [aXe W CUHAS NevaTb Kakoro-Hmbyab OO0, nan Bce-Tak MOXXHO
JI0BEPATb TO/IbKO AOKYMEHTY, 3aBEPEHHOMY Yy HOTapuyca? B )usHu bbiBaeT Tak 1 Tak, B IHTepHeTe
TOoXe.

Bbl MOXXeTe caenaTb cBon cobcTBeHHbIN CA, pa3faTbh €ro KOpHEBOW cepTudurkaT Bawum
NnoJib30BaTENAM N JOTOBOPUTBLCH, YTO 3TUM CEPTUDUKATOM OHM ByayT NpoBepsAThb, ALENCTBUTENLHO
NN OHWU NOAK0YAIOTCA K Bawiemy cepBepy, a He K 3/10yMbILLIEHHUKY, UMUTUPYIOLLEMY ero B Lensx
XULWEHNS KOHPUAEHUMaNbHOW nHGpopMaLmn. Ecamn nonb3oBaTenen yCTPOUT TaKOW BapuaHT -
OT/INYHO, Ha OpenSSL cobcTeeHHbIN CA fenaeTcs coBeplueHHo becnnaTHo.

Ponb «HOTapuyca» B IHTepHeTe BbINOMHSAIOT T.H. JOBEPEHHLIE YIOCTOBEPSIOLLNE LIEHTPLI. KOpHEBbIE
cepTudukaTbl Takmx CA Mo-ymMoN4yaHWi0 YCTaHOBNEHbI B Bpay3epbl, 1 Bpay3epbl M0-yMON4aHMIO
[I0BEPSIOT CaiTaM, NPeabABASIOWUM CEPTUMMKATbI, MOANNCAHHbIE foBepeHHbIMU CA.

Bbl MOXXeTe Nosly4ynThb Takon cepTUdmUKaT 4J19 CBOEro canTa. ITO nsaTHasa ycayra, Bel nonaete
3a5BKY B YA0OCTOBEPAIOLWNIA LEHTP, Npuniaraete Tpebyemble 4OKYMEHTHI, YOOCTOBEPSAOWMIA LLEHTP
NpPOBOAMUT NPOBEPKY, Y4TO Bbl 3TO Bbl, 4TO CanT, 419 KOTOPOro 3anpalnBaeTca cepTudukaTt
LEeNCTBUTENbHO NPUHAANEXNT BaM 1 eCcnn He BO3HMKAET HUKaKUX Nofo3peHunin, Bam BolgaeTcs
NoAMNUCAaHHbIA CepTUDUKAT CPOKOM AencTBma 1 rod. Yepes rod npouenypy v onnaTty HyXKHO
NMOBTOPUTD.

Korpaa Bbl ycTaHOBUTE Takon cepTudukat cebe Ha cepsep, bpay3epbl cpa3y byayT cumtaTh Baw
canT 6e3onacHbIM.

B Be6-knuneHTe 1C:MpeanpusaTusa eCTb HACTPOMKa NPOBEPKN CepTUGMKaTa CepBepa.
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30eck uMeeTCs BBUAY KOpHeBo cepTudumkaT CA, a He cepTudmkaT cepepa. C caMonoAnuCHbIMY
cepTugmKaTaMmn Takas NpoBepka He paboTaer.

TaK Xe KaK 1 B Cay4ae C KNNEeHTCKUM CEPTUPMKATOM eCTb BapuaHT YCTaHOBUTL €ro B XpaHuauLLe
cepTUUKATOB UM NPeLbsBUTbL B BUAE anna.

B SSL npumeHsieTca ABa Tuna (hanioB: NPUBATHLIN K04, OH 0ObIMHO MMeeT paclunpeHue .key un
NyO6ANYHBIN CepTUGUKAT, OH 0BbIYHO MMEET pacluMpeHmne .cer

Hukorpa HY npu Kakux obcTosaTenbCcTBax He nepep,aBav“lTe NOCTOPOHHUM ﬂpHBaTHblﬁ KJ1104.

From:
https://wiki.lineris.ru/ - IMHEPUC

Permanent link:
https://wiki.lineris.ru/web_security?rev=1673794280

Last update: 2023/01/15 14:51

JINHEPWUC - https://wiki.lineris.ru/


https://wiki.lineris.ru/
https://wiki.lineris.ru/web_security?rev=1673794280

	Безопасный доступ к 1С:Предприятие через Интернет
	Возможные угрозы
	Атака грубой силы
	Атака посредника
	DDoS атака

	Методы противодействия угрозам
	Ограничение доступа по IP адресам
	Построение виртуальной частной сети
	Использование цифровых сертификатов пользователя
	Использование подписанных сертификатов сервера



