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Bbe3onacHbin poctyn K 1C:lMpepnpuatue
yepe3 UHTepHeT

OpraHu3aums foctyna K MHopMaLMoHHbIM 6a3am 1C:MpeanpusaTtus Yepes VIHTepHeT No CyTu CBOEN
aHaNIorMyHa yCTaHOBKE LIKA(oB C LJOKYMEHTaMM OpraHn3aunm B CTEHY 34aHUS, ABEPLEAMU HapyXy.
Bbl B MpuHLMNE PUCKyeTe 1 fenaeTe BO3MOXHbLIM 418 N1t060ro NpoxoXero C yauubl:

1. MNMo4ynTaTb OOKYMEHThI, XpaHALLMeca B 3TOM LWKady

2. YTO-TO B HUX NCMPABUTb WUJIN YHUHTOXUTb

3. MonoXnTb Tyaa CBOW LOKYMEHThI, B T.4. BblAaB 1X 3a Bawwu

4. 3abnokupoBaTb ABepb, Aeslafg HEBO3MOXXHbLIM AOCTYM K LWKady A1s BCEX

HaCKO/IbKO Cepbe3Hbl 3TW Yrpo3bl 3aBUCUT KOHEYHO XKE OT TOro, KaKyto MMEHHO UHHOPMALIMOHHYIO
6a3y Bbl ny6avKyeTe. A BOT HAaCKO/IbKO JIErKO 3TW Yrpo3bl OCYLLECTBUTL U Kakue BynyT nocneacTeus
3aBUCUT OT «3aMKOB», KOTOPbIE Bbl YyCTAHOBUTE Ha ABEPSX.

B aToM cTaTbe Mbl cobpann 6a30Bble pekoMeHAaLUUy No opraHn3aumm 6e3onacHoOro oHNamH AocTyna
K MHpopMaumnoHHbIM 6a3am 1C:MpeanpuaTue C NCnoab3oBaHneM CBOHOAHOro NMPoOrpaMMHOro
obecneyeHuns.

Ha npakTuke npoTmB Bac MoryT ObITb NPYMeEHEHbl TPU TUMa aTaku, BkpaTLe 06bACHUM UX CyTb U
paccKka)keM 0 MeTofax NPoTUBOAENCTBUSA

BO3MOXXHbIe Yyrpo3bl

ATaka rpy6o# cunbl

Llenb Takoi aTaku - nogobpaTb Naposib JierasbHOMO No/b30BaTeNs MHDOPMALMOHHON CUCTEMBI,
nocnenoBaTeNibHO Npobys BCe BO3MOXXHbIE MAp0/Iv U MPOHUKHYTb BHYTPb MO BULOM 3TOrO
nonb30BaTeNs.

Ha npakTuke ucnonb3yeTca MeTo MeToA nepebopa no cj0Bapto, OH OT/IMYaeTcs OT MeToAa MOJSIHOro
nepebopa TeM, 4TO B HeM nepebupatoTcs He BCe BO3MOXHbIE Maponn, a Hanbonee 4acTo
MCcnonb3yemMble B Nopsake yobiBaHUSA MNONYAPHOCTU. N HAYMHAeTCs 3TOT C/I0Bapb C CaMbIX
nonynsapHelx naposien 12345678 n qwerty.

HeobxoanmMoCTb ncnosib3oBaHmsa b6e3onacHbix Naposien faxe He obcyxaaeTcs. B npuknagHbix
peweHunsax 1C ecTb HaCcTponKM 6e3onacHOCTY BXOAa, 3aleNCTBYNTe UxX. He nokasbiBanTe
nonb3oBaTesnien B cnucke Boibopa. He Ha3biBanTe Nob30BaTeNs C MOAHBIMY MPaBaMu
«AOMUHUCTPATOP», «KAAMUH» N T.N.
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3anucaTb M ZaKpbITh ?

v MunumansHas gnuda napona 8| aHak

+/| MakcumansHeiii CPOK AeicTBMA NnaponA 90| o
MWHWMANEHEIR CPOK 0eACTBWA NaponA 1 AH.

+ 3anpeTuTe NOBTOPEHWE NApPONA CPELM NOCAELHIUX 10| 3Hau.
Janpelwate BX04 B NpOrpamMmy NoNb30BaTENAM 45 oH.

koTopele He pabioTanu B nporpaMme fonee

Pa3paboTaHO MHOXECTBO CNocoboB MPOTUBOCTOSHUS aTake rpybolt Cbl, HO, K COXXaEHWIO,
60/IbLIMHCTBO X HeJOCTYNHO Aans 1C:MpeanpusaTs, No KpaHen Mepe Ha ypoBHe NaaT(opMbl.

CaMblIin NONyIAPHbLIA MHCTPYMEHT 3allMThl - Kan4a, yBbl, OTCYTCTBYET B naaTdopme 1C.
ABTOMaTUYECKNA TalMayT NoC/ie HECKOJIbKUX HeyAa4HbIX MOMbITOK BBOAA Nap0/s - Tak XKe HaM He
poctyneH. CaMblii HageXHbIN cnocob - AByxaKTopHas aBTopm3aums, yBbl, B naaTgopme
1C:MpeanpunsaTre ToXXe OTCYTCTBYET.

[BYyX(aKTOPHYI0 aBTOpM3aLMI0 MOXKHO peasin3oBaTh Ha YPOBHE NPUKJIALHOr0 peLleHuns.
Mosib30BaTeNb CHavyasNa NPOXoAnUT ayTeHTUdMKaUWIO B NaTgopMe, 3aTeM, y)Ke B KOHpUrypauum ero
BCcTpeyvaeT Google Authenticator nnm npocaTt BBeCTW KO, OTNpaBaeHHbIn SMS.

Ecnv Bbl TOMHO 3HaeTe O0TKy[Aa BHeLWHWe nosib3oBaTeny byayT noakaoyaTecs K Bawen
NHopMaLmoHHon ba3e n 3HaeTe ux IP agpeca, HanpuMep, 3TO MOXKeT BbITb Baw yaaneHHbIn oduc,
NPOCTO OrpaHnYybTe J4OCTYN K ony6/MKoBaHHON MHopMaLMoHHOM 6a3e. 3anpeTnTe ero BCEM, Kpome
n3BeCTHbIX Bam afpecoB yganeHHOro opuca.

Ecnu BHelWHMe Nonb30BaTeNN NOAKIIOYAOTCA C ANHAMUYECKUX IP aipecoB, UK OHU OHU He CUAST Ha
OLHOM MeCTe, HO NPV 3TOM OHU BCE-TaKU ABASIOTCA BalumMm coTpyAHMKaMM - 06beaNHNTE X B
BUPTYasIbHYIO YaCTHYIO CETb.

Ecnm e Bbl He MoXXeTe cnpsaTaTb AOCTYN K MHGOPMaLUMOHHON Ba3e B BUPTYasibHOW YaCTHON ceTw,
HanpuMep, Korha peyb aeT o 4oCTyne Ans Bawero ToproBoro napTHepa, 6bi10 6bl CTpaHHO
npeanaraTb BCEM TaKuM napTHepaM focTyn K VPN, ncnonb3yinTe ABYXCTYNEHYaTY0 aBTOPM3aLMio
yepes KJIMEHTCKUE CepTUdMKaThI.

ATaka nocpegHMKa

C TaKoW aTakKol eCTb PUCK CTONIKHYTbCS B HEHAZEXHbIX CETAX Ha CTOPOHE KJMEHTA.
3/10yMbILNEHHUK B TAaKOW CETU NOAMEHSET ANs KAWeHTa Balw HacToswuin cepeep CBoOe
MPOC/IOAKON-PETPAHCAATOPOM, MPUHMUMAET 3aMNpPoChl OT KNWEHTa, NepeHanpaBnseT nx K Bam Ha
cepBep, Nony4aeT OTBETHI OT Ballero cepBepa U BO3BPALLAET UX KAMEHTY. Mpu Takoi peTpaHcasumm
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3/10YMbILLIEHHUK PacLUMGpyeT BeCb TPadvK, KOTOPLIA Bbl NblTannch WindpoBaTb, HAacTpoms SSL
COeANHEHNe, OH MONTYYUT JIOTUHbI, MApPOaN 1 Ntobble AaHHbIE, KOTOPLIE NMEpPesaloTCa Mexay
KJIMEHTOM 1 CEPBEPOM.

C Takow yrpo3om MOXHO CTOJIKHYTbCA He ToNbKo B becnnaTtHon WiFi ceTu, HO U NpakTU4ecky B
nobon Kommepyeckom ceTn, rae Bonpocam 6e3o0nacHOCTM yaensieTcs Maao BHUMaHWA, Hanpumep, B
ceTsaX MUKPO-NpoBanaepoB, MOHOMOJIbHO paboTalowmnx B OOUCHBIX U TOProBbiX LLEHTpax, B
NOKaNbHOW CeTW apeHA0BaHHOro Ckiaaa, B tobon cetu, KOTopyto Bbl He KOHTpoaupyeTe.

ONns 3aWmMThl OT TaKOW aTakKn CyLEeCTBYIOT yaocToBepsowme LueHTpol (aHrn. Certification Authority -
CA), KoTopble NOATBEPXAAIOT KJIMEHTaM, 4TO Ball cepBep MMEHHO TOT, 3a KOro oH cebs BblgaeT.
Pa3symeeTcs, 3T0 paboTaeT TONbKO TOrAa, KOraa KANeHT NPMHUMAET BO BHMMaHME pe3ynbTaThbl
TaKow NpoBepKMu.

DDoS aTtaka

Takas aTaka He NO3BOIUT 3JI0YMbILWJIEHHUKY NPOHUKHYTb B Bawly MH(MOPMaLMOHHYO CUCTEMY, YTO-
TO TaM yKpacTb, YAANUTb UK UCMOPTUTL AaHHble. Ee uenb - caenatb NONHOCTbI0O HEBO3MOXXHOWN
paboTy Cc Bawen cnctemon ons Beex.

OnHoBpeMeHHO Co MHOXecTBa IP agpecos Ha Baww cepeep HanpasnseTcs 60/bLLOEe KOIMYECTBO
3anpocos. Camu 3anpockl MOryT 6bITb BNosiHe 6e306naHbIMK, HaNnpuUMep, Ha NPOCMOTP KaKon-To
CTpaHuUbl canTa. [laxxe ecnm 3anpawimeaemon URL He CywlecTByeT, cepBepy NpuaeTCcs OTBETUTH
BonpowatowiemMy kogom ownbkn 404, n oH byneT Kakoe-TO BpeMs 3TUM 3aHAT. Llenb aTakm -
3aBaJINTb CEPBEpP TaKMM KOJIMYECTBOM 3anpocoB, Y4T0 6bl y HEro Hy Ha 410 6osblLe He 0CTaBal0Ch
BpemeHun. Cepsepa anaa nybamkauum nHpopmaumnoHHbix 6a3 1C Kak NpaBuio He OT/INYAOTCSA
60/1bLLIOM NPON3BOAUTENBHOCTbIO U XOpoLlen onTuMmM3aunen ana pabotel B web. MNapa TbiCAY Takux
3aMnpocoB B CeKyHAy (BecbMa cnabas no cerogHAWHNM MepKaM aTaka) NOJIHOCTbIO 06BaNAT Takom
cepsep.

OT cepbe3Hoit DDoS aTaku oTOUTBLCS NOAPYYHBIMU CPEACTBAMUN HE NONAYYUTCs. ECim KTo-To
OopraHn30BaJl CEPbE3HYI0 aTaky Ha Bally nHdpacTpykTypy, noTpebyeTcs noMoLb CNeLnanncToB no
NHDOPMaLIMOHHOM 6e30MacHOCTH.

Y10 Obl OT TaKOW aTaky He nNocTpalana pabota Bawero npeanpuaTns NpuaepXxnBantecob
cnefyowmnx pekoMeHgaumni:

1. Hukorga, Hu npu Kakmnx obcToaTenbCcTBax He NybnnkynTe nHopmaunmoHHsle 6asbl B MUHTepHeT
Ha TOM XXe cepBepe, Ha KOTOpoM paboTaeT cepeep NPUIOKEHUN.

2. Ecnm moxHo obonTtuck 6e3 nybnmkauum nHpopmaunoHHom 6a3bl HENOCPEACTBEHHO B
NHTepHeT, nyywe obonTuch VPN.

3. Hukorgaa He nofkno4yanTe cepeep Hanpsamyto K IHTepHeT, Tonbko Yepe3 Firewall, ucnons3ynte
npogeccnoHanbHele poyTepsbl, Hanpumep, Cisco 1 KBannULUUPOBAHHbIX CNELManncToB 4a nx
HaCTPOWKMW.

4. OpraHun3ynte DMZ, pa3mectute Apache nybnunkyowmin nHopmaumnoHHble 6a3bl B DMZ, a
nepep Apache yctaHoBuTe npokcupytowmin Nginx.
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MeToabl NPOTUBOAENCTBUSA YrpoO3aM

OrpaHuyeHue poctyna no IP appecam

CyllecTByeT ABa Noaxofa K Bonpocam MHMOPMaLIMOHHON 6e3onacHOCTH:

1. Pa3pelueHo BCe, 4TO He 3anpeLleHo,
2. 3anpeLleHo BCe, KpOMe TOro, 4TO pa3peLLeHo.

Ecnn kTo-TO NbiTaeTcs noaobpaTb Naposb K Bawen cucteme, MoxxHO 3abnokunposaTb ero no IP
agpecy. MoHsB, 4TO ero 610KNPYIOT, 310YMbILLNEHHUK 04eHb BbICTPO BEPHETCA K CBOEMY 3aHATUIO C
apyroro IP agpeca. Takoe NnpoTMBOOOPCTBO MOXKET NPOA0IKATLCA HECKOHEYHO A0rO.

EcTb cnocob npolie. MoXHO No-yMoi4aHuio 3anpeTuTb 4OCTYN Ans Bcex IP aapecos, 1 pa3pellaTb
€ro TOJIbKO [J0BEPEHHBIM y3/1aM UK CETAM, HanpuMep, IP agpecam dnananos nan nofceTei
NpOBaiepoB, KOTOPLIMU OHU MOJb3YHOTCS.

XopoLasa npakTuKa - ynpaBnaTb OCTYNHOCTbIO Yepe3 Me)XCeTeBOW 3KpaH, OrpakAatoLLnin cepeep C
Apache oT WHTepHeTa. HacTpanBaeTe ero cHa4vana Ha noJsiHoe 6J10KMpoBaHMe BXOAALWMX NAKETOB, a
3aTeM gobaBnsieTe B UCK/IOYEHUS pa3pelleHHble IP agpeca n noaceTu.

Ecnn Ha Apahe nybnnkyeTca HECKONbKO BUPTYaslbHbIX XOCTOB M HE 415 BCEX NPUEMeMbI CTOJb
CTporve orpaHMyYeHns 4ocTyna, orpaHnYybTe AOCTYM Ha YPOBHE HAaCTPOMKM BUPTYasIbHOrO XOCTa
Apahe nnu .htaccess, nobaBbTe AMPEKTUBSI

Order Deny,Allow

Deny from all

allow from XxX.xXxX.XXX.XXX # YKa3blBaeM pa3pelleHHble IP apgpeca n nogcetu
allow from XxX.XXX.XXX.XXX

allow from XxX.XXX.XXX.XXX

NMocTpoeHune BUPTYaIbHOW YACTHOW CEeTH

Korga Hy>KHO pelnTb 3aflavy OHMalH-A0CTyNa B MHPOPMaLMOHHYI0 6a3y BallMX COBCTBEHHbIX
noapasaeneHunin, GuInanos, yaasaeHHbIX 0MCOB WU COTPYAHMKOB, paboTatowmx BHe oduca, nyydile
Boo6LLe He BbICTaBNATb B IHTepHET npsimoin Be6-gocTyn.

Fopa3no 6e3onacHee pa3BepHYTb BUPTYasbHYH YaCTHYH CeTb - VPN. EANHCTBEHHAs «NPOXoaHasa»
n3 MHTepHeT K Bam B ounc - 370 w3 VPN, a npy rpaMOTHON HaCTPOWKeE 3TO 0OYEHb XOPOLLIO
3allMLLLeHHaa npoxonHas.

LLnto3 VPN MOXHO NOOHATL Ha poyTepe, NpakTUYeckn sBce Mogesn npothecCnoHaNbHOro
obopyaoBaHMA UMEIOT TaKyl BCTPOEHHYIO PyHKLNI0. M 3TO MOXHO cAenaTb Ha OTAENbHOM
cepsepe.

B uensax 6e3onacHOCTK He ycTaHaBanBanTe w3 VPN Ha TOM e cepBepe, rae yCTaHOBJIEH CepBep
1C:Mpepnpuatue

ONTUManbHbIA BapUaHT - pa3MecTuThb W3 B DMZ, oH 6yaeT npuHMMaTh BXOAALME 3anNpocChl 13
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NHTepHeT, cnefoBaTeNbHO OH MOABEP)KEH BHELIHMM yrpo3aM. [Ind 3Toro naeansHo nogonaer
HebonbLION cepsep Ha Ubuntu ¢ ycTaHOBAEHHLIM Ha HeM cepeepoM “=OpenVPN.

KnueHnTtckume 4acTtu OpenVPN ecTb ana BCex nonynspHbIX MaaTqopM.

Ecnn Bawm yaaneHHble KNNMEHTbI NOAK/0YaTCA K BaM Yyepes KaHan co ckopocTblo bonee 30
MéuT/CceK, TO HET HUKaKon HeobxoAMMOCTM B UCNOb30BaHMK Beb-cepepa Apache, MoXHO 13 VPN
NOAK/I0YaTbCA HeNoCpeACTBeHHO K cepBepy 1C:MpeanpuaTtne B pexxnme TOHKOI0 KJIMEHTA,
CKOPOCTK coeanHeHuns byaeT 4OCTaTOMHO AA5S KOMMOPTHOM paboThl.

Ncnonb3oBaHue uungposbix cepTuduKaToB nonb3oBaTens

Korpa 6e3 nybankaumm nHopMaumnoHHon 6asbl HenocpeacTBEHHO B MHTEPHET HUKaK He 060ATUCh,
a PUCKM B3/10Ma BbICOKW, MCNOJIb3YNTE BO3MOXHOCTK SSL. MomnMo windgposaHus n besonacHonm
nepeaayn faHHbIX B 3TOM MPOTOKO/E eCTb BO3MOXXHOCTb ayTeHTMdUKaLmm Beb-nonb3osatenen
yepes SSL cepTugunKkaThl.

Beb-cepBep Apache n Beb-knneTHT 1C:Mpeanpuatne NoanepXnMBatoT ayTeHTUGnKaumo no SSL-
cepTudmnkaTam. BHelWwHMA nonb3oBaTeNb CHavana bynet nposepeH cpeacTteamMu Apache, 1 Tonbko
Nnosb30BaTe b, NPEAbABMBLUNA AEACTBYOWMIA cepTUuduKaT byneT fonyLieH K opme BBoa NormHa-
naponsa 1C:Mpepnpuatue.

[lns Havyana HY>XHO pa3BepHyTb y cebs “Certification Authority (CA). TyT napaHois qULLHENR He
boiBaeT, BOT Herioxon HOW-TO no 6e3onacHon ycTtaHoBke CA.

CreHepupyiTe 1 yooctoBepbTe B CA HY)KHOE KOJIMYECTBO MOJb30BaTENbCKMX CEPTUGHNKATOB.

ObbIYHO KJIMEHTCKMNE CepTUdUKaTLI BbILAIOTCA NONb30BaTENSAM B BUAE 3alIM@POBaHHbIX . pTX nam
.p12 channos. Takon hai MOXKHO NepefaBaTh, KONMPOBaATb, MEPECHIIATb NO I/IEKTPOHHON MoYTe,
HO 015 TOro, 410 6bl UM BOCMONB30BATHLCS, HYXXHO 3HaTb NApPO/b, KOTOPLIM OH 3alungpoBaH. Ecnu
Takon ypoBeHb 6e30nacHOCTY Bbl cHMTaeTe He[oCTaTOYHbIM U FOTOBbI YBEIMYUTL CBOWM Pacxobl Ha
NHDOPMaLIMOHHY0 6e30MacHOCTb - UCnoJsib3ynTe USB TOKeHbI C noaaep)xkon SSL.

3anuLinTe Nob30BaTeNbCKUIA CEPTUMUKAT B TOKEH 1 3aMpeTuTe ero sKCnopTnpoBaTh. Teneps 6e3
3TOro TOKeHa HMKak K Bam He 3aiTu.

OcTaeTcs HacTponTb Apache. B onucaHum BUPTYanbHOro XocTa, Tam rae Bol HacTpausann HTTPS
nobaBbTe

<VirtualHost *:443>
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# MpoYme HaCTPONKIM U3 UHCTPYKLMM

# SSL

SSLEngine on

SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key

SSLCACertificateFile /etc/ssl/ca.crt # nyTb K cepTucukaty CA
SSLCARevocationFile /etc/ssl/ca.crl # NyTb K CMNCKY O0TO3BaHHbIX
CepTuprKaToB
<Directory /var/www/html> # nytb K DocumentRoot wan K
kKaTanory nybnmkaumm U6 1C
SSLVerifyClient require
</Directory>

# Mpoyme HaCTPONKM U3 UHCTPYKLMM
</VirtualHost>

Ha CTOpOHe KNMeHTa MOXKHO YCTaHOBUTb KJIMEHTCKWIA CEPTUGUKAT B XPaHUIULLE CEPTUEHNKATOB,

NN XKe NMPOCTO yKa3aTb (hann cepTudukaTa B HACTPONKE NOAKIOYEHNS MHPOPMaLMOHHON Ha3bl
1C:Mpeanpuartue.

Llofianrastnin e SODs Ui Gk T e x Cheotioem rodi-aonl i fbas ot 685 TRATTE x Tlertiom sl iH@ORRSE0HHMOA G350 TETIB =

CKOE DNPEOSNSHAS NPORDH

Mcnonb3oBaHue nognuMcaHHbIX cepTudUKaTOB cepBepa

Ons 6e3onacHoro obmeHa nHpopmaumnen B UHTepHET BaXXHO, 4TO Bbl He TOJIbKO cepBep BObls yBepeH,
4TO KJIMEHT MMEHHO TOT, 3@ KOro OH cebd BblaeT, HO U KJIMEHT MOr YAOCTOBEPUTBLCS, YTO OH
COeIMHNIIC UMEHHO C TEM CEPBEPOM, KOTOPbIA EMY HYXEH, 1 YTO NepefaBaeMyo Mexay HUMU
3aWnPOBaHHYI0 MHMOPMALNIO HAKTO APYron He npoyuTaeT. [ToMoratoT B 3TOM yA0CTOBepsoLLme
ueHTpsbl, aHrn. Certification Authority (CA).

MpuHumn paboTbl CA MOXHO CpaBHUTL C NeYaTbto B nacnopte. CepBep npeabsBaAseT NacnopT -
ny6AnYHbIN CepTUdUKAT, B NaCNopTe eCThb NevyaTb - OH noanucaH CA, neyaTb SIErko NPOBEPAETCA U
€e HeBO3MOXXHO rnoaaenaThb.

Mpw HacTponke HTTPS B Apache Mbl camn cebe caenanu KNy u cepTudurkaTt, U NoANUCaIN
CePTUGUKAT 3TUM Xe KJIoHOM. Takne cepTUUKaTbl Ha3blBAKOTCA CaMONoAnUCaHHbIMY, OHWN BMOHE
roasaTcsa ons wugpoaHnsa Tpaduka B SSL NpoTOKOE, HO OHU HE AAKOT rapaHTUK, YTO CalT KOTOPLIN
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NX NCMOMb3yeT NMEHHO TOT, 3@ KOro OH cebs BblAaeT, 0 YeM Bpay3ep obsi3aTensHO NpeaynpeanT
nonb30BaTens.

MpoBOAS aHANOr N0 C NACNOPTOM, TAKON CEPTUPUKAT MOXKHO CPABHUTbL C AOKYMEHTOM,
HaneYaTaHHbIM Ha NPUHTEPE, rae HeT Aa)ke NoANnUCK, KOTOPYI KTO-HMByab cMor 6bl 0MO3HaTh Kak
Hally, BMECTO MOAMNUCK B AOKYMEHTE HanevyaTaHO «ALMUHUCTPaLMSA».

Ecam mMbl XoTuM, 4TO 6bl N0SIb30BaTENN MOMIN YAOCTOBEPUTBLCH, YTO OHU UMEKT AEN0 UMEHHO C
HallUM CepBepoOM, CepTUMDMKAT cepBepa Hy»XHO 3aBepuTb B CA.

BaXkHbIn BONpoc 6€30MacHOCTN: MOXHO /I 10BEPSATh AOKYMEHTY, Ha KOTOPOM CTOUT NpOCTas
MOAMNCb YEI0BEKA, MOXKET [aXe W CUHAS NevaTb Kakoro-Hmbyabs OO0, uan Bce-Taki MOXXHO
LOBEPSITb TOJIbKO [JOKYMEHTY, 3aBEPEHHOMY Yy HOTapuyca? B Xu3Hu bbiBaeT Tak 1 Tak, B IHTepHeTe
TOXe.

Bbl MOXXeTe caenaTb cBoi cobcTBeHHbIN CA, pa3faTbh €ro KOPHEBOW cepTudumKaT Bawum
Nofb30BaTENAM N OrOBOPUTBLCH, YTO 3TUM CEPTUDUKATOM OHM ByayT NpPoBEpPSAThb, AENCTBUTENLHO
JI1 OHW NOAKNI0YATCA K Bawwemy cepepy, a He K 3/1I0yMbILWJIEHHUKY, UMUTUPYIOLLLEMY €70 B Liensx
XULLEHNS KOH(MOEHUMaNbHON nHGopMaummn. Ecnm nonb3oBaTenen yCTPOMT TakOW BapuaHT -
OT/NYHO, Ha OpenSSL cobcTBeHHbIN CA genaeTcsa coBeplleHHo becnnaTHo.

Ponb «HOTapuyca» B IHTEpHETEe BbIMOJHAIOT T.H. JOBEPEHHbIE YO0CTOBEPAOLWMNE LLeHTPbl. KOpHEBbIE
cepTudmkaThl Takux CA No-ymMoNilHaHWIO YCTaHOBJIEHbI B Opay3epbl, U Bpay3epbl No-yMoa4aHuto
JIOBEPAIOT CanTaM, NPeabsaBAAOLNM CEPTUPUKATLI, NOANUCAHHbIE AoBepeHHbIMK CA.

Bbl MOXKeTe Nosly4nThb Takon cepTuUdmrKaT 419 CBOEro canTa. ATO nyaTHasa ycayra, Bel nogaete
3a9BKY B YAOCTOBEPSIOWNI LLEHTP, NpunaraeTe Tpebyemble JOKYMEHTbI, YA0CTOBEPAIOWMI LLEHTP
NpOBOAMUT NPOBEPKY, 4TO Bbl 3TO Bbl, 4TO CanT, 4J19 KOTOPOro 3anpalnBaeTca cepTudukaTt
AEeNCTBUTENbHO NPUHAANEXNT BaM 1M eCnmn He BO3HMKAET HUKAKUX No403peHnin, BaM BblaaeTcs
NOAMNUCAaHHbIA CepTUDUKAT CPOKOM AencTBma 1 roa. Yepes rod npouenypy v onnaTty HyXKHO
NMOBTOPUTD.

Korpga Bbl ycTaHOBUTE Takon cepTudukat cebe Ha cepsep, bpay3epbl cpa3y byayT cumtaTh Baw
canT 6e3onacHbIM.

B Beb-knimeHTe 1C:Mpeanpnatusa eCTb HAaCTPOMKa NPOBEPKM cepTudurkaTa cepsepa.

Dotaprarnin mipopsauieedh Gxi T[T X DoGamnerss mgopmapstnod Gas e * LoGaganng wrBaimaun oo G33o. T [N x

DECE WHPODMELEACHHH g

YRANMTE FERSFCRINHE A TP 0N 2k

30ecbk uMeeTCs BBUAY KOpHeBo cepTudumkaT CA, a He cepTudmkaT cepsepa. C caMonoAnuCHbIMY
cepTugmkaTaMmn Takasi NpoBepka He paboTaer.

Tak XXe Kak 1 B cny4va€ C KJINEHTCKUM CepTI/IqJI/IKaTOM €CTb BapMWaHT YCTaHOBUTb €ro B XpaHuauLie
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CepTI/I(pI/IKaTOB nnn NnpegbvaBnuTb B BUAE cpa|7|na.

B SSL npumMeHsieTca aBa Tvna (hanaoB: NPUBATHLIN K04, OH 0BbIMHO NMeeT paclunpeHme .key un
Ny6ANYHBIN CepTUdUKAT, OH 0BbIYHO MMEET paclLUMpeEHmne .cer

Hukorpa Hu MNP KakKux obcTosTenbcTBax He nepep,aaav”lTe NMOCTOPOHHUM nplﬂBaTHblﬁ KJNIo4.

Ecnm ocTanncek BONPOCHI, Uan Bbl XOTUTE NOJYY4UTb AOMNOJHUTENbHYIO KOHCYbTaLmMIo, obpallanTecs,
6ynem palbl NOMOYb.
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