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Bbe3onacHbin poctyn K 1C:lMpepnpuatue
yepe3 UHTepHeT

OpraHu3aums foctyna K MHopMaLMoHHbIM 6a3am 1C:MpeanpusaTtus Yepes VIHTepHeT No CyTu CBOEN
aHaNIorMyHa yCTaHOBKE LIKA(oB C LJOKYMEHTaMM OpraHn3aunm B CTEHY 34aHUS, ABEPLEAMU HapyXy.
Bbl B MpuHLMNE PUCKyeTe 1 fenaeTe BO3MOXHbLIM 418 N1t060ro NpoxoXero C yauubl:

1. MNMo4ynTaTb OOKYMEHThI, XpaHALLMeca B 3TOM LWKady

2. YTO-TO B HUX NCMPABUTb WUJIN YHUHTOXUTb

3. MonoXnTb Tyaa CBOW LOKYMEHThI, B T.4. BblAaB 1X 3a Bawwu

4. 3abnokupoBaTb ABepb, Aeslafg HEBO3MOXXHbLIM AOCTYM K LWKady A1s BCEX

HaCKO/IbKO Cepbe3Hbl 3TW Yrpo3bl 3aBUCUT KOHEYHO XKE OT TOro, KaKyto MMEHHO UHHOPMALIMOHHYIO
6a3y Bbl ny6avKyeTe. A BOT HAaCKO/IbKO JIErKO 3TW Yrpo3bl OCYLLECTBUTL U Kakue BynyT nocneacTeus
3aBUCUT OT «3aMKOB», KOTOPbIE Bbl YyCTAHOBUTE Ha ABEPSX.

B aToM cTaTbe Mbl cobpann 6a30Bble pekoMeHAaLUUy No opraHn3aumm 6e3onacHoOro oHNamH AocTyna
K MHpopMaumnoHHbIM 6a3am 1C:MpeanpuaTue C NCnoab3oBaHneM CBOHOAHOro NMPoOrpaMMHOro
obecneyeHuns.

Ha npakTuke npoTmB Bac MoryT ObITb NPYMeEHEHbl TPU TUMa aTaku, BkpaTLe 06bACHUM UX CyTb U
paccKka)keM 0 MeTofax NPoTUBOAENCTBUSA

BO3MOXXHbIe Yyrpo3bl

ATaka rpy6o# cunbl

Llenb Takoi aTaku - nogobpaTb Naposib JierasbHOMO No/b30BaTeNs MHDOPMALMOHHON CUCTEMBI,
nocnenoBaTeNibHO Npobys BCe BO3MOXXHbIE MAp0/Iv U MPOHUKHYTb BHYTPb MO BULOM 3TOrO
nonb30BaTeNs.

Ha npakTuke ucnonb3yeTca MeTo MeToA nepebopa no cj0Bapto, OH OT/IMYaeTcs OT MeToAa MOJSIHOro
nepebopa TeM, 4TO B HeM nepebupatoTcs He BCe BO3MOXHbIE Maponn, a Hanbonee 4acTo
MCcnonb3yemMble B Nopsake yobiBaHUSA MNONYAPHOCTU. N HAYMHAeTCs 3TOT C/I0Bapb C CaMbIX
nonynsapHelx naposien 12345678 n qwerty.

HeobxoanmMoCTb ncnosib3oBaHmsa b6e3onacHbix Naposien faxe He obcyxaaeTcs. B npuknagHbix
peweHunsax 1C ecTb HaCcTponKM 6e3onacHOCTY BXOAa, 3aleNCTBYNTe UxX. He nokasbiBanTe
nonb3oBaTesnien B cnucke Boibopa. He Ha3biBanTe Nob30BaTeNs C MOAHBIMY MPaBaMu
«AOMUHUCTPATOP», «KAAMUH» N T.N.
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KOTOpPLIE HE F}EEDTEU'IH B nporpaMme bonee

Pa3paboTaHO MHOXeCTBO CNocoboB NPOTUBOCTOAHUS aTake rpybolt CUAbl, HO, K COXasleHWIo,
601bWNHCTBO UX HepaoCcTynHo Ans 1C:MpeanpusTrs, No KpalHen Mepe Ha YPoBHE NAaT(opMbI.

Cambll NONyISPHBIN MHCTPYMEHT 3alUWThI - Kanya, yBbl, OTCYTCTBYET B naatdopme 1C.
ABTOMaTMYECKNA TalMayT NOC/1e HECKOJIbKNX HeyAa4HbIX MOMbITOK BBOAA NAap0ONs - TakK Ke HaM He
poctyneH. CaMblii HageXxHbI cnocob - AByxdaKTopHas aBTopM3auus, yBbl, B NiaTdopme
1C:MpeonpuaTtne ToXXe OTCYTCTBYET.

[BYX(aKTOPHYI0 ayTEHTUDUKALMIO MOXKHO Peasn3oBaTb Ha YPOBHE NPUKIALHOMO peLleHmns.
Mosb3oBaTeNb CHavYaNa NPoOXoAUT aBTOpM3aLMIO B NnaTdopmMe, 3aTeM, yKe B KOHpUrypaumm ero
BCcTpeyvaeT Google Authenticator nam npocaTt BBeCTW KO, OTNPaBAeHHbIn SMS.

Ecnv Bbl TOYHO 3HaeTe 0TKy[Aa BHELHWe NnoJjib3oBaTeny byayT noakaoyaThCs K Bawen
NHopMaLmoHHon ba3e n 3HaeTe ux IP agpeca, Hanpumep, 3TO MOXXeT BbITb Ball yaaneHHbIn oduc,
MPOCTO OrpaHnybTe AOCTYN K ony6ankoBaHHOM NHGpopMaLoHHOM 6a3e. 3anpeTuTe ero BCeM, Kpome
N3BeCTHbIX Bam afgpecos yganeHHoOro ouca.

Ecnum BHeLWHMe Nonb30BaTeNN NOAKYAOTCA C ANHAMUYECKUX IP aipecoB, UK OHU OHU HEe CUAST Ha
OJHOM MECTe€, HO MNPV 3TOM OHU BCE-TaKU ABNSOTCA BalumMu coTpyaHUKaMM - 06beANHUTE X B
BUPTYaNIbHYIO YaCTHYIO CETb.

Ecnm xxe Bbl He MOXeTe CnpsiTaTb AOCTYN K MH(OPMaLMOHHON 6a3e B BUPTYabHOW YaCTHOW CETH,
HanpuMep, Korga peyb MAeT 0 oCTyne ans Bawero ToproBoro napTHepa, 66110 6bl CTPaHHO
npepnaratb BCEM TakuM napTHepam Aoctyn K VPN, ucnonb3ynTe ABYXCTYNEHYaTy0 aBTOPU3aLMIO
yepes KJIMEHTCKME CepTUDUKATHI.
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ATaka nocpeaHuKa

C TaKoW aTakoW eCTb PUCK CTOJIKHYTLCS B HEHAZIEXKHbIX CETSIX HAa CTOPOHE KJINEHTa.
3/10yMbILJIEHHUK B TAaKOW CETW NMOAMEHSET A5 KANeHTa Ball HacTosLWMIA cepBep CBoei
MPOC/IONKON-PETPAHCIATOPOM, MPUHMMAET 3anpOoChl OT KJIMEHTA, MepeHanpasnseT nx K Bam Ha
cepBep, Nosly4yaeT OTBETHI OT Baluero cepsepa v BO3BpaLLAET UX KANEHTY. Mpu Takoin peTpaHCsLMn
3/I0YMbILWNIEHHMK paclungpyeT BeCb Tpaduk, KOTOpbINA Bbl NbiTannch WndpoBaTh, HacTpoms SSL
coeAnHeHre, OH MOJTYYUT JIOTUHBI, MAPOaN 1 Ntobble AaHHbIE, KOTOPbLIE NEPEefalTCA MeXay
KJMEHTOM 11 CEPBEPOM.

C Takow yrpo3om MOXHO CTOJIKHYTbCA He ToNbKo B becnnaTtHon WiFi ceTn, HO U NpakTU4eckn B
nobon KoMmMep4eckor CeTu, rae sonpocam 6e3onacHOCTM yaensaeTcs Mano BHUMaHUSA, Hanpuvep, B
ceTAX MUKPO-NpoBanAepoB, MOHOMOJIbHO paboTaloLwmx B OUCHBIX N TOProBbIX LIeHTpax, B
NOKaNbHOW CeTN apeHA0BaHHOro CKiaaa, B Nobon cetu, KOTopyto Bbl He KOHTpoanpyeTe.

09 3aWnThl OT TaKOW aTaky CyLLeCTBYIOT yaocToBepstowmne ueHTpbl (aHrn. Certification Authority -
CA), KoTOpble NOATBEPXKAAOT KNMEHTaM, YTO Ball cepBep MMEHHO TOT, 3a KOro oH cebs BbiaaeT.
PasymeeTcs, 3T0 paboTaeT TOJIbKO TOrAa, Korga KMeHT NPUHUMAET BO BHUMaHWe pe3y/ibTaThl
TaKow NpoBepKM.

DDoS aTtaka

Takas aTaka He MO03BOJINT 3/10YMbILLJIEHHUKY MPOHUKHYTb B Bally MH(MOPMaLMOHHYO CMCTEMY, YTO-
TO TaM YKpacCTb, YAAJIMTb UAN NCAOPTUTb AaHHble. Ee uenb - caenatb NOJHOCTHI0 HEBO3MOXXHOW
paboTy c Bawen cnctemon ons Beex.

OnHoBpeMeHHO co MHOXecTBa IP agpecos Ha Bal cepsep HanpasnseTcs 60nbLLIOE KONNYECTBO
3anpocos. Camu 3anpockl MOryT 6bITb BNoaHe 6e306naHbIMK, HAaNnpuUMep, Ha NPOCMOTP KaKoW-To
CTpaHuubl canTa. [laxe ecnm 3anpawwmeaemon URL He cywlecTByeT, cepBepy NpuaeTcs OTBETUTb
BOMpoLLatoLeMy Koaom owmnbku 404, n oH byaeT Kakoe-To BpeMs 3TUM 3aHAT. Llenb aTaku -
3aBaJINTb CepBep TakMM KOJINYeCTBOM 3amnpocoB, Y4TO Obl y HEro HY Ha 4To HoJibLLe He 0CTaBanoCh
BpeMeHu. Cepsepa An1a nydankauum nHpopmaunoHHbix 6a3 1C kak NpaBmsio He OTAnYalTCA
60/1bLLIOM NPOM3BOANTENLHOCTLIO U XOpOoLUlen onTuMmnaumnen ana pabotel B web. Mapa TbiCAY Taknx
3anpocoB B CeKyHAY (BecbMa cnabasi No CerogHAWHNM MepkaM aTaka) NOSIHOCTLI0 06BaNAT Takow
cepsep.

OT cepbe3Hoi DDoS aTakun oTOUTHLCA NOAPYYHBIMU CPEACTBAMUN He NoNyYnTCs. Ecnm KTo-To
OpraHn30BaJl Cepbe3Hyt0 aTaky Ha Balwy nHdpacTpykTypy, noTpebyeTcs nomoLb CreLmaancToB no
NHMOPMaLMOHHON Be30MacHOCTH.

YTo 6bl OT TaKOW aTaky He nocTpafdana paboTa Bawero npeanpusaTnsa NnpuaepxmBantecb
cefyolwmnx pekoMeHaauuni:

1. Hukorgaa, Hu nNpu Kakmx 06CTosTeNbCTBAX He NyOANKynTe NHPOPMaLMOHHbIe 6a3bl B UHTepHET
Ha TOM e cepBepe, Ha KOTOpoM paboTaeT cepep NPUIOXKEHNIA.

2. Ecnm moxHo obonTnck 6e3 nybankaumm nHopMaumnoHHon 6a3bl HeNOCPeACTBEHHO B
NHTepHeT, nyywe obonTuch VPN.

3. Hukorpa He noak4anTe cepeep Hanpamyto K MHTepHeT, Tonbko Yepes Firewall, ncnone3synte
npodeccnoHanbHble poyTepsbl, Hanpumep, Cisco 1 KBaNNMULNPOBAHHbLIX CNELMANNCTOB 418 UX
HaCTPOWKMW.
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4. OpraHusyinte DMZ, pa3mectute Apache nybankyowmnin nHpopmaLnoHHble 6asbl B DMZ, a
nepen Apache yctaHoBuTe npokcupyowmnin Nginx.

MeToabl NpOTUBOAENUCTBUA YIPO3aM

OrpaHuyeHue poctyna no IP agppecam

CyulecTByeT ABa Noaxofa K BONpocam MHAOPMaLMOHHON 6e30nacHOCTHU:

1. Pa3pelueHo BCe, 4TO He 3anpeLleHo,
2. 3anpeuleHo BCe, KpOME TOro, 4YTO paspeLLeHo.

Ecnm kT0-TO NbiTaeTcd nogobpaTb Naposb K Bawen cncteme, MoXXHO 3a610kupoBaTh ero no IP
agpecy. MoHAB, 4TO ero 6J10KNPYIOT, 310YMbILLAEHHNK 04eHb BbICTPO BEPHETCSA K CBOEMY 3aHATUIO C
apyroro IP agpeca. Takoe npoTMBOHOPCTBO MOXET NPOAOSIKATLCA HECKOHEYHO JOATO.

EcTb cnocob npotue. MOXKHO Mo-yMo4aHWIO 3aNpeTuTb AOCTYN ANns Bcex IP agpecos, 1 pa3peLlaTb
€ro TOJIbKO JOBepeHHbIM y3/1aM Uau ceTsaM, Hanpumep, IP agpecam hunnanos nam nogceTen
npoBangepoB, KOTOPbIMIA OHW MOJIb3YOTCS.

Xopollas npakTuKa - ynpasisaTb OCTYMHOCTLIO Yepe3 MeXXCETEBOMW 3KPaH, OrpakaatoLwmin cepsep ¢
Apache oT WHTepHeTa. HacTpanBaeTe ero cHavana Ha noJsiHoe 610KMpoBaHME BXOAALLNX NAKETOB, a
3aTeM fobaBnsieTe B UCKIIOYEHMA pa3peLleHHble IP agpeca n noaceTu.

Ecnun Ha Apahe nybnunkyeTcs HECKOMbKO BUPTYasbHbIX XOCTOB 1 HE A5 BCEX NMPUEMJIEMbI CTOSb
CTpOrve orpaHNYeHnsa 4OCTyna, orpaHnMybTe 4OCTYM Ha YPOBHE HAaCTPOMKM BUPTYaNbHOMO XOCTa
Apahe nnun .htaccess, nobaBbTe ANPEKTMBBI

Order Deny,Allow

Deny from all

allow from XxX.XXX.XXX.XXX # YKa3blBaeM pa3pelleHHble IP anpeca u noacetu
allow from XXxX.XXX.XXX.XXX

allow from XxX.XXX.XXX.XXX

MocTpoeHue BUPTYasIbHOU YAaCTHOWU CETHU

Korga Hy>XXHO pelwnTb 3a4ady OHNaH-40CTyMNa B MHPOPMaLUMoHHY0 6a3y Balwmnx COBCTBEHHbIX
noapasaeneHnin, GUAnanoB, yaaseHHbIX 0OUCOB N COTPYAHUKOB, paboTatowmx BHe oduca, ny4diue
BoObLLEe He BbICTaBAATb B IHTepHeT npamon Be6-gocTyn.

Fopa3po 6e3onacHee pa3BepHYTb BUPTYasbHYIO YacTHYI CeTb - VPN. EANHCTBEHHAs «nNpoxoaHasa»
13 NHTepHeT K Bam B opnc - 370 w3 VPN, a npy rpaMOTHON HaCTPOMKe 3TO 04EHb XOPOLLIO
3alMLLEeHHan npoxonHas.

LLnto3 VPN MOXHO NOOHATL Ha poyTepe, NpakTUYeckn Bce Moaesan npothecCMoHaNbHOro
0bopyL0BaHNA NMEIOT TaKyto BCTPOEHHYO PYHKLMIO. K 3TO MOXHO CAenaTb Ha OTLEbHOM
cepsepe.

B uensx 6e3onacHoCTV He ycTaHaBAvBaiTe Wwio3 VPN Ha TOM Xe cepBepe, rie yCTaHOB/IEH CEpBep
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1C:Mpepnpuatue

OnNTUManbHbIA BapuaHT - Pa3MeCcTUTb W3 B DMZ, oH ByaeT npuHMMaTh BXOAsLME 3anpocChl 13
WHTepHeT, cnegoBaTeNbHO OH NOABEPXXEH BHELHUM yrpo3am. a5 3Toro naeanbHo NogonaeT
HebobLLION cepaep Ha Ubuntu ¢ ycTaHOBNEHHbIM Ha HeM cepeepoM “-OpenVPN.

KnueHnTtckume 4actu OpenVPN ecTb ana BCex nonynspHbIX MaaTqopM.

Ecnn Bawm yganeHHble KNNMEHTbI NOAK/YaTCA K BaM Yyepes KaHan co ckopocTblo bonee 30
MéuT/CeK, TO HET HUKaKon HeobxoAMMOCTM B UCNOb30BaHMK Beb-cepepa Apache, MoXHO 13 VPN
NOAK/I0YaTbLCA HeNnoCcpeACTBeHHO K cepBepy 1C:MpeanpuaTtne B pexxnme TOHKOI0 KJINEHTA,
CKOPOCTK coeanHeHuns byaeT 4OCTaTONHO A5 KOMMOPTHOM paboThl.

Ncnonb3oBaHue uungposbix cepTuduKaToB nosb3oBaTens

Korpga 6e3 nybnankaumm nHopMaumnoHHon 6asbl HenocpeacTBEHHO B MHTEPHET HMKaK He 060ATUCh,
a PUCKM B3/10Ma BbICOKW, UCNOJIb3YTE BO3MOXHOCTY SSL. Momnmo windgposaHus n besonacHonm
nepeaayun faHHbIX B 3TOM MPOTOKO/E eCTb BO3MOXXHOCTb ayTeHTM(dUKaLmm Beb-nonb3osatenen
yepes SSL cepTugunKkaThl.

Beb-cepBep Apache n Beb-knneTHT 1C:Mpeanpuatne NoanepXnMBatoT ayTeHTUGNKaumo no SSL-
cepTudmnkaTam. BHelWwHNn nonb30BaTeNb CHavana bynet nposepeH cpeacTteamu Apache, n Tonbko
NnoNb30BaTeNb, NPEAbABMBLUNA AEACTBYOWMIA cepTuduKaT byneT fonyleH K opme BBoa NormHa-
naponsa 1C:Mpennpuatue.

Llns Havyana HY>XHO pa3BepHyTb y cebs “Certification Authority (CA). TyT napaHois IULLHER He
bbiBaeT, BOT Hersioxon HOW-TO no 6e3onacHon ycTtaHoske CA.

CreHepupyiTe 1 yooctoBepbTe B CA HY)KHOE KOJIMYECTBO MOJb30BaTENbCKMUX CEPTUGHNKATOB.

ObbI4YHO KJIMEHTCKMNE CepTUdUKaTbI BbILAIOTCA NONb30BaTENSAM B BUAE 3alIM@POBaHHbIX . pTX nam
.p12 channos. Takon hain MOXKHO nNepefaBaTh, KONMPOBaATb, MEPECHIIATb NO I/IEKTPOHHON MoYTe,
HO 015 TOro, 410 6bl UM BOCMOMB30BATHLCS, HYXXHO 3HaTb NapO/b, KOTOPLIM OH 3alungpoBaH. Ecnu
TaKom ypoBeHb 6e30nacHOCTU Bbl cynTaeTe HEAOCTATOYHBIM M FOTOBbI YBEJIMYNTHL CBOM PAacXonbl Ha
NHDOPMaLIMOHHY0 6e30MacHOCTb - UCNoJsib3ynTe USB TOKeHbI C noaaep>xKon SSL.

3anuwnTe NoNb30BaTENbCKUA CEPTUPUKAT B TOKEH 1 3aNpeTuTe ero sKCnopTMpoBaTh. Teneps He3
3TOr0 TOKEHa HWKaK K Bam He 3ailnTu.

OcTaeTcs HacTpouTb Apache. B onucaHum BUPTYanbHOro XocTa, Tam rae Bol HacTpaueann HTTPS
nobaBbTe
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<VirtualHost *:443>
# Mpoyme HaCTPONKM U3 UHCTPYKLMM

# SSL

SSLEngine on

SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key

SSLCACertificateFile /etc/ssl/ca.crt # nyTb K ceptudmkaty CA
SSLCARevocationFile /etc/ssl/ca.crl  # nyTb K CIMCKY OTO3BaHHbIX
CepTuPrKaToB
<Directory /var/www/html> # nyTb K DocumentRoot wam kK
KaTanory nybnnkaumm N6 1C
SSLVerifyClient require
</Directory>

# Mpoyme HaCTPONKM U3 UHCTPYKLMM
</VirtualHost>

Ha cTopoHe KnmeHTa MOXHO YCTaHOBUTb KJIMEHTCKUIA CEPTUGNKAT B XPaHWUINLLE CEPTUHNKATOB,

NNW XXe NPOCTO yKa3aTb (pann cepTudukaTa B HaCTPONKe NOAKIOYEHNS MHPOPMaLMOHHON Ba3bl
1C:MpepnpuaTue.

Dlofiamra s sim0psaups om0 fiarie 7 [yTne ® [lofiomnerasss ss@oprausoimon s 1o = Dlofiam nersss sHEOpHaLR0HHOA Gam . TEHTTE x
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POPSALADRHDN G2k YHGENATE PO ARDECE POpMELICHRDH B33

Ncnonb3oBaHue noanucaHHbIX CepTMqJMKaTOB cepBepa

Ina 6e3onacHoro obmeHa nHhopMaumen B IHTEpPHET BaXKHO, 4TO Bbl HE TOJIbKO cepBep Obln YBEPEH,
YTO KJIMEHT MMEHHO TOT, 3@ KO0 OH Cceb$ BblAAET, HO U KJIMEHT MOT YyAOCTOBEPUTBLCSH, YTO OH
COeaMHNICS MMEHHO C TEM CEPBEPOM, KOTOPbLIA EMY HYXXEH, 1 YTO NepefaBaeMyo Mexay HUMK
3alMdpOoBaHHY0 MHMOOPMaLUIO HAKTO APYron He NpoyYnTaeT. [loMoraloT B 3TOM YA0CTOBEPSIOLLINE
ueHTpbl, aHra. Certification Authority (CA).

MpuHumn paboTsl CA MOXXHO CPaBHUTb C NMevaTblo B nacnopTte. Cepsep NpeabsBaseT nacnopT -
ny6AnYHbIA cepTUgMKaT, B MacnopTe eCcTb NevaTb - OH nognucaH CA, nevyaTb Ierko NpoBepseTcs u

€e HeEBO3MO)XHO nogaenaThb.

Mpwn HacTporke HTTPS B Apache Mbl camu cebe caenanu koY 1 cepTudukaT, U nognuncanm
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cepTUPUKAT 3TUM Xe KJIloHOM. Takne cepTunKaTbl Ha3blBAOTCA CaMOMOANMMCaHHbIMMY, OHW BMOJIHE
roasaTca ANns WugpoBaHus Tpaguka B SSL NpoToKoIe, HO OHU HE JAOT FapaHTUK, YTO CalT KOTOPLIA
MX UCMOJIb3YEeT MMEHHO TOT, 3a KOro OH cebs BbiaaeT, 0 Yem bpay3ep obsizaTenbHO NpeaynpeanT
nonb3oBaTens.

MpoBoAs aHANOr MO C NACMOPTOM, TaKOW CEPTUPUKAT MOXHO CPAaBHUTb C JJOKYMEHTOM,
HamneyaTaHHbIM Ha NPUHTEPE, rAe HeT AaXKe NOANUCK, KOTOPYIO KTO-HMOYab cMor 6bl 0MO3HATh Kak
Hallly, BMECTO MNOAMNUCK B AOKYMEHTE HaneyaTaHo «AIMUHUCTPALMSA».

Ecan Mbl XOTWM, 4TO Obl N0/1b30BATENN MO/ Y0CTOBEPUTLCS, YTO OHM UMEKT €S0 UMEHHO C
HaLWVM CEepPBEPOM, CEPTUCDMKAT CEPBEPA HY>XHO 3aBepuTh B CA.

BaXkHbIn Bonpoc 6e30MacHOCTI: MOXHO /I 10BEPSATh AOKYMEHTY, Ha KOTOPOM CTOUT MpOCTas
MOANUCh YEN0BEKA, MOXKET AaXKE U CUHAS NeYaTb Kakoro-Hnbyas 000, nnn Bce-Takm MOXXHO
JI0BEPSATb TO/IbKO AOKYMEHTY, 3aBEPEHHOMY Yy HOTapuyca? B )xusHu bbiBaeT Tak 1 Tak, B IHTepHeTe
TOXe.

Bbl MOXXeTe caenaTb cBoi cobcTBeHHbIN CA, pa3faTbh €ro KOpHEBOW cepTudumKaT Bawum
NnoJib30BaTeNAM N [OTOBOPUTBLCH, YTO 3TUM CEPTUDUKATOM OHM ByayT NpoBepsAThb, LENCTBUTENLHO
NN OHW NOAKI0YAIOTCA K Bawiemy cepBepy, a He K 3/10yMbILLIEHHUKY, UMUTUPYIOLLEMY ero B Llensx
XULWEHNS KOHPUAEHUMaNbHOW nHgopMaumn. Ecamn nonb3oBaTenen yCTPOUT TaKOW BapuaHT -
OTJINYHO, Ha OpenSSL cobcTeeHHbIN CA fenaeTcs coBeplleHHO becnnaTHo.

Ponb «HOTapuyca» B IHTepHeTe BbINOMHSAIOT T.H. JOBEPEHHLIE YIOCTOBEPSIOLLNE LIEHTPbI. KOpHEBLIE
cepTudukaTbl Takmx CA Mo-ymMoN4yaHWio YCTaHOBNEHbI B 6pay3epbl, 1 Bpay3epbl M0-yMON4YaHMIO
[IOBEPSIOT CaiTaM, NPeabABASIOWUM CEPTUGMKATbI, MOANNCAHHbIE foBepeHHbIMU CA.

Bbl MOXXeTe Mosly4ynThb Takon cepTUdmUKaT 419 CBOEro canTa. ITO nsaTHasa ycsyra, Bel nonaete
3a5BKY B YA0CTOBEPSAIOLWNIA LEHTP, Npuniaraete Tpebyemble 4OKYMEHTHI, YOOCTOBEPSAOLWMIA LLEHTP
NPOBOAMUT NPOBEPKY, Y4TO Bbl 3TO Bbl, 4TO CanT, 4J19 KOTOPOro 3anpalnBaeTca cepTudukaTt
LEeNCTBUTENbHO NPUHAANEXNT BaM 1 eCcnn He BO3HMKAEeT HUKaKUX NoLo3peHuni, Bam BolgaeTcs
NOAMNUCAaHHbIA CepTUDUKAT CPOKOM AencTema 1 rod. Yepes rof npouenypy v onnaTty HyXXKHO
NMOBTOPUTD.

Korpga Bbl ycTaHOBUTE Takon cepTudukat cebe Ha cepsep, bpay3epbl cpa3y byayT cumtaTh Baw
canT 6e30nacHbIM.

B Beb-knueHTe 1C:MpeanpusaTusa eCTb HACTPOMKa NPOBEPKMK CEPTUGMKATa CepBEpa.
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B I0DATE S TIMOTENETKDS DNPEASNSHAS NPOKCH

YRAIATE HACTROASA MO

BesfizapuTe cnooof ayTeHTHEMKALIH NoNsSoEATENR Bef-capaspa;

* ) BloiliDa T SRTOMATHSECHHN

IS PAUVESTS MMA 1 ME00RG

- Jnens

34ecb umeeTcs BBUAOY KOpHeBon cepTudukaTt CA, a He cepTugumkaT cepsepa. C caMonoanuCHbIMM
cepTudmKaTamMn Takas NpoBepKa He paboTaer.
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TaK Xe KaK 1 B Cay4ae C KNMEeHTCKUM CePTUPMKATOM eCTb BapuaHT YCTaHOBUTL €ro B XpaHuauLLe
cepTUUKATOB UM NPeLbsBUTbL B BUAE anna.

B SSL npuMeHseTcsa aBa Tuna hansos: NPMBATHBIN KNOY, OH 00bIYHO MMeeT paclunpeHune .key u
Nyb6ANYHbBIN CepTUGUKAT, OH 0BbIYHO MMEET paclUMpeHmne .cer

Hukorpa HY npu Kakux obcTosaTenbCcTBax He nepep,aBav'lTe NOCTOPOHHUM ﬂpHBaTHblﬁ KJ1104.

Ecnn ocTannch Bonpockl, Man Bbl XOTUTE NMONYYUTb AOMOJHUTENBHYIO KOHCYbTaLMo, obpallanTecs,
bynem pagbl MOMoYb.
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