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Bbe3onacHbin poctyn K 1C:lMpepnpuatue
yepe3 UHTepHeT

OpraHu3aums foctyna K MHopMaLMoHHbIM 6a3am 1C:MpeanpusaTtus Yepes VIHTepHeT No CyTu CBOEN
aHaNIorMyHa yCTaHOBKE LIKA(oB C LJOKYMEHTaMM OpraHn3aunm B CTEHY 34aHUS, ABEPLEAMU HapyXy.
Bbl B MpuHLMNE PUCKyeTe 1 fenaeTe BO3MOXHbLIM 418 N1t060ro NpoxoXero C yauubl:

1. MNMo4ynTaTb OOKYMEHThI, XpaHALLMeca B 3TOM LWKady

2. YTO-TO B HUX NCMPABUTb WUJIN YHUHTOXUTb

3. MonoXnTb Tyaa CBOW LOKYMEHThI, B T.4. BblAaB 1X 3a Bawwu

4. 3abnokupoBaTb ABepb, Aeslafg HEBO3MOXXHbLIM AOCTYM K LWKady A1s BCEX

HaCKO/IbKO Cepbe3Hbl 3TW Yrpo3bl 3aBUCUT KOHEYHO XKE OT TOro, KaKyto MMEHHO UHHOPMALIMOHHYIO
6a3y Bbl ny6avKyeTe. A BOT HAaCKO/IbKO JIErKO 3TW Yrpo3bl OCYLLECTBUTL U Kakue BynyT nocneacTeus
3aBUCUT OT «3aMKOB», KOTOPbIE Bbl YyCTAHOBUTE Ha ABEPSX.

B aToM cTaTbe Mbl cobpann 6a30Bble pekoMeHAaLUUy No opraHn3aumm 6e3onacHoOro oHNamH AocTyna
K MHpopMaumnoHHbIM 6a3am 1C:MpeanpuaTue C NCnoab3oBaHneM CBOHOAHOro NMPoOrpaMMHOro
obecneyeHuns.

Ha npakTuke npoTmB Bac MoryT ObITb NPYMeEHEHbl TPU TUMa aTaku, BkpaTLe 06bACHUM UX CyTb U
paccKka)keM 0 MeTofax NPoTUBOAENCTBUSA

BO3MOXXHbIe Yyrpo3bl

ATaka rpy6o# cunbl

Llenb Takoi aTaku - nogobpaTb Naposib JierasbHOMO No/b30BaTeNs MHDOPMALMOHHON CUCTEMBI,
nocnenoBaTeNibHO Npobys BCe BO3MOXXHbIE MAp0/Iv U MPOHUKHYTb BHYTPb MO BULOM 3TOrO
nonb30BaTeNs.

Ha npakTuke ucnonb3yeTca MeTo MeToA nepebopa no cj0Bapto, OH OT/IMYaeTcs OT MeToAa MOJSIHOro
nepebopa TeM, 4TO B HeM nepebupatoTcs He BCe BO3MOXHbIE Maponn, a Hanbonee 4acTo
MCcnonb3yemMble B Nopsake yobiBaHUSA MNONYAPHOCTU. N HAYMHAeTCs 3TOT C/I0Bapb C CaMbIX
nonynsapHelx naposien 12345678 n qwerty.

HeobxoanmMoCTb ncnosib3oBaHmsa b6e3onacHbix Naposien faxe He obcyxaaeTcs. B npuknagHbix
peweHunsax 1C ecTb HaCcTponKM 6e3onacHOCTY BXOAa, 3aleNCTBYNTe UxX. He nokasbiBanTe
nonb3oBaTesnien B cnucke Boibopa. He Ha3biBanTe Nob30BaTeNs C MOAHBIMY MPaBaMu
«AOMUHUCTPATOP», «KAAMUH» N T.N.

Pa3paboTaHO MHOXECTBO CNocoboB NPOTUBOCTOAHNSA aTake rpybon Cunbl, HO, K COXKaJIEHNIO,
60NbLWMHCTBO UX HepocTynHO ans 1C:MpennpusTns, No KpanHen Mepe Ha YPOBHE NAaT(OPMbI.

CaMmblIi NONyASPHbLIA MHCTPYMEHT 3alUMUThI - Kanya, yBbl, OTCYTCTBYET B naaTdopme 1C.
ABTOMaTMYeCKUA TanMayT Nocsie HECKOJIbKUX HeYAa4YHbIX MOMbITOK BBOLA Nap0Jif - TakK XKe HaM He
poctyneH. CaMbln HagexXHbIn cnocob - AByxdakKTopHasa aBTopu3aums, yBbl, B n1aTthopme
1C:MpeonpuaTtne ToXXe OTCYTCTBYET.
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[BYX(aKTOPHYI0 ayTEHTUDUNKALMIO MOXKHO Peann3oBaTb Ha YPOBHE NPUKIALHOMO peLleHms.
Monb3oBaTeNb CHavYaNa NPOXoAUT aBTOpU3aLMIO B NnaTdopMe, 3aTeM, YKe B KOHpUrypaumum ero
BCTpedaeT Google Authenticator nam NpocaT BBECTU KO, OTNPaBAeHHbIN SMS.

Ecnn Bbl TOYHO 3HaeTe 0TKyAa BHELWHME NoJib30oBaTenn byayT nogkaoydaTbCs K Bawen
NHopMaLmMoHHoM ba3e n 3HaeTe ux IP agpeca, Hanpumep, 3TO MOXKeT BbITb Ball yaaneHHbIn oduc,
NPOCTO OrpaHnybTe A0CTYN K onyb6MKoBaHHON UHopMaLMoHHOM 6a3e. 3anpeTnTe ero BCEM, KpoMe
N3BeCTHbIX BaM afpecos yganeHHoro oguca.

Ecnn BHelWHVe Nofb30BaTe M NOAKIYATCS C ANHAMUYeCcKUX IP aapecos, UM OHU OHU He CMAST Ha
OIHOM MEeCTe, HO MpW 3TOM OHW BCE-TaKW SBNAOTCS BawyMu coTpyaHNKaMu - 06beauHnTe nx B
BUPTYasIbHYIO YaCTHYIO CETb.

Ecnm xxe Bbl He MOXeTe CnpsTaTb A0CTYN K MHPOPMaLIMOHHON 6a3e B BUPTYalbHOW YaCTHOW CeTH,
HanpuMep, Koraa peys MAeT 0 1oCTyne ans Balero ToproBoro napTHepa, 66110 6bl CTPaHHO
npepnarath BCEM TakuM napTHepam AocTyn K VPN, nucnonb3ynte ABYXCTYNEHYaTy0 aBTOPU3aLMIO
yepes KJIMEHTCKME CepTUDUKATHI.

ATaka nocpeaHukKa

C Takomn aTakom eCTb PUCK CTOJIKHYTbCS B HEHALEXHbIX CeTAX Ha CTOPOHE KJINEeHTa.
3N0yMbILLNEHHUK B TaKOW CETU NOAMEHSAET AN KNMeHTa Ball HacToAwWmMiA cepBep CBOEN
NPOCNONKON-PETPAHCAATOPOM, MPUHUMAET 3aMpoChl OT KJMEHTa, NepeHanpaBaseT nx Kk Bam Ha
cepsep, NosyyaeT OTBETHI OT Bawlero cepsepa v BO3BpaLlaeT UX KANEHTY. MNpn Takon peTpaHcasaumm
3710y MbILUNEHHUK paclnpyeT BeCb TpaguK, KOTOPbIN Bbl NbiTannch WngpoBaTh, HAacTpoms SSL
CcoeanHeHNe, OH MOYYUT JIOrUHbI, NAPOAN 1 Ntobble AaHHbIE, KOTOPbIE NEPELAIOTCA MEXAY
KJINEHTOM 1 CepBepoM.

C Takom yrpo30i MOXHO CTONKHYTbCA HE ToNbKO B becnnaTHon WiFi ceTn, HO 1 NpakTUYeCcKn B
nobon KoMmepyeckon ceTu, rae Bonpocam 6e3o0nacHOCTM yaenseTcs Maao BHUMaHWA, Hanpumep, B
CEeTAX MUKPO-NPOBanNAepoB, MOHOMOALHO paboTalowmx B 0QUCHBIX U TOProBbIX LLEHTPAX, B
NOKasbHOW CeTN apeHA0BaHHOr0 cKnaga, B toboi ceTun, KOTopyto Bbl HE KOHTpoMpyeTe.

INa 3aWnTbl OT TaKOW aTaky CyLLECTBYIOT yaocToBepstomne ueHTpbl (aHrn. Certification Authority -
CA), KoTOpble NOATBEPXAAKOT KMEHTaM, 4TO Balw cepBep MMEHHO TOT, 3a KOro OH cebd BbigaeT.
Pa3symeeTcs, 370 paboTaeT TONbKO TOrAa, Korfaa KJANeHT NMPUHUMAET BO BHMMaHMWE pe3ynbTaThbl
TakKon NPoOBEPKMN.

DDoS aTtaka

Takas aTaka He NO3BOINT 3/I0YMbILLNEHHNKY NPOHUKHYTb B Bally MHPOPMALIMOHHYIO CUCTEMY, YTO-
TO TaM YKPacCTb, YAAIUTb UM UCMOPTUTL AaHHble. Ee Lenb - caenaTb NOJIHOCTbI0 HEBO3MOXXHOM
paboTy c Balwen cuctemon gns Bcex.

OnHoBpeMeHHO Co MHOXecTBa IP afpecos Ha Baww cepsep HanpassiseTcs 60JbLLOE KOSIMYEeCTBO
3anpocoB. Camu 3anpocbl MOryT BbITb BNosiHe 6e€306nAHbIMK, HanpuMep, Ha NMPOCMOTP KakKOon-To
CTpaHuubl canTa. Jaxke ecnn 3anpawmnsaemon URL He CyllecTBYeT, CepBepy NpMaeTcs OTBETUTb
BoMpoLuatoLemMy Kogom owmnbkm 404, n oH byaeT Kakoe-To BpeMs 3TUM 3aHAT. Llenb aTaku -
3aBaJINTb CepBep TakMM KOJIMYECTBOM 3anpocoB, Y4TO Obl y HEro HY Ha 4To HBosbLLe He 0CTaBaloCh
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BpeMeHu. Cepsepa Ana nydbankauum nHpopmaLnoHHbix 6a3 1C kak NpaBuIo He OTANYalTCA
60/1bLLIOM MPON3BOAUTENBHOCTbIO U XOpoLler onTuMmM3aunen ana pabotel B web. MNapa TbiCAY Takux
3anpocoB B CEKYHAY (BecbMa cnabas no cerogHAWHMM MepkaM aTaka) NoJIHOCTbI0 06BanaT Takom
cepsep.

OT cepbe3Hon DDoS aTtaku oTbnTbCA MOAPYYHBIMM CpeACTBaMM He Noay4uTcs. Ecnm KTo-To
OpraHn30BaJl Cepbe3HYI0 aTaKy Ha Bawy nHdpacTpykTypy, notTpebyeTcs nomowb CAeLMaancToB no
NH(OPMaLMOHHOM 6e3onacHoCTH.

Y70 Bbl OT TAKOW aTaku He NocTpadana paboTa Balwero npeanpuaTs NpuaepXmnBanTech
cneayowmnx pekoMeHauuii:

1. Hukorga, Hu npu Kakmx obcTosTenbCcTBax He NybankynTe nHpopmaLmoHHble 6a3bl B UHTepHeT
Ha TOM e cepBepe, Ha KOTOpoM paboTaeT cepeep NPUIOXKEHMNIA.

2. Ecnm moxHo obonTtuck 6e3 nybnmkauum nHpopmaunoHHom 6asbl HENOCPeACTBEHHO B
NHTepHeT, nyywe obonTuch VPN.

3. Hukorgaa He nogkno4anTe cepeep Hanpsamyto K IHTepHeT, Tosibko Yepe3 Firewall, ncnonb3ynte
npodeccnoHanbHbie poyTepsbl, Hanpumep, Cisco 1 KBaANGULNPOBAHHbLIX CIELMaINCTOB 418 NX
HACTPOVKMN.

4. OpraHusynte DMZ, pa3mectute Apache nybankyowmnin nHpopmaunoHHble 6asbl B DMZ, a
nepen Apache yctaHoBuTe npokcupyowmnin Nginx.

MeToabl NpOTUBOAEUCTBUA YIPO3aM

OrpaHuyeHue poctyna no IP agpecam

CylecTByeT ABa Noaxofa K BONpocam UHMOPMaLIMOHHON 6e3onacHOCTH:

1. Pa3pelueHo BCe, 4TO He 3anpeLleHo,
2. 3anpeuleHo BCe, KpOME TOro, YTO paspeLLeHo.

Ecnn KTo-TO NbiTaeTcs nogobpaTb Naposib K Bawen cucteme, MoxHO 3absioknposaTb ero no IP
agpecy. MoHsAB, 4TO ero 6J10KNPYIOT, 310YMbILLAEHHNK 04eHb BbICTPO BEPHETCSA K CBOEMY 3aHATUIO C
apyroro IP anpeca. Takoe NpoTUBOOOPCTBO MOXKET NPOA0IKATbLCA HECKOHEYHO A0rO0.

EcTb cnocob npowe. MoXXHO MO-yMONYaHMIO 3aNpeTuTb AOCTYN Aas BCcex IP agpecos, u pa3peLwaTtb
€ro TOJIbKO OBepeHHbIM y3/1aM Uaun ceTsaMm, Hanpumep, IP agpecam hunnanos nnm nogceTen
npoBangepoB, KOTOPLIMA OHU MOJIb3YOTCS.

Xopoluas NpakTUKa - yNpaBAaTb LOCTYMHOCTbLIO Yepe3 MeXCETEBOW IKPaH, OrpakAaloLLnin cepsep C
Apache oT WHTepHeTa. HacTpanBaeTe ero cHa4asa Ha nosiHoe 6,10KMpoBaHNe BXOAALLMX NMaKeTos, a
3aTeM fobaBnseTe B UCKOYEHUS pa3peLleHHble IP agpeca v noaceTu.

Ecnun Ha Apahe nybaunkyeTcs HECKONbKO BUPTYasbHbIX XOCTOB U HE A5 BCEX NPUEMJIEMbI CTOSb
CTpOrve orpaHnYeHnsa 4OCTyna, orpaHnMybTe 4OCTYM Ha YPOBHE HAaCTPOMKM BUPTYaNbHOrO XOCTa
Apahe nnu .htaccess, nobaBbTe AMpeKTUBSI

Order Deny,Allow
Deny from all
allow from XxX.xXxx.XXX.XXX # YKa3biBaeM pa3pelleHHble IP agpeca n noacetu

JINHEPWUC - https://wiki.lineris.ru/



Last update: 2017/04/19 09:48 web_security https://wiki.lineris.ru/web_security?rev=1492595303

allow from XXX.XXX.XXX.XXX
allow from XXX.XXX.XXX.XXX

MocTpoeHue BUPTYyasIbHOU YAaCTHOWU CETHU

Korga Hy>XHO pelnTb 3a4ady OHManH-40CTyMa B MHOPMaLMoHHy0 6a3y Balwmnx COBCTBEHHbIX
noapasaeneHnin, GuUAnanoB, yaaseHHbIX 0OUCOB N COTPYOHUKOB, paboTaowmx BHe oduca, nyyiue
BoOOLLE He BbICTaBAATb B IHTepHeT npamon Be6-gocTyn.

fopa3po 6e3onacHee pa3BepHYTb BUPTYasbHYIO YacTHYIO CeTb - VPN. EANHCTBEHHaAs «nNpoxogHas»
13 NHTepHeT K Bam B opunc - 370 w3 VPN, a npy rpaMOTHON HaCTPOMKe 3TO 0OYEHb XOPOLLIO
3alLMLLEeHHas NPpoxXoaHas.

LLnto3 VPN MOXKHO NOOHATHL Ha poyTepe, NpakTUYeCckKn Bce Moaesn npotheCcCMoHaNbHOro
0bopyL0BaHNA NMEIOT TaKylo BCTPOEHHYO PYHKLMIO. K 3TO MOXHO cAenaTb Ha OTLENbHOM
cepsepe.

B uensx 6esonacHocTu He ycTaHaBamBanTe w3 VPN Ha TOM Xe cepBepe, rae yCTaHOB/EH cepBep
1C:MpepnpuaTtue

ONTUManbHbIN BapUaHT - pa3MecTuThb W3 B DMZ, oH 6yaeT npuHMMaTh BXOAALLME 3anNpoChl U3
WHTepHeT, cnefoBaTeNlbHO OH MNOABEP)KEH BHELWHMM Yyrpo3aM. [Jng 3Toro naeansHo nogonaeT
HeBonbLLoN cepsep Ha Ubuntu ¢ yCTaHOBMIEHHBIM Ha HeM cepepoM [X]0OpenVPN.

KnueHnTtckume 4acTu OpenVPN ecTb ona BCex nonynspHbIX NaaTgopM.

Ecnv Baww yganeHHble KNIMeHTbl MOAKYaTCA K BaM Yepes kaHan co ckopocTbio 6onee 30
M6uT/CceK, TO HET HUKaKoN HeobxoaMMOCTM B UCNOb30BaHMK Beb-cepepa Apache, MoXHO 13 VPN
NnoaK4YaTbCA HEMOCPEeACTBEHHO K cepBepy 1C:MpeanpusaTue B peXxnMe TOHKOIO KJNEHTA,
CKOPOCTK coeanHeHuns byaeT 4OCTaTOYHO A5 KOMMOPTHOM paboThl.

Ncnonb3oBaHue uungposbix cepTudUKaToB Nosb3oBaTens

Korpa 6e3 nybankaunm nHhopmaumnoHHon 6asbl HenocpeacTBEHHO B HTEPHET HMKaK He 060ATUCh,
a PUCKM B3/10Ma BbICOKW, UCMOJb3YATE BO3MOXHOCTU SSL. NMomMunmo windgposaHus n besonacHon
nepefayn faHHbIX B 3TOM NPOTOKOJE eCTb BO3MOXXHOCTb ayTeHTUDUKaLnn Beb-nonb30BaTeNEN
yepes SSL cepTugunKkaThl.

Beb-cepsep Apache un Beb-knmeTHT 1C:MpeanpuaTue noaaepXMBatOT ayTeHTU(MKauno no SSL-
cepTudmkaTam. BHeWwHUN nonb3oBaTeNb CHavana byaeTt nposepeH cpeacteamu Apache, 1 ToNbKO
Nosb30BaTe b, NPEAbABMBLUNA AENCTBYOWMIA cepTUuduKaT byneT fonyuieH K opme BBoa NormHa-
naponsa 1C:Mpennpuatue.

[lNs Havana Hy>KHO pa3BepHyTb Yy cebs [%|Certification Authority (CA). TyT napaHonsa NULWHEN He
bbiBaeT, BOT Hersioxon HOW-TO no 6e3onacHon ycTtaHoBke CA.

CreHepupyiiTe 1 yaoctoBepbTe B CA HY)KHOE KOJIMYECTBO NOJIb30BaTE/IbCKUX CEPTUDUKATOB.

OB6bLIYHO KMEHTCKME CepTUdMKaTLl BbIAAIOTCSA NOMb30BATENSM B BUAE 3aLUMGBPOBAHHBLIX . pfX naw
.p12 chaiino.. Takoi hanan MOXXHO NepefaBaTb, KOMMPOBATh, MepeckllaTh MO 3EKTPOHHON MoYTe,
HO A5 TOro, 4To 6bl UM BOCMOJIb30BATbLCSA, HYXKHO 3HaTb NapoJib, KOTOPbLIM OH 3alndpoBaH. Ecan
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Takol ypoBeHb 6e30nacHOCTY Bbl cHMTaeTe HeQOCTAaTOYHbLIM U FOTOBLI YBENYNTL CBOM Pacxodbl Ha
NHMOPMaLMOHHY0 6e30MacHOCTb - UCnosib3ynTe USB TOKeHbI C noaaep>xKom SSL.

3anuwmnTe NoJib30BaTENbCKUI CEPTUGMKAT B TOKEH 1 3anNpeTuTe ero 3KCnopTupoBaTb. Tenepb 6e3
3TOro TOKeHa HUKaK K BaM He 3anTu.

OcTtaeTca HacTpouTb Apache. B onncaHmm BUPTYyasibHOro XocTa, TaM rae Bel HacTpausanun HTTPS
nobasbTe

<VirtualHost *:443>
# Mpoyne HaCTPOMKM U3 MHCTPYKLNN

# SSL

SSLEngine on

SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key

SSLCACertificateFile /etc/ssl/ca.crt # nyTb Kk ceptudukaty CA
SSLCARevocationFile /etc/ssl/ca.crl  # nyTb K CIUCKY OTO3BaHHbIX
cepTUUKaToB
<Directory /var/www/html> # nytb K DocumentRoot wan K
KaTanory nybnamkaumm Ub 1C
SSLVerifyClient require
</Directory>

# Mpoyme HaCTPONKM U3 UHCTPYKLMM
</VirtualHost>

Ha CTOPOHE K/IMEHTA MOXXHO YCTAaHOBUTb KJIMEHTCKNIA CepTVI(pVIKaT B XpaHunuiie CepTI/I(bI/IKaTOB,

NI XKe NPOCTO yKa3aTb (pann cepTudukaTa B HaCTPONKe NOAKNOYEHNS MHPOPMaLMOHHON Ba3bl
1C:MpepnpuaTue.

(]

Ncnonb3oBaHMe NOANUCAHHbIX cepTU(dUKATOB cepBepa

Ina 6e3onacHoro obmeHa nHpopMaumen B IHTEpPHET BaXXHO, 4TO Obl HE TOJIbKO cepBep Obln yBepeH,
4TO KJINEHT MMEHHO TOT, 3a KOro OH cebs BblAaeT, HO U KJMEHT MOI YAOCTOBEPUTBLCS, 4YTO OH
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COeIMHNIICS UMEHHO C TEM CEPBEPOM, KOTOPLIA EMY HYXEH, 1 YTO NepefaBaeMyo Mexay HUMU
3aWMPOBaHHYIO MHMOPMALNIO HUKTO APYron He npoyuTaeT. loMoratoT B 3TOM y40CTOBepsoLLme
ueHTpbl, aHra. Certification Authority (CA).

MpuHuun paboTbl CA MOXXHO CPaBHUTb C NeYaTblo B nacnopte. Cepeep NpeabsaBaseT NacnopT -
ny6anMYHbIN cepTUdUKaT, B NacnopTe eCTb NevaTb - OH noanucaH CA, nevyaTb IEFKO NPOBEPSETCS 1
€e HeBO3MO)KHO NnoaaenaTs.

Mpwn HacTponke HTTPS B Apache Mbl camu cebe caenanm KoYy 1 cepTudukaT, U NoaNncaIm
CEPTUGUKAT 3TUM Xe KJtoHoM. Takne cepTUUKaTbl Ha3blBAKOTCA CaMONoAnMCaHHbIMY, OHWN BMOHE
rogsaTcs ons wugposaHna Tpaguka B SSL NpoToKoe, HO OHW He JAl0T rapaHTUmM, YTO CalT KOTOPbIN
NX NCNOJIb3YEeT MMEHHO TOT, 3@ KOr0 OH cebs BblAaeT, 0 YeM bpay3ep obsa3aTenwHO npeaynpeanT
nosib3oBaTesis.

HDOBO)J,FI aHaJlorno € nNacnopTomMm, Takomn CepTI/ICbI/IKaT MO>XHO CPpaBHUTb C JOKYMEHTOM,
Hane4YaTaHHbIM Ha NPUHTEPE, rae HeT Aaxke nNoAnncu, KoTopyto KTO-HI/I6y,£I,b cMor bl 0N03HaTh Kak
Hally, BMeCTO noanncum B JOKyMeHTe Hanev4yaTaHo <<A,U,MVIHVICTpaLJ,VIﬂ>>.

Ecam mMbl X0TUM, 4TO 6bl N0SIb30BaTENN MOM TN YAOCTOBEPUTBLCH, HTO OHU UMEKT 410 UMEHHO C
HalUMM CepBepoOM, CeEPTUMDMKAT cepBepa Hy»XHO 3aBepuTb B CA.

Ba)kHbI Bonpoc 6e30nacHOCTU: MOXKHO Jin OBEPSAThL AOKYMEHTY, Ha KOTOPOM CTOWT NpocTas
MOAMUCH YeN0BEKA, MOXKET AaXKe U CUHAS nevaTb Kakoro-Hnbyas 000, nnm Bce-Takn MOXXHO
LOBEPSITb TOJIbKO [JOKYMEHTY, 3aBEPEHHOMY Yy HOTapuyca? B Xu3Hu bbiBaeT Tak 1 Tak, B IHTepHeTe
TOXe.

Bbl MoXXeTe caenaTb cBon cobcTBeHHbIN CA, pa3faTbh €ro KOpHEBOW cepTudmKaT Bawum
NoSb30BaTENSAM MU LOrOBOPUTBLCS, YTO 3TUM CEPTUGMKATOM OHU ByayT NpoBepsAThb, LENCTBUTENBHO
JIM OHW NOAKNI0YATCA K Bawemy cepBepy, a He K 3/1I0yMbILWJIEHHUKY, UMUTUPYIOLLLEMY €70 B Liensx
XULLEHNS KOH(MOEHUMaNbHON MHGpopMaummn. Ecnm nonb3oBaTenen yCTPOMT TakOW BapuaHT -
OT/INYHO, Ha OpenSSL cobcTBeHHbIN CA genaeTcsa coBeplleHHo becnnaTHo.

Ponb «HOTapuyca» B IHTepHEeTe BbIMNOJHAOT T.H. JOBEPEHHbIE YO0CTOBEPAOLWMNE LLEeHTPbI. KOpHEBbIE
cepTudmkaThl Takux CA No-yMoslHaHMIO YCTaHOBJIEHbI B Opay3epsl, U Bpay3epbl No-yMoa4aHNo
JIOBEPAOT CanTaM, NpeabsaBAAOLWNM CEPTUPUKATLI, NOANUCAHHbIE foBepeHHbIMK CA.

Bbl MOXKeTe Nosly4nThb Takon cepTuUdmrKaT 419 CBOEro canTa. ATO niaTHasa ycayra, Bol nogaete
3a9BKY B YAOCTOBEPSAIOLWNI LLEHTP, Npunaraete Tpebyemble JOKYMEHTbI, YA0CTOBEPAIOWLMI LLEHTP
NpOBOAUT NPOBEPKY, Y4TO Bbl 3TO Bbl, 4TO CanT, 419 KOTOPOro 3anpalnBaeTca cepTudukaTt
LENCTBUTENbHO NPUHAANEXNT BaM 1N eCnn He BO3HMKAET HUKAKUX No403peHunin, BaM BblaaeTcs
NOAMNUCAHHbIA CepTUDUKAT CPOKOM AencTBma 1 roa. Yepes rod npouenypy v onaaTty HYyXHO
NMOBTOPUTD.

Korpga Bbl ycTaHOBUTE Takon cepTudukat cebe Ha cepsep, bpay3epbl cpa3y byayT cumtaTh Baw
canT 6e3onacHbIM.

B Beb-knimeHTe 1C:Mpeanpnatmsa eCTb HAaCTPOMKa NPOBEPKM cepTUrKaTa cepeepa.
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31ecb UMeeTCs BBMAY KOpHeBoW cepTudmkaT CA, a He cepTudmkaT cepBepa. C caMonoAnucHbIMU
cepTudUKaTaMu Takas NpoBepka He paboTaerT.
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TaK Xe KaK 1 B Cay4ae C KNMEeHTCKUM CePTUPMKATOM eCTb BapuaHT YCTaHOBUTL €ro B XpaHuauLLe
cepTUUKATOB UM NPeLbsBUTbL B BUAE anna.

B SSL npuMeHseTcsa aBa Tuna hansos: NPMBATHBIN KNOY, OH 00bIYHO MMeeT paclunpeHune .key u
Nyb6ANYHbBIN CepTUGUKAT, OH 0BbIYHO MMEET paclUMpeHmne .cer

Hukorpa HY npu Kakux obcTosaTenbCcTBax He nepe.anav'lTe NOCTOPOHHUM ﬂplﬂBaTHblﬁ KJ1104.

Ecnn ocTannch Bonpockl, Man Bbl XOTUTE NMONYYUTb AOMOJHUTENBHYIO KOHCYbTaLMo, obpallanTecs,
bynem pagbl MOMoYb.
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