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Bbe3onacHbin poctyn K 1C:lMpepnpuatue
yepe3 UHTepHeT

OpraHu3aums foctyna K MHopMaLMoHHbIM 6a3am 1C:MpeanpusaTtus Yepes VIHTepHeT No CyTu CBOEN
aHaNIorMyHa yCTaHOBKE LIKA(oB C LJOKYMEHTaMM OpraHn3aunm B CTEHY 34aHUS, ABEPLEAMU HapyXy.
Bbl B MpuHLMNE PUCKyeTe 1 fenaeTe BO3MOXHbLIM 418 N1t060ro NpoxoXero C yauubl:

1. MNMo4ynTaTb OOKYMEHThI, XpaHALLMeca B 3TOM LWKady

2. YTO-TO B HUX NCMPABUTb WUJIN YHUHTOXUTb

3. MonoXnTb Tyaa CBOW LOKYMEHThI, B T.4. BblAaB 1X 3a Bawwu

4. 3abnokupoBaTb ABepb, Aeslafg HEBO3MOXXHbLIM AOCTYM K LWKady A1s BCEX

HacKoNbKO Cepbe3Hbl 3TV Yrpo3bl 3aBUCUT KOHEYHO XKe OT TOro, Kakyt MMEHHO MH(OPMALIMOHHYHO
6a3y Bbl ny6ankyeTe. A BOT HaCKOJIbKO JIErKO 3TW Yrpo3bl OCYLLECTBUTb U HACKONbKO Cepbe3HbIMM
MOryT 6blTb MX NOCNEACTBMS 3aBUCUT OT «3aMKOB», KOTOpble Bbl yCcTaHOBMTE Ha ABEpSIX.

B aToM cTaTbe Mbl cobpann 6a30Bble pekoMeHAaLUUy No opraHn3aumm 6e3onacHoOro oHNamH AocTyna
K MHpopMaumnoHHbIM 6a3am 1C:MpeanpuaTue C NCnoab3oBaHneM CBOHOAHOro NMPoOrpaMMHOro
obecneyeHuns.

Ha npakTuke npoTmB Bac MoryT ObITb NPYMeEHEHbl TPU TUMa aTaku, BkpaTLe 06bACHUM UX CyTb U
paccKka)keM 0 MeTofax NPoTUBOAENCTBUSA

BO3MOXXHbIe Yyrpo3bl

ATaka rpy6o# cunbl

Llenb Takoi aTaku - nogobpaTb Naposib JierasbHOMO No/b30BaTeNs MHDOPMALMOHHON CUCTEMBI,
nocnenoBaTeNibHO Npobys BCe BO3MOXXHbIE MAp0/Iv U MPOHUKHYTb BHYTPb MO BULOM 3TOrO
nonb30BaTeNs.

Ha npakTuke ucnonb3yeTca MeTo MeToA nepebopa no cj0Bapto, OH OT/IMYaeTcs OT MeToAa MOJSIHOro
nepebopa TeM, 4TO B HeM nepebupatoTcs He BCe BO3MOXHbIE Maponn, a Hanbonee 4acTo
MCcnonb3yemMble B Nopsake yobiBaHUSA MNONYAPHOCTU. N HAYMHAeTCs 3TOT C/I0Bapb C CaMbIX
nonynsapHelx naposien 12345678 n qwerty.

Pa3paboTaHo MHOXXeCTBO CNocob0B MPOTUBOCTOSAHNA aTake rpybon cuibl, HO, K COXaneHuIo,
00/IbLWIMHCTBO MX HepocTynHo ans 1C:Mpeanpusatns, No KpanHen Mepe Ha YpoBHE NaaThopMbl.

CaMblin NONyIAPHbLIA MHCTPYMEHT 3allMThl - Kan4a, yBbl, OTCYTCTBYET B naaTdopme 1C.
ABTOMaTUYECKNA TaMayT Noc/ie HECKOJIbKNX HeyAa4vHbIX MOMbITOK BBOAA Nap0/is - Tak )Ke HaM He
poctyneH. Cambli HageXHbIN cnocob - AByxdakTopHas aBTopm3aums, yBbl, B naaTdopme
1C:MpeanpunsaTre ToXKe OTCYTCTBYET.

[BYX(haKTOPHYO ayTEHTU(MMKALNIO MOXXHO peann3oBaTb Ha YPOBHE NPUKIAAHOMO peLleHNs.
Monb3oBaTe/lb CHaYana NPOXOAUT aBTOPU3aLIMIO B MNaTGOpMe, 3aTeM, Y)Ke B KOH(UrypaLmm ero
BCTpevaeT Google Authenticator nnm NpocaT BBECTU KO, OTNPaBAEHHbIN SMS.
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Ecan Bbl TOYHO 3HaeTe 0TKyAa BHELWHWE NoJsib30oBaTenn byayT nogkaoydaTbCs K Bawen
NHopMaumoHHoM base 1 3HaeTe ux IP agpeca, HanpuMep, 3To MOXXeT BbITb Baw yaaneHHbIn oduc,
MPOCTO OrpaHnYbTe AOCTYN K ony6anKoBaHHOW MHGOPMaLoHHOM 6a3e. 3anpeTuTe ero BCeEM, Kpome
N3BeCTHbIX BaM agpecoB yaaneHHoOro oguca.

Ecnn BHelHMe Nonb30oBaTeNy NOAKIYaATCA C ANHaMu4eckux IP afpecos, N OHWN OHW He CNOAT Ha
OOHOM MeCTe, HO NPN 3TOM OHWN BCe-TakKn ABAAIOTCA Bawwmmu COTPYOHUKaMU - obbeanHnTE UX B
BUPTYaJIbHYIO HaCTHYIO CETh.

Ecnn e Bbl He MOXeTe cnpaTaTb AOCTYN K MHGOPMaLMOHHON Ba3e B BUPTYasbHOW YaCTHON ceTy,
HanpuMep, Korha peyb MAeT 0 AoCTyne ANs Ballero ToproBoro napTHepa, 6biao 6bl CTPaHHO
npennaraTh BCEM TaKUM napTHepam AocTyn K VPN, ncnonb3yinTe ABYXCTYNeHYaTy0 aBTOPM3aLmnio
yepes KJIMEHTCKNE CepTUDUNKATHI.

ATaka nocpeaHuka

C Takov aTakoWn eCTb PUCK CTOJIKHYTbCA B HEHAZEXHbIX CETAX Ha CTOPOHE KJIMEHTa.
3710yMbILLNEHHVK B TaKOW CETW NOAMEHSET 419 KNneHTa Balw HacToAwmMn cepBep CBOEN
NPOC/IONKOMN-PEeTPAHCAATOPOM, MPUHUMAET 3anpockl OT K/MEHTa, NepeHanpasaseT ux K Bam Ha
cepsep, Nosy4yaeT OTBETHI OT Ballero cepeepa v BO3BpaLLaeT UX KNNEHTY. MNpn Takon peTpaHCasLmm
3/10yMbILUNEHHUK pacngpyeT BeCb Tpaduk, KOTOpbIA Bbl NbiITannch WndpoBaTs, HAaCTpoms SSL
COefMHEeHMeE, OH MONYYUT JIOTMHbI, NAaposn 1 Nobble fAaHHbIe, KOTOPbIE NepefanTCs Mexay
KJINEHTOM 1 CEpPBEPOM.

C Takow yrpo3oi MOXHO CTOJIKHYTbCA He Tonbko B 6ecnnatHon WiFi ceTn, HO U NpakTU4yecKkn B
nobon KoMmepyeckon CeTu, rae Bonpocam 6e3onacHOCTM yaensaeTcs Maao BHUMaHUA, HanpuMep, B
CceTaX MUKPO-NpoBanaepoB, MOHOMOJIbHO paboTatoLwmx B OUCHBIX N TOProOBbIX LIEHTpax, B
NOKaNbHOW CeTN apeHA0BaHHOr0 CKnaga, B tobo ceTun, KOTopyto Bbl HE KOHTpoMpyeTe.

ONns 3aWmThl OT TaKOW aTakKn CyLeCcTBYIOT yaocToBepsowme LueHTpbl (aHrn. Certification Authority -
CA), KOTOpble NOATBEPXKAAKOT KNMEHTaM, YTO Balw cepBep MMEHHO TOT, 3a KOro OH cebd BbigaeT.
Pa3symeeTcs, 370 paboTaeT TONbKO TOrAa, Koraa KANeHT NPpMHUMaEeT BO BHMMaHMe pe3ynbTaThbl
TakKoWn NpPoOBEPKMU.

DDoS aTaka

Takas aTaka He NMO3BOINT 3/I0YMbILLNEHHNKY MPOHUKHYTb B Bally MHMOPMaLMOHHYIO CUCTEMY, YTO-
TO TaM YKpPacCTb, YAAJMTb UAN NCMOPTUTb AaHHble. Ee uenb - caenatb NOJHOCTHI0 HEBO3MOXXHOW
paboTy c Bawen cnctemon ons Beex.

OnHoBpeMeHHO co MHOXXecTBa IP aapecos Ha Bal cepsep HanpasnseTcs 60nbLLIOe KONNYECTBO
3anpocos. Camu 3anpocCkl MOTyT ObITb BMOAHE 6€300MAHBIMK, HAaNpUMep, Ha NPOCMOTP KaKom-TO
CTpaHuubl canTa. [laxxe ecnm 3anpawimeaemon URL He cywlecTByeT, cepBepy NpuaeTcs OTBETUTD
BOMpoLuatoLemMy Kogom owmnbkm 404, n oH byaeT Kakoe-To BpeMs 3TUM 3aHAT. Llenb aTakn -
3aBaJINTb CepBep TakMM KOJIMYECTBOM 3anpocoB, Y4T0 Bbl y HEro HK Ha 4To BosbLLe He 0CTaBaloCh
BpeMeHu. Cepaepa 414 nybankauum nHpopmaunoHHbix 6a3 1C Kak NpaBusIo He OTANYAlTCA
60/1bLLION NPOM3BOANTENLHOCTLIO U XOpoLUlen onTuMmnaumnen ana pabotel B web. Mapa TbiCAY Taknx
3aMnpocoB B CeKyHAy (BecbMa cnabas no cerogHAWHNM MepKaM aTtaka) NoJIHOCTbIO 06BaNAT Takom
cepsep.
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OT cepbe3Hoit DDoS aTaku oTOUTBLCSA NOAPYYHBIMU CPEACTBAMMN He NONYYUTCs. ECm KTo-To
opraHn30BaJl CEpbE3HYI0 aTaky Ha Bally nHdpacTpykTypy, noTpebyeTcs noMoLb CNeLnaancToB no
NHOPMaLIMOHHOM 6e30MacHOCTH.

Y10 Obl OT TaKoW aTaky He nNocTpalana paboTta Bawero npeanpuaTns NpuaepXxnBanTtecob
cnefyowmnx pekoMeHnaumni:

1. Hukorga, Hu npu Kakmnx obcToaTenbCcTBax He NybnnkynTe nHpopmaunoHHsle 6asbl B UHTepHeT
Ha TOM Xe cepBepe, Ha KOTOpoM paboTaeT cepeep NPUIOKEHUN.

2. Ecnm moxHo obonTtuck 6e3 nybnmkauum nHpopmaunoHHom 6a3bl HEMNOCPEACTBEHHO B
NHTepHeT, nyywe obonTuch VPN.

3. Hukorpa He nok4anTe cepeep Hanpamyto K MHTepHeT, ToNbko Yepes Firewall, ncnonesynTte
npoeccroHanbHble poyTepsbl, Hanpumep, Cisco 1 KBaNNMULNPOBaAHHbLIX CNeLnanncToB A3 nx
HacTponku. OpraHusynte DMZ, pasmectute Apache nybnaukyowmin HopMaLmoHHble 6a3bl B
DMZ, a nepeg Apache ycTaHoBUTe npokcupytowmin Nginx.

MeToabl NPOTUBOAENCTBUSA YrpoO3aM

OrpaHuyeHue poctyna no IP appecam

CyllecTByeT ABa NoAaxofa K Bonpocam MHGOPMaLIMOHHON 6e3onacHOCTH:

1. Pa3pelueHo BCe, 4TO He 3anpeLleHo,
2. 3anpeLleHo BCe, KpOMe TOro, 4TO pa3peLLeHo.

Ecnm KTo-TO NbiTaeTcs nofobpaTh Naposb K Bawen cucteme, MoXHO 3abnokuposaTth ero no IP
agpecy. [MoHAB, 4TO ero 610KMPYIOT, 3N10YMbILLNEHHUK 04EHb BLICTPO BEPHETCA K CBOEMY 3aHATUIO C
apyroro IP agpeca. Takoe NpoTUBOHBOPCTBO MOXKET NPOA0IKATLCA BECKOHEYHO A0rO.

EcTb cnocob npowe. MoXXHO No-yMoYaHMIO 3anpeTuTb AOCTYN Ans Bcex IP agpecos, n pa3pewaTtb
€ro TOJIbKO [JOBEPEHHbLIM y3/1aM UK CceTaM, Hanpumep, IP agpecam ¢uananos nam noaceTei
NpoBalnAepoB, KOTOPbIMI OHW MOJb3YHOTCA.

Xopowasa npakTuKa - ynpaBnaTb OCTYNHOCTbIO Yepe3 MeXCeTeBOW 3KpaH, Orpak4atoLLnin cepeep C
Apache oT WHTepHeTa. HacTpanBaeTe ero cHavana Ha NoJsiHoe 610KMPOBaHME BXOASALINX NAKETOB, a
3aTeM fobaBnsieTe B UCKKOYEHMA pa3pelleHHble IP agpeca n noagceTu.

Ecnn Ha Apahe nybankyeTcst HECKONBbKO BUPTYaslbHbIX XOCTOB U He AJ1s BCEX MPUEMIEMbI CTOJb
CTPOrue orpaHnyYeHns AOCTyna, OrpaHMYbTe AOCTYN Ha YPOBHE HAaCTPOWKM BUPTYasIbHOMO XOCTa
Apahe nnn .htaccess, nobaBbTe ANPEKTUBSI

Order Deny,Allow

Deny from all

allow from XxxX.xXxX.XXX.xXXX # YKa3blBaeM pa3pelleHHble IP agpeca n nogcetu
allow from XxX.XXX.XXX.XXX

allow from XxX.XXX.XXX.XXX
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MocTpoeHue BUPTYasIbHOU YAaCTHOWU CETHU

Korga Hy>XHO pelnTb 3a4ady OHMalH-40CTyNa B MHOPMaLUMoHHY0 6a3y Balwnx COBCTBEHHbIX
noapasaeneHnin, GUAnNanoB, yaaseHHbIX 0DUCOB N COTPYOHUKOB, paboTaowmx BHe oduca, nyyiue
BoObLLe HEe BLICTaBAATb B IHTepHeT npsamon Be6-gocTyn.

Fopa3po 6e3onacHee pa3BepHYTb BUPTYasbHYIO YacTHYI CeTb - VPN. EANHCTBEHHAs «nNpoxogHasa»
n3 NHTepHeT K Bam B opnc - 370 w3 VPN, a npy rpaMOTHON HaCTPOMKe 3TO 0OYEHb XOPOLLIO
3alMLLEeHHan npoxonHas.

LLnto3 VPN MOXHO NOOHATL Ha poyTepe, NpakTUYeckn Bce Moaesn npothecCMoHaNbHOro
obopyaoBaHMA UMEIOT TaKyl BCTPOEHHYO PYHKLMI0. M 3TO MOXXHO CAenaTb Ha OTAENbHOM
cepsepe.

B uensx 6esonacHocTu He ycTaHaBAmBanTe w3 VPN Ha TOM Xe cepBepe, rae yCTaHOB/EH cepBep
1C:MpepnpuaTtue

ONTUManbHbIN BapUaHT - pa3MecTuThb W3 B DMZ, oH byaeT npuHMMaTh BXOAALME 3anNpochl U3
WHTepHeT, cnefoBaTeNIbHO OH MOABEP)KEH BHELIHMM Yyrpo3aM. [Jng 3Toro naeansHo nogonaer
HebonbLwoin cepsep Ha Ubuntu ¢ ycTaHOBNEHHBIM Ha HeM cepBepoM “-+OpenVPN.

KnneHnTtckume YacTtu OpenVPN ecTb ona BCex NonynspHbIX NaaTqopM.

Ecnv Baww yganeHHble KIMEeHTbI MOAKYaTCA K BaM yepes kaHan co ckopocTbio 6bonee 30
MéuT/CceK, TO HET HUKaKon HeobxoAMMOCTM B UCNOb30BaHMK Beb-cepepa Apache, MoXHO 13 VPN
NnoaK4YaTbCA HEMOCPEeACTBEHHO K cepBepy 1C:MpeanpusaTue B peXxnMe TOHKOIO KJNEHTA,
CKOPOCTM coeanHeHns byaeT 4OCTaTOYHO AA5 KOMMOPTHOM paboThl.

Ncnonb3oBaHue uungposbix cepTudUKaToB Nosb3oBaTens

Korpga 6e3 nybankaunm nHopmaumnoHHon 6asbl HenocpeacTBeHHO B HTEPHET HMKaK He 060ATUCh,
a PUCKM B3/10Ma BbICOKW, UCMOJb3YTE BO3MOXHOCTU SSL. NMomMumo wndgposaHus n besonacHon
nepefayn AaHHbIX B 3TOM MPOTOKO/E €CTb BO3MOXHOCTb ayTeHTU(PUKauumn Beb-nosb3oBaTenei
yepes SSL cepTugunKkaThl.

Beb-cepBep Apache n Beb-knneTHT 1C:Mpeanpuatre nogaepXnBaT ayTeHTudrKaumo no SSL-
cepTudmkaTam. BHeWwHUN nonb3oBaTeNb CHavana byaeTt nposepeH cpeacteamu Apache, 1 ToNbKO
nonb3oBaTesb, NPeAbABMBLUMNA AeNCTBYIOWNIA cepTudukaT byaeT gonyueH K hopMe BBOAA JIOTMHa-
naponsa 1C:Mpepnpuatue.

[lns Havyana HY>XHO pa3BepHyTb y cebs “Certification Authority (CA). TyT napaHois qULLHENR He
beiBaeT, BOT Hersioxon HOW-TO no 6e3onacHon ycTtaHoBke CA.

CreHepupyiiTe 1 yaoctoBepbTe B CA HY)KHOE KOJIMYECTBO NOJIb30BaTEIbCKUX CEPTUDUKATOB.

ObbIYHO KJIMEHTCKMNE CepTUDUKATLI BbIAAIOTCA NONb30BATENSAM B BUAE 3alWN@POBaHHbIX . pTX nam
.p12 dpannos. Takon hann MOXXHO nepefasaTh, KONUPOBaThb, NepechiNaTh MO I/IEKTPOHHON NOYTE,
HO 015 TOro, 410 6bl UM BOCMONBL30BATHLCS, HYXXHO 3HaTb NAapPO/b, KOTOPLIM OH 3alundpoBaH. Ecnun
Takon ypoBeHb 6e30nacHOCTY Bbl cHMTaeTe HeQOCTAaTOYHbLIM U FOTOBbI YBEINYUTL CBOW Pacxodbl Ha
NHMOPMaLMOHHY0 6e30nacHOCTb - Ucnosib3ynTe USB ToKeHbl C nogaep>xkom SSL.
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3anuwmnTe NoJib30BaTENbCKUI CEPTUGMKAT B TOKEH 1 3anNpeTuTe ero 3KCNopTupoBaTb. Tenepsb 6e3
3TOro TOKeHa HUKaK K BaM He 3anTu.

OcTaeTtca HacTpouTb Apache. B onncaHun BMpTyanbHOro XocTa, TaM rae Bol HacTpameanm HTTPS
nobasbTe

<VirtualHost *:443>
# Mpoyne HaCTPOMKM U3 MHCTPYKLUN

# SSL

SSLEngine on

SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key

SSLCACertificateFile /etc/ssl/ca.crt # nyTb K ceptudmkaty CA
SSLCARevocationFile /etc/ssl/ca.crl  # nyTb K CMIUCKY OTO3BaHHbIX
cepTnunKaToB
<Directory /var/www/html> # nyTb K DocumentRoot wan K
KaTanory nybnamkaumm Ub 1C
SSLVerifyClient require
</Directory>

# Mpoyme HaCTPONKM U3 UHCTPYKLMM
</VirtualHost>

Ha CTOPOHE KIMEHTA MOXXHO YCTaHOBUTb KIMEHTCKUI CepTI/I(pI/IKaT B XpaHunuiie CepTI/ICbI/IKaTOB,

NNK XXe NPOCTO yKa3aTb (pann cepTudukaTa B HaCTPONKe NOAKNOYEHNS MHPOPMaLMOHHON Ba3bl
1C:MpepnpuaTue.
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3 APODMELICHROR Bane Bl Te oM EHTOAN CEpTVAT

TS HMMEHODIIHE HAFEORMBLADHHON S22k

Mcnonb3oBaHMe nognuMcaHHbIX cepTudUKaTOB cepBepa

Ons 6e3onacHoro obmeHa nHpopmaumnen B UHTepHET BaXXHO, 4TO Bbl He TONIbKO cepBep Bbis yBepeH,
4TO KJIMEHT MMEHHO TOT, 3@ KOro OH cebd BblaeT, HO U KJIMEHT MOI YAOCTOBEPUTBLCS, YTO OH
COeIMHNIIC UMEHHO C TEM CEPBEPOM, KOTOPbIA EMY HYXEH, 1 YTO NepefaBaeMyo Mexiy HUMU
3aWnPoBaHHYI0 MHMOPMALNIO HUKTO APYron He npoyuTaeT. [ToMoratoT B 3TOM yA40CTOBepsoLLme
ueHTpsbl, aHrn. Certification Authority (CA).

MprHumn paboTbl CA MOXXHO CPaBHMTL C NeYaTblo B nacnopTte. CepBep nNpeabsABaAseT NacnopT -
ny6anYHbIN cepTUdUKaT, B MacnopTe ecTb NevyaTb - OH nognucaH CA, nevyaTb JIerko NpoBepaeTcs 1
ee HeBO3MOXXHO nogaenaTsb.

Mpw HacTponke HTTPS B Apache Mbl camn cebe caenanu KNy u cepTudurkaTt, U NoANUCanm
CePTUGUKAT 3TUM Xe KJIoHOM. Takne cepTUunKaThl Ha3blBAKOTCA CaMOMoANUCaHHbIMY, OHWN BMOIHE
roasaTcsa ons wugpoaHusa Tpaduka B SSL NpOTOKOE, HO OHU HE AAKOT rapaHTUK, YTO CalT KOTOPbLIN
NX NCMNOJIb3yeT MMEHHO TOT, 3@ KOr0 OH cebs BblAaeT, 0 4YeM bpay3ep obsa3aTenwHO npegynpeanT
nosib3oBaTesis.

MpoBOAS aHANOr MO C NACMNOPTOM, TAKON CEPTUPUKAT MOXKHO CPABHUTbL C AOKYMEHTOM,
HamneyaTaHHbIM Ha NPUHTEPe, rae HeT Aa)ke NoAMNUCK, KOTOPYI KTO-HMByab cMor 6bl 0NMO3HaTh Kak
Hally, BMECTO NOAMWCU B IOKYMEHTE HanevYaTaHo «AOMUHNCTPALMUS».

Ecnv Mbl XoTM, 4T0 6bl MONBL30BaTENN MOTIN YAOCTOBEPUTLCS, YTO OHU MMEIOT AE/10 UMEHHO C
HalUMM CepBepOM, CepTUMDMKAT cepBepa Hy»XHO 3aBepuTb B CA.

BaXkHbIn BONpoc 6€30MacHOCTI: MOXHO /N 10BEPSATh AOKYMEHTY, Ha KOTOPOM CTOUT NpOCTas
MOAMNCb YESI0BEKA, MOXKET [aXe W CUHAS NevaTb Kakoro-Hmbyabs OO0, nnn Bce-Taki MOXXHO
L0BEPSTb TOJIbKO JOKYMEHTY, 3aBEPEHHOMY Yy HOTapuyca? B Xun3Hu bbiBaeT Tak 1 Tak, B UHTEPHETE
TOXe.

Bbl MoXXeTe caenaTb cBon cobcTBeHHbIN CA, pa3faTbh €ro KOpHEBOW cepTudmKaT Bawum
Nnofib30BaTENAM N OrOBOPUTBLCSH, YTO 3TUM CEPTUDUKATOM OHM ByayT NpPoBEpPSATb, AENCTBUTENLHO
JI1 OHW NOAKNI0YATCA K Bawemy cepBepy, a He K 3/10yMbILLIEHHUKY, UMUTUPYIOLLEMY ero B Lensax
XULLEHNS KOH(MOEHUMaNbHON nHGopMaummn. Ecnm nonb3oBaTenen yCTPOMT TakOW BapuaHT -
OTJINYHO, Ha OpenSSL cobcTeeHHbIN CA nenaeTcs coBeplueHHo becnnaTHo.

Ponb «HOTapuyca» B IHTepHeTe BbIMONHAT T.H. JOBEPEHHbIE YAOCTOBEPSIOLLNE LLeHTPLI. KopHeBble
cepTudukaTbl Takmx CA No-ymMon4yaHWio yCTaHOBNEHbI B Bpay3epbl, 1 Bpay3epbl M0-yMon4aHmWio
LOBEPAOT CaiTaM, NPeLbaBASOWLMM CePTUPUKATLI, MOLNUCAHHbIE foBepeHHbIMU CA.,
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BbesonacHbin gocTtyn K 1C:Mpepnpuatne Yyepes UHTepHeT

Bbl MOXKeTe Nosly4nThb Takon cepTudmrKaT 419 CBOEro canTa. ITO NaaTHasa ycayra, Bel nogaete
3a5BKY B YA0CTOBEPAIOLWNIA LEHTP, Npuiaraete Tpebyemble 4OKYMEHTHI, YOOCTOBEPSAOLWMIA LLEHTP
NPOBOANT NPOBEPKY, Y4TO Bbl 3TO Bbl, 4TO CanT, AN8 KOTOPOro 3anpalimnmBaeTca ceptTudukaT
OEeNCTBUTENbHO NPUHAANEXUT BaM 1 ecin He BO3HUKAET HMKaKUX Nogo3peHunit, Bam BolgaeTca
NOAMUCAHHbIAN CepTUDUKAT CPOKOM AencTema 1 rog. Yepes rog npouenypy v onnaTy HYXKHO

NMOBTOPUTb.

Korpa Bbl ycTaHOBMTe Takol cepTudmkaT cebe Ha cepsep, Bpay3epbl cpasy byayT cunTaTh Balu

canT 6e3onacHbIM.

B Beb-knneHTe 1C:MpeanpusTus ecTb HACTPONKA NPOBEPKU CEPTUDUKATA CepBepa.
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34ecb nMeeTcsa BBMay KopHeeon cepTudukaT CA, a He cepTudumkaT cepsepa. C caMonoAnncHbIMM
cepTudmkKaTamn Takas NpoBepka He paboTaer.

TaK e KaK 1 B C/ly4ae C KJIMEHTCKM CEPTUCDMKATOM eCTb BapuaHT YCTAaHOBUTb €ro B XpaHWauLLe
CEepPTUGMKATOB NN NPeabsBUTL B BUAE aina.

B SSL npumeHseTca asa Tuna hansoB: NPUBATHLIN KNOY, OH 00bIYHO MMEET paclunpeHune .key u
ny6AnYHBIN cepTUUKaAT, OH 0ObIYHO UMEET paclumpeHne .cer

Hukorpa HY Npu Kakux obcToATeNnbCcTBax He nepe.u,aBav"lTe NMOCTOPOHHUM ﬂpHBaTHblﬁ KJ1104.

Ecnm ocTtanncb BONpockl, M Bbl XOTUTE NONYYUTb AOMOJHUTENBHYIO KOHCYIbTaL M0, 0bpallaiTecs,
bynem panbl MOMOYb.
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