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Bbe3onacHbin poctyn K 1C:lMpepnpuatue
yepe3 UHTepHeT

OpraHu3aums foctyna K MHopMaLMoHHbIM 6a3am 1C:MpeanpusaTtus Yepes VIHTepHeT No CyTu CBOEN
aHaNIorMyHa yCTaHOBKE LIKA(oB C LJOKYMEHTaMM OpraHn3aunm B CTEHY 34aHUS, ABEPLEAMU HapyXy.
Bbl B MpuHLMNE PUCKyeTe 1 fenaeTe BO3MOXHbLIM 418 N1t060ro NpoxoXero C yauubl:

1. MNMo4ynTaTb OOKYMEHThI, XpaHALLMeca B 3TOM LWKady

2. YTO-TO B HUX NCMPABUTb WUJIN YHUHTOXUTb

3. MonoXnTb Tyaa CBOW LOKYMEHThI, B T.4. BblAaB 1X 3a Bawwu

4. 3abnokupoBaTb ABepb, Aeslafg HEBO3MOXXHbLIM AOCTYM K LWKady A1s BCEX

HacKoNbKO Cepbe3Hbl 3TV Yrpo3bl 3aBUCUT KOHEYHO XKe OT TOro, Kakyt MMEHHO MH(OPMALIMOHHYHO
6a3y Bbl ny6ankyeTe. A BOT HaCKOJIbKO JIErKO 3TW Yrpo3bl OCYLLECTBUTb U HACKONbKO Cepbe3HbIMM
MOryT 6blTb MX NOCNEACTBMS 3aBUCUT OT «3aMKOB», KOTOpble Bbl yCcTaHOBMTE Ha ABEpSIX.

B aToM cTaTbe Mbl cobpann 6a30Bble pekoMeHAaLUUy No opraHn3aumm 6e3onacHoOro oHNamH AocTyna
K MHpopMaumnoHHbIM 6a3am 1C:MpeanpuaTue C NCnoab3oBaHneM CBOHOAHOro NMPoOrpaMMHOro
obecneyeHuns.

Ha npakTuke npoTmB Bac MoryT ObITb NPYMeEHEHbl TPU TUMa aTaku, BkpaTLe 06bACHUM UX CyTb U
paccKka)keM 0 MeTofax NPoTUBOAENCTBUSA

BO3MOXXHbIe Yyrpo3bl

ATaka rpy6o# cunbl

Llenb Takoi aTaku - nogobpaTb Naposib JierasbHOMO No/b30BaTeNs MHDOPMALMOHHON CUCTEMBI,
nocnenoBaTeNibHO Npobys BCe BO3MOXXHbIE MAp0/Iv U MPOHUKHYTb BHYTPb MO BULOM 3TOrO
nonb30BaTeNs.

Ha npakTuke ucnonb3yeTca MeTo MeToA nepebopa no cj0Bapto, OH OT/IMYaeTcs OT MeToAa MOJSIHOro
nepebopa TeM, 4TO B HeM nepebupatoTcs He BCe BO3MOXHbIE Maponn, a Hanbonee 4acTo
MCcnonb3yemMble B Nopsake yobiBaHUSA MNONYAPHOCTU. N HAYMHAeTCs 3TOT C/I0Bapb C CaMbIX
nonynsapHelx naposien 12345678 n qwerty.

Pa3paboTaHo MHOXXeCTBO CNocob0B MPOTUBOCTOSAHNA aTake rpybon cuibl, HO, K COXaneHuIo,
00/IbLWIMHCTBO MX HepocTynHo ans 1C:Mpeanpusatns, No KpanHen Mepe Ha YpoBHE NaaThopMbl.

CaMblin NONyIAPHbLIA MHCTPYMEHT 3allMThl - Kan4a, yBbl, OTCYTCTBYET B naaTdopme 1C.
ABTOMaTUYECKNA TaMayT Noc/ie HECKOJIbKNX HeyAa4vHbIX MOMbITOK BBOAA Nap0/is - Tak )Ke HaM He
poctyneH. Cambli HageXHbIN cnocob - AByxdakTopHas aBTopm3aums, yBbl, B naaTdopme
1C:MpeanpunsaTre ToXKe OTCYTCTBYET.

Ecnn Bbl TOYHO 3HaeTe 0TKyAa BHELWHWe Nosib3oBaTenn ByayT noaknioyaTbcs K Baluei
nHopMaLnoHHo 6a3e 1 3HaeTe ux IP agpeca, Hanpumep, 3To MoxeT BbiTb Ball yaaneHHbIn oduc,
MPOCTO OrpaHnybTe AOCTYM K 0NyBIMKOBaHHON MH(OPMALIMOHHON Oa3e. 3anpeTuTe ero BCEM, KpoMe
13BECTHbIX BaM agpecoB yaaneHHoro oguca.

JINHEPWUC - https://wiki.lineris.ru/



Last update: 2017/04/18 19:23 web_security https://wiki.lineris.ru/web_security?rev=1492543438

Ecnum BHelWHKe Nonb30BaTeNN NOAKIOYAOTCA C ANHAMUYECKUX IP aipeCcoB, UK OHU OHU HEe CUAST Ha
OLHOM MeCTe, HO NPV 3TOM OHU BCE-TaKU ABASOTCA BalumMmu coTpyaHUKaMM - 06beaNHNTE X B
BUPTYasIbHYIO YaCTHYIO CETb.

Ecnn e Bbl He MoXeTe cripAaTaTh AOCTYN K MHPOPMaLMOHHON Ba3e B BUPTYasibHOW YaCTHOW CETH,
HanpuMep, Korga peyb naeT o 4oCTyne ans Bawero Toproeoro naptHepa, 66110 6bl CTpaHHO
npepnaratb BCEM TakuM napTHepam AocTyn K VPN, ncnonb3ynte ABYXCTYNEHYaTYI0 aBToOpU3aLmio
yepes KINEHTCKMe cepTudmrKaThl.

ATaka nocpeaHuKa

C TaKoW aTakol eCTb PUCK CTOSIKHYTbCS B HEHAZEXHbIX CETAX Ha CTOPOHE K/MEHTA.
3/10yMbILLNEHHUK B TaKOW CETU NOAMEHSET ANs KAWeHTa Balw HacToswumin cepeep CBOei
MPOC/IONKON-PETPAHCASATOPOM, MPUHMMAET 3aMnpoChl OT KANEHTa, NepeHanpasnseT nx K Bam Ha
cepBep, NONy4aeT OTBETHI OT Ballero cepBepa 1 BO3BPALLAET UX KAMEHTY. Mpy Takon peTpaHCasumm
3/0YMbILLIEHHUK PacLLUMGpPYET BECb TPadvK, KOTOPLIA Bbl NbiTannck WndpoBaTb, HAacTpoms SSL
COelIHEHWe, OH MOYYUT NIOTUHbI, MAPOAN 1 Nilobble AaHHbIE, KOTOPbIE MNepefaloTCs MexXay
K/INEHTOM 1 CEPBEPOM.

C Takow yrpo3om MOXHO CTOJIKHYTbCA He TonbKo B 6ecnnaTtHon WiFi ceTu, HO U NpakTU4yecky B
nobon kKommepyeckon ceTu, rae Bonpocam 6e3onacHOCTM yaensaeTcs Maao BHUMaHWA, Hanpumep, B
ceTsaX MUKpPO-NpoBainaepos, paboTaloLmx B OPUCHBLIX U TOProBbIX LEHTPaX, B IOKaJbHOW CETK
apeHO0BaHHOro CKkiaga, B nobon cetn, KOTopyto Bbl He KOHTpoanpyeTe.

0019 3aWnThl OT TaKOW aTakuy CyLLeCTBYIOT yaocToBepstowmne ueHTpbl (aHrn. Certification Authority -
CA), KoTOpble NOATBEPXKAAOT KNMEHTaM, YTO Ball cepBep MMEHHO TOT, 3a KOro oH cebs BbigaeT.
PasymeeTcs, 3T0 paboTaeT TO/IbKO TOrAa, Korga KJMeHT NPUHUMAET BO BHUMaHWe pe3y/ibTaThl
TaKow NpoBepKMu.

DDoS aTtaka

Takas aTaka He NO3BOIUT 3JI0YMbILWIEHHUKY NPOHUKHYTb B Bawly MH(MOPMaLMOHHYO CUCTEMY, HYTO-
TO TaM YKpacCTb, YAAJMTb UAN NCMOPTUTb AaHHble. Ee uenb - caenatb NOJHOCTHI0 HEBO3MOXXHOW
paboTy Cc Bawen cnctemon ons Beex.

OnHoBpeMeHHO co MHOXXecTBa IP anpecos Ha Ball cepsep HanpasnseTcs 60nbLLIOE KONNYECTBO
3anpocos. Camu 3anpocbl MOTyT BbITh BNOAHe 6€306MaHbIMK, HAaNpUMeEp, Ha NPOCMOTP KaKom-ToO
CTpaHuUbl CanTa. [laxxe ecnm 3anpalimeaemon URL He CyllecTByeT, cepBepy NpuAeTCs OTBETUTH
BOMpoLLatoLeMy Koaom owmnbku 404, n oH byaeT Kakoe-To BpeMs 3TUM 3aHAT. Llenb aTaku -
3aBa/INTb CepBep TakKMM KOMYECTBOM 3arpoCcoB, 4TO Obl y HEro HY Ha 4TOo Bosiblle He 0CTaBanoChb
BpeMeHu. Cepaepa 4n1a nybankauum nHpopmaunoHHbix 6a3 1C Kak NpaBnsIo He OTIMYAKOTCA
60/1bLLION NPOM3BOANTENLHOCTLIO U XOpoLlen onTuMmnlaumnen ana pabotel B web. Mapa TbiCAY Taknx
3anpocoB B CeKyHAY (BecbMa cnabasi No CerogHsAWHNUM MepkaM aTaka) NOSIHOCTLI0 06BaNAT Takown
cepsep.

OT cepbe3Hon DDoS aTakun oTOUTHCA NOAPYYHBIMU CPEACTBAMUN He NoayyYnTcs. Ecnm KTo-To
OpraHn30BaJl Cepbe3Hy0 aTaky Ha Balwy nHdpacTpykTypy, noTpebyeTcs nomowb CreumaancToB no
NHMOPMaLMOHHON Be30MacHOCTH.
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Y710 BbI OT TakKoW aTaky He nocTpaZana pabota Bawero npeanpuaTns NpuaepXXnBanTecob
cnepyoLnx pekoMeHaaLuunm:

1. Hukorga, Hu npu Kaknx obCcToaTenbCcTBax He NybnnkynTe nHhopmaunmoHHsle 6asbl B UHTepHeT
Ha TOM e cepBepe, Ha KOTopoM paboTaeT cepep NPUIIOXKEHNIA.

2. Ecnmn moxHo obonTtuck 6e3 nybnmkauum nHpopmaLnoHHon 6a3bl HEMNOCPEACTBEHHO B
NHTepHeT, nyywe obonTuch VPN.

3. Hukorga He nogknoyanTe cepeep Hanpamyto K IHTepHeT, Tosibko Yepes Firewall, ncnonb3yinte
npogeccnoHanbHeble poyTepsbl, Hanpumep, Cisco 1 KBannULUPOBAHHbIX CNELManncToB 4N1a nx
HacTponku. OpraHnsynte DMZ, pasmecTtute Apache nybaukyoLwmin nHHopMaunoHHble 6a3bl B
DMZ, a nepep Apache ycTtaHoBuMTe npokcupyowmin Nginx.

MeToAbl NPOTUBOAEUCTBUSA Yrpo3aM

OrpaHuyeHue poctyna no IP appecam

CyulecTByeT ABa Noaxofa K BOnpocam MHAOPMaLMOHHON 6e30nacHOCTH:

1. Pa3pelueHo BCe, 4TO He 3anpeLleHo,
2. 3anpeLlieHo BCe, KpOMe TOro, YTo paspeLLeHo.

Ecnn kTo-TO nNbiTaeTcs noaobpaTb Naposb K Bawen cucteme, MoxxHO 3abioknpoBaTb ero no IP
agpecy. MoHsAB, 4TO ero 610KNPYIOT, 310YMbILLAEHHUK 04eHb BbICTPO BEPHETCA K CBOEMY 3aHATUIO C
apyroro IP agpeca. Takoe NpoTUBOHBOPCTBO MOXKET NPOA0IKATLCA HECKOHEYHO A0rO.

EcTb cnocob npolie. MoXHO No-yMoi4aHuio 3anpeTuTb 4OCTYN Ans Bcex IP aapecos, 1 pa3pellaTb
€ro TOJIbKO [JOBEPEHHBIM y3/1aM Wiu CceTaM, Hanpumep, IP agpecam punnanos nam nogceten
NPOBaiAepoB, KOTOPLIMI OHU MOJb3YIOTCS.

XopoLasa npakTuKa - ynpaBnaTb AOCTYNHOCTbIO Yepe3 Me)XCeTEBOW 3KpaH, OrpakAatoLLnin cepeep C
Apache oT WHTepHeTa. HacTpanBaeTe ero cHa4vana Ha nosiHoe 6J10KMpoBaHMe BXOAALWMX NAKETOB, a
3aTeM gobaBnseTe B UCKIOYEHUS pa3peLleHHble IP agpeca n noaceTu.

Ecnn Ha Apahe nybankyeTca HECKONbKO BMPTYasbHbIX XOCTOB M HE ANS BCEX NPUEMIEMbI CTOJIb
CTporve orpaHMyYeHns 0ocTyna, orpaHnYbTe A4OCTYM Ha YPOBHE HACTPOMKM BUPTYasIbHOrO XOCTa
Apahe nnu .htaccess, nobaBbTe AMPEKTUBSI

Order Deny,Allow

Deny from all

allow from Xxx.XXX.XXX.XXX # YKa3blBaeM pa3pelleHHble IP agpeca u noacetu
allow from XxX.XXX.XXX.XXX

allow from XxX.XXX.XXX.XXX

MocTpoeHue BUPTYasIbHOU YaCTHOWU CETHU

Korga Hy>XXHO pelnTb 3a4ady OHManH-40CTyNa B MHPOPMaLUMOHHY0 6a3y BaluMx COBCTBEHHbIX
noapasaeneHni, GuananoB, yaaseHHbIX 0ONUCOB N COTPYOHUKOB, paboTatowmx BHe oduca, nyyiie
BooOLLE He BbICTaBNATb B IHTepHeT npsiMon Beb-gocTyn.
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Fopa3po 6e3onacHee pa3BepHYTb BUPTYabHYIO YaCTHYI CeTb - VPN. EANHCTBEHHAs «NpoXoaHasa»
13 NHTepHeT K Bam B ocuc - 310 w3 VPN, a npu rpaMOTHOM HaCTPOMKE 3TO O4E€Hb XOPOLLO
3allMLLeHHan npoxoaHas.

LLno3 VPN MOXHO NOOHATL Ha poyTepe, NpakTuyeckn sce Mogenn npothecCnoHanbHOro
0bopy0BaHMA NMEIOT TaKylo BCTPOEHHYO PYHKLMIO. i 3TO MOXXHO cAenaTb Ha OTAE/IbHOM
cepsepe.

B uenax 6e3onacHoOCTK He ycTaHaBanBanTe w3 VPN Ha TOM e cepBepe, rae yCTaHOBJIEH CepBep
1C:MpeanpusaTtne

ONTUManbHbIN BapuaHT - pa3MecTuTb w3 B DMZ, oH byaeT NnpuHUMaTh BXOASLWME 3aNpoChl U3
VHTepHeT, cnepnoBaTeslbHO OH NOABEPXKEH BHELWHMM yrpo3aM. [11s 3Toro ngeansHo nogonaer
HebonbLioWn cepBep Ha Ubuntu ¢ yCTaHOBNEHHLIM Ha HEM CEpBEPOM EOpenVPN.

KnueHTtckune 4actn OpenVPN eCcTb AN BCeX NOMyJsipHbIX naaTgopMm.

Ecnn Bawm yaaneHHble KNMeHTbI NOAK/I0YaTCSA K BaM Yyepes KaHan co CKopocTbio 6onee 30
M6uT/CceK, TO HET HUKaKoN HeobXxoAMMOCTM B UCNOJb30BaHMK Beb-cepeepa Apache, MoXxHO 13 VPN
NOAK/0YaTbCA HENOCPEACTBEHHO K cepBepy 1C:MpeanpuaTtne B pexxnme TOHKOIo KJIMEHTA,
CKOPOCTU coeanHeHns byaeTt 0oCTaToOYHO AN KOMGOPTHOM paboThl.

Ncnonb3oBaHue uungposbix cepTudukaToB nosb3oBaTens

Korgaa 6e3 nybnmkauun nHdopmaumnoHHon 6a3bl HenocpeAcTBEHHO B IHTepHEeT HUKak He 06onTHCh,
a PUCKM B3/10Ma BbICOKW, NCMOMb3YNTEe BO3MOXHOCTU SSL. NMomMumo windgposanHuns n besonacHom
nepenayun faHHbIX B 3TOM NPOTOKO/E eCTb BO3MOXXHOCTb ayTeHTUdukaLmm sedb-nosb3osaTtenen
yepes SSL cepTuukaTsol.

Beb-cepsep Apache u Beb-knmeTHT 1C:MpeanpuaTue nognepXXmMBaloT ayTeHTUmKaumo no SSL-
cepTudukaTam. BHewHMA nonb3oBaTeNb CHavana byaet nposepeH cpeactsammn Apache, n Tonbko
nonb30BaTeslb, NPeAbABMBLUMNA AeNCTBYOWNI cepTudukaT byaeT gonyueH K oopMe BBOAA JIOMMHa-
naponsa 1C:Mpeanpusartue.

INa Havana Hy>XHO pa3BepHyTb Yy cebs [|certification Authority (CA). Ecnn ewle He HacTpanBanm Ha
Beb-cepBepe HTTPS, To aenas ons Hero cepTudukaT, yoocToBepbTe ero B ceoen CA, npuroamnTcs
noToMm.

CreHepupyiiTe 1 yaoctoBepbTe B CA HY)KHOE KOJIMYECTBO NOJIb30BaTEbCKUX CEPTUDUKATOB.

ObbIYHO KJIMEHTCKNE CepTUDUKATLI BbIAAIOTCA NONb30BaTENSAM B BUAE 3alIN@POBaHHbIX . pTX nam
.p12 dpannos. Takon hann MOXXHO nepefasaTh, KONUPOBaThb, NeEPEChINaTh MO I/IEKTPOHHON NOYTE,
HO 015 TOro, 410 6bl UM BOCMONL30BATHLCS, HYXXHO 3HaTb NapPO/b, KOTOPLIM OH 3alundpoBaH. Ecnun
Takol ypoBeHb 6e30nacHOCTY Bbl cHMTaeTe HeQOCTAaTOYHbLIM U FOTOBbI YBEINYUTL CBOM Pacxogbl Ha
NHOPMaLMOHHY0 6e30MacHOCTb - UCcnosib3ynTe USB ToKeHbl C nogaep>xkKon SSL.
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3anuwmnTe NoJib30BaTENbCKUI CEPTUGMKAT B TOKEH 1 3anNpeTuTe ero 3KCNopTupoBaTb. Tenepsb 6e3
3TOro TOKeHa HUKaK K BaM He 3anTu.

OcTtaeTcsa HacTpouTb Apache. B onncaHmm BUpTyasibHOro XocTa, TaM rae Bel HacTpausann HTTPS
nobasbTe

<VirtualHost *:443>
# Mpoyne HaCTPOMKM U3 MHCTPYKLUN

# SSL

SSLEngine on

SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key

SSLCACertificateFile /etc/ssl/ca.crt # nyTb K ceptudukaty CA
SSLCARevocationFile /etc/ssl/ca.crl  # nyTb K CMIUCKY OTO3BaHHbIX
cepTnunKaToB
<Directory /var/www/html> # nyTb K DocumentRoot wan K
KaTanory nybnamkaumm Ub 1C
SSLVerifyClient require
</Directory>

# Mpoyme HaCTPONKM U3 UHCTPYKLMM
</VirtualHost>

Ha cTopoHe KnmeHTa MOXXHO YCTaHOBUTb KJIMEHTCKUA CEPTUDUKAT B XpaHWIULLE CepTU(PUKATOB,
NNK XXe NPOCTO yKa3aTb (pann cepTudukaTa B HaCTPONKe NOAKNOYEHNS MHPOPMaLMOHHON Ba3bl
1C:MpepnpuaTue.

=]

Ncnonb3oBaHMe NoanMcaHHbIX cepTudUuKaToB cepBepa

Ona 6e3onacHoro obmeHa nHpopMaumen B IHTEpPHET BaXKHO, 4TO Obl HE TOJIbKO cepBep Obln yBEpeH,
4TO KJINEHT MMEHHO TOT, 3a KOro OH cebs BblAaeT, HO U KJIMEHT MOI YAOCTOBEPUTBLCS, YTO OH
COeaNHNICSA UMEHHO C TEM CEPBEPOM, KOTOPLIA EMY HYXXEH, 1 YTO NepeaaBaeMyo Mexay HUMu
3aWnGPOBaAHHYIO MHOPMALNIO HUKTO APYroi He npo4YuTaeT. lMoMoratoT B 3TOM yA0CTOBEpAoLLMe
ueHTpbl, aHra. Certification Authority (CA).

JINHEPWUC - https://wiki.lineris.ru/



Last update: 2017/04/18 19:23 web_security https://wiki.lineris.ru/web_security?rev=1492543438

MpuHumn paboTsl CA MOXXHO CPaBHUTb C NMevaTblo B nacnopTte. Cepep NpeabsBaseT nacnopT -
ny6AnYHbIA CepTUGMKaT, B MacnopTe eCTb NevaTb - OH noanucaH CA, nevyaTb Ierko NpoBepseTcs u
ee HEBO3MO)KHO NoaaenaTh.

Mpwn HacTponke HTTPS B Apache Mbl camu cebe caenanu KoY 1 cepTudukaT, 1 nognuncanm
cepTUMUKAT 3TUM XKe KJIYOoM. Takune cepTUdunKaTbl Ha3blBAKOTCA CaMONoANUCaHHLIMU, OHN BNOJIHE
rogaTcsa ond wugposaHna Tpaguka B SSL NpoTOKOEe, HO OHWU HE AAKT rapaHTUK, YTO CalT KOTOPLIN
MX UCNONb3yeT UMEHHO TOT, 3a KOro oH cebs BblgaeT, 0 YeM bpaysep obsa3aTensHO NpefynpeanT
noJib30BaTens.

lMpoBoAs aHANOrnI0 C NACNOPTOM, Takon CepTUGUKAT MOXKHO CPaBHUTb C JOKYMEHTOM,
HaMne4YaTaHHbIM Ha MPUHTEPE, rae HET AaXXe noanncu, KOTopyto KTO-HI/I6yLI,b cMor 6bl 0N03HaTb Kak
Hally, BMeCTo NOANMUCU B LOKYMeHTe HanevyaTaHo «AOMUHUCTPpaLna».

Ecam mMbl XO0TuM, 4TO 6bl N0SIb30BATENN MOF N YAOCTOBEPUTBLCS, YTO OHU UMEIKDT AEN0 UMEHHO C
HalIMM CepBepoM, cepTudumKaT cepBepa Hy>KHO 3aBepuTb B CA.

Ba)kHbI Bonpoc 6e30nacHOCTU: MOXHO Jin AOBEPSAThL AOKYMEHTY, Ha KOTOPOM CTOUT NpocTas
MOANUCh YeI0BEKA, MOXKET AaXKe U CUHAS NevaTb Kakoro-Hnbyas 000, nnm Bce-Takm MOXXHO
LIOBEPSATb TO/IbKO AOKYMEHTY, 3aBEPEHHOMY Y HOTapuyca? B Xun3Hu ObiBaeT Tak U Tak, B UHTEPHETE
TOXe.

Bbl MOXeTe caenaTb cBov cobcTBeHHbIN CA, pa3faTb ero KopHeBon cepTudmkaT Bawwmm
No0JIb30BaTENSAM M LOrOBOPUTLCS, YTO 3TUM CEPTUGMKATOM OHU ByayT NpoBepsATb, LENCTBUTENBHO
NN OHW MOAKII0YATCA K BalleMy cepBepy, a He K 3/I0YMbILIEHHUKY, UMUTUPYIOLLEMY ero B Lensx
XULLEHNS KOHPUAEeHUManbHOW nHpopmaLmn. Ecam nonb3osaTenen yCTPOUT TaKOW BapuaHT -
OTNYHO, Ha OpenSSL cobcTBeHHbIN CA fenaeTcsa coBeplleHHo becnnaTHo.

Ponb «HOTapuyca» B IHTEpHETE BbIMNOAHAIOT T.H. JOBEPEHHbIE YO0CTOBEPAOLMNE LIEHTPLI. KOpHEBbIE
cepTudukaTbl Takmx CA No-yMosYaHMI0 yCTaHOBNEHBI B 6pay3epsbl, 1 bpay3epbl No-yMOJYaHNUIO
LOBEPAIOT CallTaM, NPeabsBAALWNM CEPTUPUKATLI, NOANMCaHHbIE oBepeHHbIMK CA.

Bbl MOXKeTe Nosly4nThb Takon cepTudmrKaT 419 CBOEro canTa. ITO naaTHasa ycayra, Bol nogaete
3a9BKY B YA0CTOBEPSIOLLNI LIEHTP, Npunaraete Tpebyemble JOKYMEHTbI, YA0CTOBEPAIOWLMIA LLEHTP
NPOBOANT NPOBEPKY, Y4TO Bbl 3TO Bbl, 4TO CanT, AN8 KOTOPOro 3anpalmnBaeTca cepTudukaT
LeNCTBUTENbHO NPUHAAIEXNT BaM 1 ecnn He BO3HMKAET HUKaKUX Nofo3peHunin, Bam BolgaeTcs
NoANUCaHHbIA CepTUDUKAT CPOKOM AencTema 1 roa. Yepes rod npouenypy v onnaTty HYyXHO
NOBTOPUTb.

Korpga Bbl ycTaHOBUTE Takow cepTudukat cebe Ha cepsep, bpay3epbl cpa3y byayT cumTaTh Baw
canTt 6e3onacHbIM.

B Beb-knmeHTe 1C:Mpennpnatma eCTb HAaCTPOMKa MNPOBEPKM cepTUrKaTa cepeepa.

(=]

34ecb nMeeTcsa BBMay KopHeeon ceptudukat CA, a He cepTudumkaT cepsepa. C caMonoanncHbIMM
cepTudmkKaTamn Takas NpoBepka He paboTaer.

TaK e KaK 1 B C/ly4ae C KJIMEHTCKUM CEPTUCDMKATOM eCTb BapuaHT YCTAaHOBUTb €r0 B XpaHWuLLE
CEepPTUCMKATOB NN NPeabsBUTL B BUAE aina.

B SSL npumeHseTcsa aBa Tuna hansoB: NPUBATHLIN KNOY, OH 00bIYHO MMeET paclunpeHune .key u
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2025/10/21 04:34 717 BbesonacHbin gocTtyn K 1C:Mpepnpuatne Yyepes UHTepHeT

Ny6ANYHbLIN CepTUdUKAT, OH 0BbIYHO MMEET pacLLUMpPEHmne .cer
Hukorga HM Npu Kaknx obCToATENbCTBAX HE NepefaBanTe NOCTOPOHHMUM MPUBATHbLIN KHOY.

Ecnm ocTtannce BONPOCHI, Wan Bbl XOTUTE NOJYY4UTb AOMOJHUTENbHYIO KOHCYbTaLmMIo, obpalanTecs,
6ynem palbl MOMOYb.
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