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daunnosoe xpaHunauwe Ha Linux

B 3Ton cTaTbe Mbl paCCKa)KeM Kak YCTaHOBUTb W HAaCTPOUTb (PanIoBLIN CEpBEP Ha OnepauoHHON
cucteMme Linux, a ToyHee byaeT ncnosb3oBaHa cepeepHas Ubuntu 16.04 LTS. AHanormyHeiM obpasom
HacTpauBaeTcs 60bWMHCTBO deb-based aucTpubyTreos.

TaKol cepBep MOXXHO MCMOJb30BaTh A1 CETEBOW YCTAHOBKM (haitnioBoi 6a3bl 1C:Mpeanpustue - 310
ropasflo HaJeXXHee, YeM XPaHUTb ee Ha 0HOM 13 paboymx KOMMbLIOTEPOB MoJib30BaTEeNe. Mnn
TaKOW CepBEP MOXHO NPUCNOCobUTh Mo CETEBOE XPAHWIULLE PE3EPBHBIX KOMUIA.

TONbKO He NCNOJMb3YNTE OOUH N TOT XXe cepBep AJ18 YCTaHOBKM MHOPMaLMOHHON Ba3bl U XpaHeHUs
ee pe3epBHbIX KOMUNA.

Moyemy Linux? Bo-nepBbix 370 6ecniaTHO 1 NpuY 3TOM COBEPLLEHHO JierasibHo. Bo-BTOpbIX Linux
notpebnseT ropasgo MeHbLUe annapaTHbIX PeCYpCoB, U faxe cTapas, CNucaHHas B YTWIb TEXHUKA
OTJINYHO CNPaBUTCS C 3afa4en (hansioBOro XpaHunuuia. B-TpeTbmx, XOpoLIO HAaCTPOEHHbIN Linux
NPaKTUYECKN HE HY)XOAEeTCs BO BMELIaTeNbCTBE CUCTEMHOINO aAMMHNCTPATOPa, IKCMIyaTUpyoTCA
MO NPUHLMMNY «HACTPOW 1 3abbln».

N Tak, Ha4yHeM...

BbiOop 06opynoBaHus

Kak s y)xe Hanucas, obopyfoBaHue HaMm NoAonAeT npakTnuyieckn oboe, HO BCe Xe Koe-Kakue
noXxenaHus y Hac ecTb. N0CKObKY cepBep byneT hannosbln, TO 1 NOXeNaHWa Hawm byayT KacaTbCa
LNCKOBOW CUCTeMbI. Bblno bl Hennoxo HanTu MawnHy ¢ RAID KoHTponnepom Ha bopTy. Ecnv Mbl
Lenaem cepeep Ans pasmeleHnsa paboyen dannoson 6a3bl, 6bi10 bbl HEMNIOXO pa3MecTUTb ee Ha
RAID-5, ecnn xpaHunuie pe3epBHbIX KONWUA, OTANYHLIM BapuaHToM 6yneT RAID-1.

Mpu 3TOM y Hac HeT 0cobbix TpeboBaHU K onepaTUBHOM NaMaTK, XBaTUT K 1 MbanTa. K npoueccopy
ToXe HeT 0cobbix TpeboBaHun, Linux 6yaeT paboTaTh Ha BCEM, YTO €LLE XKUBO.

MoXxanymn, camblin ONTUMaNbHbIA BapUaHT - MpMobpecTn BOCCTAaHOBEHHbIN cepBep «C npoberom».
bBepuTe cambin OeLleBbIA, KaKOW HanaeTe, FNaBHOe, 4To Bbl Nepen 3TUM OH NMpPoLLEes NPOPUNAKTUKY,
€ro O4NCTWAM OT MbIAN U NPOrHaAN BCe CUCTEMHbIE TECThI.

3a HeMMeHVeM JlyHLlero, MOXHO UCNOJb30BaTh 000N CTapblil KOMMbIOTEP, HO MOMHUTE, YTO Bbl 3TO
LlenaeTe Ha CBOW cTpax v puck. Camoe ys3BMMOe MeCTO (haitloBOro cepBepa - AMCKOBas
noacucrtema. Ecam oHa y Bac byaeT cocToATb U3 OAHOro e AMHCTBEHHOr0 CTaporo Aucka, Bl 04eHb
CUNBHO pUCKYyeTe.

Ecau He yaanock Hantu RAID-KOHTPOIEP, MOXKHO MONPOBOBaTh HACTPOUTL “=NporpaMMHbIi RAID
CpefcTBaMM OnepaLmMoHHON CUCTEMbI. YYTUTE, 4TO 3TO NOBLICUMT TpeboBaHMA K NpoLeccopy v
ornepaTVBHON NaMATH.

YcTaHOBKa onepau,uouuoﬁ CNCTéMmbl

CHavana onpenenmMmcsa C apxmTekTypown cepeepa. Ecnv Bam n3sectHa Mapka npoueccopa,
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yCT@HOBJIEHHOr 0 B CEpPBEpP, 03HAKOMMBLUNCH C ero cneungukaumen Bol y3HaeTe, COBMECTUM NN OH C
apxuTekTypomn x86-64 (64 6uT) nnn ToNbKO i386 (32 6UT). KOCBEHHbIN NPU3HaK - pa3Mmep
onepaTVBHON NamATh, 32-buTHas apxuTekTypa He MoxeT paboTaTb C oNepaTMBHON NaMATbIO
obbemom bonee 3 6anT, MHOrAa B 3TY apXUTEKTYPY YCTaHaBnmBaau 4 F6anT namsaTu, HO B CMCTEME
66110 BUAHO TONIbKO 3 [HanT.

Naem Ha cTpaHuuy 3arpy3km Ubuntu Server n ckaynsaeM auctpunbyTus, COOTBETCTBYIOLLEN
apxuTekTypbl. AuctpubyTmeel Ubuntu pacnpocTpaHsaoTcs B Buge obpa3os 3arpy304Hbix DVD ANCKOB.

Ina ycTaHoBKK Bam noTpebyeTca 3anncaTb 3arpy304Hbii DVD Anck n3 ckavaHHoro obpasa, uaum, 4To
Kak npasuno yaobHee, NOAFOTOBMTb 3arpy304Hyto pieLlky cneunasbHon yTuanTon. Bctasnante
ANCK NNn hNewKky B CEPBEP M 3arpy>xanTech C Hee.

BoibupanTte pycckuin s3bik 1 B MeHto YcTaHosuTe Ubuntu Server.

lanee Bam npennoxaT ykasaTb CTpaHy, BbibpaTh packiaaky KaaBnaTypbl, 4aTb UMs CEPBEPY,
yKa3aTb MMS 1 NapoJib Cynepnosb3oBaTens (aHanor agMuHucTpaTopa B Ubuntu) n nogteepanTsb
BPEMEHHYIO 30HY.

HeKOTopoe 3aTPYOHEHNE MOXET BbI3BaTh Pa3MeTKa ANCKa. Ecnn comHeBaeTecCs, Bbl6|/|paI7ITe
adBTOMaTU4eCKY0 pa3MeTKy 1N UCMNO0J1Ib30BaTb BECb AUCK. Ho JiyHlle BblaeJINTb AOMallHWe nankun
nosib30BaTesien B OTAE/bHbIE TIOrMYeckne oUCKN.

1 LI!] PasmeTEa Anceos |
Mepea BAMW CNWCOE HACTPOEHHMY PAZAEADE W WX TOYEE MOHTWPOBEHWR. BuOEpPWTE PE3AEn, 4YToOW
WSMEHWTE B0 HECTPOMKA (TAN 4EAA0BOR CWCTEME, TOYKY MOHTWPOBAaHWA W TaK aanee), ceofoaHoe
MECTO, 4To0b COSA&Te HOBLIA PA3den, WAW YCTPOACTEOD, YTO0W COSA8Te Ha HEM HOEYW Tabmauy
Pazaenoe.
ABTOMaTWHECKAR PASMETEA
HacTpoMka nporpaMMHora RAID
Hac TPOWKA MEHEIXEPE NOCWHECKME TOMOE (LWM)
HEIETPIIII-'ITI:. lLIl'I¢IP|:|EIaHI.-'IE and ToOMODE
Hac TPOWTe ToMa ISCST
0,0) (sda) - 21.5 GB ATA YEOX HARDDISK
#1 nepsMdH. B.0 GB B f extd s
#5 norvuec. 6.0 GB T extd shiome
#6 norveec. 7.5 GB f extd Svar
OTMEHNTE WIMEHEHWA Pazaenoe
3AK0HYMTE PA3METEY W 38NUCAT: WIMEHEHWA Ha JMCK
<BepHy TeCA>

Tak byaeT ynobHee 06HOBNATL ONepaLMOHHY0 CUCTEMY, KOrAa BbinaeT HoBas LTS Bepcusa 18.04.

Co3paBaTb WM HET pa3fen NogKaykm 3aBuCUT oT obbemMa onepaTuBHon NamaTu. Ecnm y Bac ee
HEMHOro, co3fanTe pa3gen NogKayky ¢ Taknum xxe obbemoM. Bripoyem, 3To He obA3aTenbHO, MOXKHO
nocJjie yCTaHOBKW C034aTb (haisl MoAKauKMW.

Jlanee B npoLecce yCTaHOBKM BaM Hy>xHO ByneT BbibpaTh KakuM 06pa3oM Bbl xoTUTe yrnpaBnsTb
06HOBNEHMEM CUCTEMbI. PeKoMeHayI0 YyCTaHaBAMBaTb 06HOBEHNS 6€30MacHOCTY aBTOMATUYECKMN.

W 6nmxe K KOHLLY YCTaHOBKM Bam npeanoxat BbIbpaTh roToBble HabOpPbl CEPBEPHOr0 NPOrPaMMHOro
obecneyeHus. Ham noHapobATc:
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e Samba file server
e Standart system utilites
e OpenSSH server

WHcTannaTop 3aBeplumT CBOKO paboTy, nepesanyCcTuT cepeep, Bbl yBUANTE NPOTOKON 3arpy3Ku
onepaLyMOHHON CUCTEMbI, KOTOPbIA 3aBEPLLMTCSA NPUrialleHNeM BBECTU IOTMH 1 Naposib
NoJIb30BaTeNst B KOHCOJIb.

[lobpo noxxanosaThb B Linux!

HacTpouka cepBepa

BeoguTe NOrnH 1 Naposib Cynepnosib3oBaTens, Co34aHHOro Npu yCTaHOBKE onepauoHHON CUCTEMBI.
Beop napongd HWKakK He OTOﬁpa)KaeTCﬂ B KOMaHJJ,HOI7I KOHCOJIN - 3TO HOPMaJibHO.

ﬂepBbIM [0eJsiIOM HaCTpoeM ceTeBo€e nogkKato4yeHune.

Bo BpeMsi yCTaHOBKMW UHCTANNIATOP NPOAMArHOCTMPOBA YCTaHOBIEHHOe 06opynoBaHME 1
onpenenvn nMetoLLmecs B cucteme agantepsbl. Mo ymonyaHuio Ethernet aganTtep HacTpauBaeTcs Ha
nony4yeHue IP apgpeca Yyepe3 DHCP, Hac 3To He YCTPaMUBAET, T.K. Y Hac He ByaeT BO3MOXXHOCTY
obpallaThCs K CEpBEPY MO €ro OrM4eckoMy UMEHU, Mbl HACTPOUM CcTaTuyeckuii IP agpec.

OTKponTe KOH(UrypaLUMOHHbIA (haili CeTeBbIX MHTEPHENCOB KOMaHL 0N

$ sudo nano /etc/network/interfaces

34ecCb NCnoib3oBaHa KoMaHAa sudo - cneumanbHas KOHCTpyKuus deb-based anctpmbyTmsos Linux
LN BbINMONHEHUS KOMaH[ € npaBamu root. Korfa Bbl genaete 3T0 nepBbin pa3 cucTeMa nonpocuT
Bac BBeCTM Naposib 1 Ha Kakoe-To BPeMs 3arnoMHUT ero.

N NpMBEANTE ero K TakoMmy Buay
# The loopback network interface - 3TOT pa3gen He Tporaem, OCTaBJIIEM KaK eCTb
auto lo

iface lo inet loopback

# The primary network interface - 3ToT pasgen HacTpamBaeT Ethernet apanTtep

auto enp0s3 # nma nHTepdenca octasnsdem 6e3 N3MeHeHNn
iface enp0s3 inet static # meHsemonumio dhcp Ha static
address 192.168.1.9 # ykaxuTte cBobooHbin IP appec B Bawen cetun

# 3a npefenamMmu gmanasoHa afgpecos, Bolaasaembix DHCP cepsepom,
# eCnin TakOBOMW MCMOJb3yeTCs

netmask 255.255.255.0 # Macka nogcetu
gateway 192.168.1.1 # W03 No ymonyaHuto, 0bbl4HO IP appec ceTeBOro
MapLupyTmnsaTopa

CoxpaHuTe hainn Haxas Ctrl-O n 3akpoiTe pegakTtop Ctrl-X. Mocne penakTMpoBaHna nepesanycTum
CeTb:

$ sudo /etc/init.d/networking restart
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1 NPOBEPUM YTO Y HAC NOAYy4YnI0oCh
$ ifconfig

B Bbldaye 3TOM KOMaHAbl BHUMaTeIbHO CMOTPUM Ha 3HaveHns inet addr - B HaweM npumepe Tam
Lo/MKeH bbiTb CTaTnyeckmin agpec 192.168.1.9.

JanbHenwyo HacTporky yaobHee Npon3BoamnTb C paboyer CTaHUMW, MOAKIYNBLLMCH MO MPOTOKOY
SSH. OT cepBepa MOXKHO OTK/IOYUTb MOHUTOP, KNaBUaTypy U pa3MecTUTb ero Tam, rae oH He byneT
HUKOMY MeLlaTb.

[na OUCTaHUMOHHOIO ynpassieHnsa cepepoM ¢ paboyen ctaHumm Windows mbl byaem ncnonb3oBaThb
PuTTy. Cka4anTe, yCTaHOBUTE 1 NOAK/OYaNTECh. Agpec cepBepa B HalLeM MpuMepe yKa3blBaeTCs
Tak user@l192.168.1.9, roe user - UM cynepnosb3oBaTenNs, NOPT No YMOa4aHuo 22.

ﬁ PuTTY Configuration ? X
Categary
Session Basic ophons for your PuTTY session
Logaging
Terminal Specify the dastinaion you want o connect io
Keyboard Host Name (or IP addrass) Port
Bell |u51-_'|@'19?'|33'|q 22
E
Win de;rreg Connection type
(JRaw () Telnet (JRlogin @SssH () Serial
Appearance - - -
Behaviour Load. save or delete a stored session
Translation )
Salection Saved Sessions
Colours
Connachon
Default Setings
Diata d Load
Proocy
Telnet Save
Riogin D
elete
+-SSH
Senal

Close wandow on ext

() Always [ Mever '.é," Only on clean ext

About Halp Cancal

Mbl He ByieM MCNoJ/Ib30BaTb aHOHMMHbIVA JOCTYN K Hallemy (aisioBoMy cepsepy, 418 TOro, 4To bl
4TO-TO 3anucaTb WK NPOYMTaTb C cepBepa NoTpebyeTcs yka3aTb JOrUH 1 Naposb. W Ham
noTpebyeTcs co3naTh NonAb30BaTeNs Ha CepBepe, OT UMEHU KOToporo byayT NpoM3BOoANTLCSA BCE
COOTBETCTBYIOLLME (haisIoBble onepauun B XpaHuauLLe.

$ sudo adduser storageuser

rlpl/l CO30aHNN NOJIb30BaTENIA TaK Xe 6y,EI,YT CO34aHbl OAHOMMEHHbIE Tpynna 1 AOMallHAA Nanka. B
J[lOMalLHen Nanke 3Toro Nosb30BaTeNs Mbl U opraHmsyem ceTtesoe cpa|7|nOBoe XpaHunnuuie

$ sudo -u storageuser mkdir /home/storageuser/nas
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MakeT samba Mbl y>XKe yCTaHOBUAN BMECTe C CUCTEMOW, AOMOJIHUTENbHO YTO-IMB0 YyCTaHaBANBATb He
TpebyeTcs.

[lobaBmM nonb3oBaTens B Samba

$ sudo smbpasswd -a storageuser

- TYT HY>KHO yKa3aTb Maposib Nosb3oBaTens Samba, 1 BKAKYMM NONb30BaTENS
$ sudo smbpasswd -e storageuser

CoenaeM Ha BCAKUI Calyqaln Konuto harna HacTPoeK M NPUCTYNUM K HaCTpoMKaMm (haisioBoro
cepsepa Samba.

$ sudo cp /etc/samba/smb.conf /etc/samba/smb.bak
$ sudo nano /etc/samba/smb.conf

KoHMrypaLMOoHHbIA (alin conpoBoXXAaeTCs NoAPOOHbIMY KOMMEHTAPUAMM, MOXKETE MPONTUCH MO
HaCTPOWKaM CaMOCTOATENIbHO, @ MOXKETe CKOMMPOBaTb PEKOMEHAYEMbIE HACTPOWKIW MOJIHOCTbIO

[global]
workgroup = WORKGROUP # 3pecb ykaxute nms paboyen rpynnsl 04HOPAHT OBOM
ceTu
server string = %h server (Samba, Ubuntu)
name resolve order = wins lmhosts hosts bcast
dns proxy = no

wins support = yes # TONbKO ecnun B ceTn HeT Wins cepBepa (oH
MOXET ObITb, HanpuMep, B poyTepe)
;wins server = 192.168.1.1 # TONbKO ec wins support = no uno

yKa3aHHOMY afpecy AeNCTBMTENbHO ecTb Wins cepsep

log file = /var/log/samba/log.%m

max log size = 1000

syslog = 0

panic action = /usr/share/samba/panic-action %d

server role = standalone server

passdb backend = tdbsam

obey pam restrictions = yes

unix password sync = yes

passwd program = /usr/bin/passwd S%u

passwd chat = *Enter\snew\s*\spassword:* %n\n
*Retype\snew\s*\spassword:* %n\n *password\supdated\ssuccessfully*

pam password change = yes

security = user
username map = /etc/samba/smbusers
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map to guest = bad user
usershare allow guests = yes

[storage]
comment = nas storage
writable = yes
browseable = yes
public = yes
path = /home/storageuser/nas
guest ok = no
directory mask = 755
create mask = 644
valid users = @storageuser

Mepe3anycTum cnyxoby
$ sudo service smbd restart

MpobyeM 3anTn ¢ Kakon-nnbo paboyen ctaHumm Windows, yka3as B NPOBOAHUKE NYTb
\\192.168.1.9.

B ceTeBOM OKpPY>XEHWM CepBep MosIBUTCS Yepes Kakoe-To BpeMs, Korfa cnyxba Wins 06HOBUT cBOW
[laHHble,

Windows cHa4ana nonpobyeT oTKpbITh NanKy Mo CBOE I0KaIbHON YY4ETHON 3aMucbio, y Hee 3To He
MOJY4YNTCS U OHA 3aNPOCUT JIOTWH W NapoJib 415 AOCTYMNa K CETEBOMY Pecypcy - 3TO KaK pa3 ToT
MoJib30BaTeslb, KOTOPOro Mbl CO3/1a/IM CMELMaNbHO A8 JOCTYNa K CETEBOMY XPaHWNLLY.
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BesonacHocts Windows ot

BEU,[I, CETEBbIX YHETHbIX JaHHbIX

BBeaMTe CEOM YUETHBIE laHHBIE ANA NOAKNHUEHWA K
192.168.1.9

storageuser

LL L L ]

Jomen:

3anoMHUTE YUETHBIE AaHHBIE

HE‘EE"pHDE" WMA NONB3I0OBATENA MKW MNapOfb.

Ok OtmeHa

[oTOBO!

Mpn HeobX0AMMOCTI MOXXHO A00aBUTbL HOBbLIX MNOJIb30BaTENEN 1 HOBbIE pa3aensl. PasrpaHnyeHne
LOCTyMa K pa3genam npon3BoamTcsa Yepes onuuto valid users B COOTBETCTBYHOLWEM Bn0Ke
KOH(urypaumnoHHoro canna Samba.

AHTUBMpYC

OnepaLmnoHHble cucTeMbl Ha 6a3e Linux NpakTu4yeckn He NoABEPKEHbI PUCKY 3apaKeHUs
KOMMbIOTEPHBLIMU BUPYCAMM, OT 4acTy NOTOMY, YTO BUPYCOB CNOCOOHbLIX M HaBpPeAUTb KpaliHe Mao,
a B OCHOBHOM MOTOMY, 4T0 6e3 nonyYyeHuns NpuBMAErnid Cynepnonb3oBaTens 3T BUPYCbl HUYEM He
MOryT HaBPeAMTb OMepaLnoHHON cucTeme.

Ho 3Tu BUpYCbl MOTryT UCMONb30BaThb PannoBbIv cepBep Samba 419 pacnpoCTpaHeHUs OT O4HOM
Windows cuctembl Ha gpyrue. Y1o 6bl nogaep)xnBaTth Halle hannoBoe XpPaHUINLLE B YACTOTE, Mbl
YyCTaHOBMM aHTMBUPYC 1 HaCTPOUM aBTOMaTUYeCKOe CKaHWPOBaHMe.

YcTtaHoBMM aHTMBMpyC ClamAV
$ sudo apt install clamav

Cpa3sy »e nocsie yCTaHOBKW B (hOHOBOM peXXume 3anyCcTuTbCs 0OHOBMEHNE CUTHATYP, B faNbHENLIEM
Mbl HACTPOMM aBTOMATUYECKOE OOHOBMIEHNE CUFHATYP MO PacnucaHuio.

YOansTb nofo3puTenbHble (alinbl Mbl Cpa3y He bynem, Mbl nx 6yaem nepemeLlaTb B KApaHTUH, rae
OHMW HWKOMY He HaBpeaaT. Ecnv cpeam aTux ¢annos 66110 YTO-TO BaXKHOE, aAMUHNCTPATOP CMOXET
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HaWTW NX B KapaHTUHE N 4YTO-TO CAENAThb. Co3zpagum NnankKy KapaHTWUHa W OrpaHn4mnMM gocTtyn K Hewn

$ sudo mkdir /quarantine
$ sudo chmode 600 /quarantine

MonpobyeM NpockaHWpPOBaTh AOMaLUHWE Nanku Noab30BaTeNen
$ sudo clamscan -i -r --move=/quarantine /home
Mocne CKaHUPOBAHUSA NOJY4MM MPOTOKON

----------- SCAN SUMMARY -----------
Known viruses: 6278963

Engine version: 0.99.2

Scanned directories: 13

Scanned files: 13

Infected files: ©

Data scanned: 4.79 MB

Data read: 1.59 MB (ratio 3.00:1)
Time: 22.176 sec (0 m 22 s)

Bce xopoLwuo, BUpyCcoB He 06Hapy»xeHo. Ecnm Bbl HaLWIoCh YTO-TO NOAO3PUTENBHOE, OHO ObII0 Obl
nepeMeLleHo B rnanky KapaHTuHa.

HaM ocTaeTcs HaCcTpPoMTb aBTOMATUYECKOE pacnucaHne obHOBIEHNS CUTHATYP U CKaHMPOBaHWA
AOMalHMX nanok. PegakTupyem ann pacnncaHns gemMmoHa cron

$ sudo crontab -e

[na 06HOBNEHMA CUTHATYP U CKaHUPOBAHUS HaM NOTPebyTCA NPMBUIErUN Cyrnepnosib30BaTeNs,
noaTomy crontab 3anyckaeTcsa 4yepes sudo, CaMu KOMaHbl B (hansie pacnncaHns Hy>KHO yKa3biBaTb
6e3 sudo.

[obaBbTe ABE CTPOYKM

0 1 * * * freshclam
@ 2 * * * clamscan -i -r --move=/quarantine /home

Kaxkabin aeHb B 1:00 Ho4m ByneT aBTOMaTMYECKM 3anycKaTbCs 0bHOBAEHNE CUrHaTYp, a B 2:00 Houn
OyLeT 3anyLeHo CKaHMpoBaHMe BCeX AOMALLUHMX Narnok nojib3oBaTenen, MHOULNPOBaHHbIE aibl
OynyT nepemMeLleHbl B Nanky KapaHTWHa.

MOHUTOpPUHTI

PerynspHoCTb pe3epBHOro KONMpPoBaHUA

Ecnu Bbl nonb3yeTechk MecceHaxepoM Telergam, y Hac Ans Bac eCcTb yTUANTA MOHUTOPUHIA
pe3epBHOro KonupoBaHus. OHa yMeeT CKaHWPOBaTh Nanky CETEBOro XpaHuauLa n coobwaTtb o
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HaJIM4YnMM NN OTCYTCTBMM HOBbIX (hannoB. Hanpumep, ecnmn pe3epBHOE KOMMPOBaHKE 3aMlaHUPOBaHO
Ha HOYb, @ YTPOM B CETEBOM XPaHWIMLLE HET HOBbIX DAMJIOB, 3HAYUT YTO-TO MOLLJIO HE TaK U HY)KHO C
3TVM pa3obpaTbCs.

YTunnta HanucaHa Ha Python, cam Python B Ubuntu ycTaHoB/IE€H NO-yMONYaHNIO, HY>XHO YCTaHOBUTb
LOMONHNTESIbHBIA MOLYNb.

$ sudo apt install python-pip
$ sudo pip install --upgrade pip
$ sudo pip install python-telegram-bot

Cama yTunuTa ycTaHaBAuBaeTcs U3 penosutopus GitHib

$ cd ~
$ git clone https://github.com/kuleshovdv/backtracker.wiki.git
$ cd backtracker

Co3panTe gna ceba HoBoro Telegram 6oTa. MoapobHas NHCTPYKLUNS Kak 3TO caenaTh NpuBedeHa TyT
(@Hrn).

Cesxxutecb ¢ OTuom boToB, 0TNpaBbTeE €My CHavYana KoMaHgy /start, 3atem /newbot. [lanee
oTBeYanTe Ha Bonpockl OTua boToB, B nTOre Bl MoNy4YnTe OT HEro TOKEH M CCbIIKY Ha Bawero 6oTa.

OTKpblBaeM KOHUrypaLMOHHLIN (ann
$ nano backtracker.conf
1 HacTpauBaem

[Telegram]

token = # TyT HYXHO yKa3aTb TokeH telegram-60Ta, nonyyeHHbIn oT OTUa boToB
failonly = # False ecnm xoTuTe nojay4YaTb COOOLEHNS O HAIMYMM HOBBIX (halioB nan True
€CJIn TONIbKO 06 nX OTCYTCTBUM

[Scan]
path = # YkaxuTe nyTb K CKaHMPYEMbIM Mankam
hours = # YkaxuTe "cBexecTb" (pannos B Yacax, HanpuMep 8

3anyckante yTuamTy
$ ./backtracker.ry

MepBbIl 3aNyCK HY)KeH 411 TOro, 4To H6bl aBTOMaTn4eckn onpegenutb ID aboHeHTa Telegram,
KOTOpbI ByaeT nonyyaTb coobuieHns (3To He HoMep ero TenedoHa). MNogknovanTecb K ceoemy 60Ty
no ccoiiike, KoTopyto Bam gan OTeu boToB 1 oTnpasnanTe emy komaHay /start. B oteeT Bbl
nony4mnTe coobuieHne, 4To Baw ID onpeneneH, a yTuanTa CaMoOHaCTPOUTCA U 3aKpoeTcs. 3anycTuTe
ee NoBTOPHO AJ151 BbIMNOJIHEHUSA CKaHUPOBaHUS.

Mocne HaCTPOWKK 1N NPOBEPKM paboThbl yTUANTLI, A06aBbTE ee B pacnMcaHne feMoHa cron

$ crontab -e
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[lobaBbTe CTPOYKY

0 8 * * * ~/backtracker/backtracker.py

MpoBepka byaeT 3anyckaTbCs KaXXabli AeHb B 8 yTpa. ECIM HOYbIO YTO-TO MOLUO He Tak, Bbl
y3HaeTe 06 3TOM.

CucremHble pecypcCbl

MOHUTOPUTbL PECYPChbl CEPBEPA MOXKHO KOHCObHOW YTUAUTONM top unmn ee 6onee Kpaco4Hoi Bepcuen
htop. YcTaHoBMM 1 3anycTuM ee

$ sudo
$ htop

apt install htop

RRNNRRRNRRRRARY
PRI NI VIRT RES SHR
20 0 5804 3d6d_P3Z6
2 ") -:-:l -:

10

sustemd-journald

stemd-udevwd
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EEd
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:
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1NN q 5

20 0 7pdd 13121244
Eea- gl e e (B

MeprnoanYeckn KOHTPOJIMPYNTE UCMONb30BaHNE onepaTUBHOM NaMaTu. Ecam 4acTto HabngaeTcs
3arpy>XeHHoCTb 0K0s10 100%, HacTponTe (hans NoAKaYKMK.

sudo
sudo
sudo
sudo
echo

“+H A A A A

dd if=/dev/zero of=/swapfile bs=1M count=1024

chmod 600 /swapfile && sudo mkswap /swapfile

swapoff -a

swapon /swapfile

"/swapfile swap swap defaults 0 0"| sudo tee -a /etc/fstab
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3pecb count=1024 - pa3mep anna nogkavku B merabanTtax.

[AuckoBoe NpPoCTPaHCTBO

Ons MOHWTOPWHIa hansioBor CMCTeMbl yA06HO M0b30BaTLCA (haloBbiM MeHeaxepoM Midnight
Commander. Ecnn Bbl 3acTtanu sBpemeHa MS DOS n Notron Commander, To 06bACHATb HAYEro He
HY>XHO.

YcTaHaB/IMBaeM 1 3anyckaem

$ sudo apt install mc
$ mc

IBRlgm ~home/storageliser .[7]

FazmMepn
EB

Tak ynobHo HabnoaaTh 3a haiNoBbIM XPaHUANLEM, KaPAaHTUHOM, CBOBOAHBIM AUCKOBbLIM
NPOCTPaHCTBOM.

EcTb BOMpOChI, HY>KHa KOHCYbTaLUs UK NOMOLLb B HAaCTpolike - obpalanTecs, byaem paabl
MoMOYb.
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