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daunnosoe xpaHunauwe Ha Linux

B 3Ton cTaTbe Mbl paCCKa)KeM Kak YCTaHOBUTb W HAaCTPOUTb (PanIoBLIN CEpBEP Ha OnepauoHHON
cucteMme Linux, a ToyHee byaeT ncnosb3oBaHa cepeepHas Ubuntu 16.04 LTS. AHanormyHeiM obpasom
HacTpauBaeTcs 60bWMHCTBO deb-based aucTpubyTreos.

TaKol cepBep MOXXHO MCMOJb30BaTh A1 CETEBOW YCTAHOBKM (haitnioBoi 6a3bl 1C:Mpeanpustue - 310
ropasflo HaJeXXHee, YeM XPaHUTb ee Ha 0HOM 13 paboymx KOMMbLIOTEPOB MoJib30BaTEeNe. Mnn
TaKOW CepBEP MOXHO NPUCNOCobUTh Mo CETEBOE XPAHWIULLE PE3EPBHBIX KOMUIA.

TONbKO He NCNOJMb3YNTE OOUH N TOT XXe cepBep AJ18 YCTaHOBKM MHOPMaLMOHHON Ba3bl U XpaHeHUs
ee pe3epBHbIX KOMUNA.

Moyemy Linux? Bo-nepBbix 370 6ecniaTHO 1 NpuY 3TOM COBEPLLEHHO JierasibHo. Bo-BTOpbIX Linux
notpebnseT ropasgo MeHbLUe annapaTHbIX PeCYpCoB, U faxe cTapas, CNucaHHas B YTWIb TEXHUKA
OTJINYHO CNPaBUTCS C 3afa4en (hansioBOro XpaHunuuia. B-TpeTbmx, XOpoLIO HAaCTPOEHHbIN Linux
NPaKTUYECKN HE HY)XOAEeTCs BO BMELIaTeNbCTBE CUCTEMHOINO aAMMHNCTPATOPa, IKCMIyaTUpyoTCA
MO NPUHLMMNY «HACTPOW 1 3abbln».

N Tak, Ha4yHeM...

BbiOop 06opynoBaHus

Kak s y)xe Hanucas, obopyfoBaHue HaMm NoAonAeT npakTnuyieckn oboe, HO BCe Xe Koe-Kakue
noXxenaHus y Hac ecTb. N0CKObKY cepBep byneT hannosbln, TO 1 NOXeNaHWa Hawm byayT KacaTbCa
LNCKOBOW CUCTeMbI. Bblno bl Hennoxo HanTu MawnHy ¢ RAID KoHTponnepom Ha bopTy. Ecnv Mbl
Lenaem cepeep Ans pasmeleHnsa paboyen dannoson 6a3bl, 6bi10 bbl HEMNIOXO pa3MecTUTb ee Ha
RAID-5, ecnn xpaHunuie pe3epBHbIX KONWUA, OTANYHLIM BapuaHToM 6yneT RAID-1.

Mpu 3TOM y Hac HeT 0cobbix TpeboBaHU K onepaTUBHOM NaMaTK, XBaTUT K 1 MbanTa. K npoueccopy
ToXe HeT 0cobbix TpeboBaHun, Linux 6yaeT paboTaTh Ha BCEM, YTO €LLE XKUBO.

MoXxanymn, camblin ONTUMaNbHbIA BapUaHT - MpMobpecTn BOCCTAaHOBEHHbIN cepBep «C npoberom».
bBepuTe cambin OeLleBbIA, KaKOW HanaeTe, FNaBHOe, 4To Bbl Nepen 3TUM OH NMpPoLLEes NPOPUNAKTUKY,
€ro O4NCTWAM OT MbIAN U NPOrHaAN BCe CUCTEMHbIE TECThI.

3a HeMMeHVeM JlyHLlero, MOXHO UCNOJb30BaTh 000N CTapblil KOMMbIOTEP, HO MOMHUTE, YTO Bbl 3TO
LlenaeTe Ha CBOW cTpax v puck. Camoe ys3BMMOe MeCTO (haitloBOro cepBepa - AMCKOBas
noacucrtema. Ecam oHa y Bac byaeT cocToATb U3 OAHOro e AMHCTBEHHOr0 CTaporo Aucka, Bl 04eHb
CUNBHO pUCKYyeTe.

Ecnu He yaanoch HanTi RAID-KOHTPOJIIEP, MOXHO Nonpo6oBaTb HacTPoNTb [XInporpamMmHeIin RAID
CpefcTBaMM OnepaLmMoHHON CUCTEMbI. YYTUTE, 4TO 3TO NOBLICUMT TpeboBaHMA K NpoLeccopy v
ornepaTVBHON NaMATH.

YcTaHOBKa onepau,uouuoﬁ CNCTéMmbl

CHavana onpenenmMmcsa C apxmTekTypown cepeepa. Ecnv Bam n3sectHa Mapka npoueccopa,
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yCT@HOBJIEHHOr 0 B CEpPBEpP, 03HAKOMMBLUNCH C ero cneungukaumen Bol y3HaeTe, COBMECTUM NN OH C
apxuTekTypomn x86-64 (64 6uT) nnn ToNbKO i386 (32 6UT). KOCBEHHbIN NPU3HaK - pa3Mmep
onepaTVBHON NamATh, 32-buTHas apxuTekTypa He MoxeT paboTaTb C oNepaTMBHON NaMATbIO
obbemom bonee 3 6anT, MHOrAa B 3TY apXUTEKTYPY YCTaHaBnmBaau 4 F6anT namsaTu, HO B CMCTEME
66110 BUAHO TONIbKO 3 [HanT.

Naem Ha cTpaHuuy 3arpy3km Ubuntu Server n ckaynsaeM auctpunbyTus, COOTBETCTBYIOLLEN
apxuTekTypbl. AuctpubyTmeel Ubuntu pacnpocTpaHsaoTcs B Buge obpa3os 3arpy304Hbix DVD ANCKOB.

Ina ycTaHoBKK Bam noTpebyeTca 3anncaTb 3arpy304Hbii DVD Anck n3 ckavaHHoro obpasa, uaum, 4To
Kak npasuno yaobHee, NOAFOTOBMTb 3arpy304Hyto pieLlky cneunasbHon yTuanTon. Bctasnante
ANCK NNn hNewKky B CEPBEP M 3arpy>xanTech C Hee.

BoibupanTte pycckuin s3bik 1 B MeHto YcTaHosuTe Ubuntu Server.

lanee Bam npennoxaT ykasaTb CTpaHy, BbibpaTh packiaaky KaaBnaTypbl, 4aTb UMs CEPBEPY,
yKa3aTb MMS 1 NapoJib Cynepnosb3oBaTens (aHanor agMuHucTpaTopa B Ubuntu) n nogteepanTsb
BPEMEHHYIO 30HY.

HeKOTopoe 3aTPYOHEHNE MOXET BbI3BaTh Pa3MeTKa ANCKa. Ecnn comHeBaeTecCs, Bbl6|/|pal7ITe
dBTOMATU4eCKY0 pa3MeTKYy 1 NCNOoJib30BaTb BeCb AUCK. Ho JiyHlle BblaeJINTb AOMallHWe nankun
nosib30BaTesien B OTAE/bHbIE TIOrMYeckne oUCKN.

(]

Tak byneT ynobHee 06HOBNATL ONepaLMOHHY0 CUCTEMY, KOrAa BbinaeT HoBasi LTS Bepcusa 18.04.

Co3paBaTb WM HET pa3fen NoAKaykn 3aBUCUMT 0T obbeMa onepaTMBHOM NamsaTu. Ecnm y Bac ee
HEMHOro, Co3anTe pa3aes NoJKayky ¢ TakuM e 06bemMoM. Bnpoyem, 3To He 0653aTelbHO, MOXKHO
nocse yCTaHOBKMW Co3aTb (paiisl NoAKaYKN.

Jlanee B npoLecce yCTaHOBKM BaM Hy>xHO ByneT BbibpaTh KakuM 06pa3oM Bbl XoTUTe yrnpaBasTb
06HOBNEHMEM CUCTEMbI. PeKoMeHayI0 yCTaHaBAMBaTb 06HOBEHNsS 6€30MacHOCTY aBTOMATUYECKMN.

W 6nmxe K KOHLY YCTaHOBKM Bam npeanoxat BbIbpaTh roToBble HAOOPbLI CEPBEPHOrO NMPOrPaMMHOro
obecneyeHus. Ham noHapgobATcs:

e Samba file server
e Standart system utilites
e OpenSSH server

NHCTannaTop 3aBepLumT CBOIO pa60Ty, nepesanycTuT cepsep, Bbl yBUANTE NPOTOKO 3arpy3Ku
Ol'lepaLl,I/IOHHOI7I CNCTEMBI, KOTOprVI 3aBepwmnTCa npurnawleHMeEM BBECTU 1OrMH U NapoJib
noJib30BaTeNqd B KOHCOJIb.

[o6po noxxanosaThb B Linux!

HacTtpouka cepBepa

BBoauTE NOrMH 1 Naponb Cyrnepnosib30BaTeNs, CO34aHHOIr0 NPy YCTaHOBKE ONepaLoHHON CUCTEMBI.
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Beopg napond HAKaK He OTO6pa)KaETCf-I B KOMaHHOW KOHCOMU - 3TO HOPMaJibHO.
nepBbIM [OEeJsIOM HaCTpoeM CETEBOE NMOJKIOYEHNE.

Bo BpeMs yCTaHOBKM MHCTaNAATOP NPOAMArHOCTMPOBA yCTaHOBAEHHOE 060pyAoBaHME 1
onpegennn nMmetoLmecs B cucteme agantepsl. Mo ymondanuio Ethernet agantep HacTpavnBaeTcs Ha
nony4yenue IP agpeca 4epe3 DHCP, Hac 3T0 He yCTpamnBaeT, T.K. Y Hac He ByaeT BO3MOXXHOCTM
obpalaTbCsa K cepBepy Mo ero J0rm4yeckoMy MMeHU, Mbl HACTPOUM cTaTu4eckun IP agpec.

OTKpoWTe KOH(UIypaLMOHHbIN (hann ceTeBbiX UHTEP(ENCoB KOMaHLoM

$ sudo nano /etc/network/interfaces

34ecb UCnosib3oBaHa KoOMaHaa sudo - cneuunanbHasa KOHCTpyKuma deb-based gnctpubytnsos Linux
L7191 BbINOJIHEHNA KOMaH[ ¢ npaBamu root. Korga Bbl fenaeTe 3T0 NepBbI pa3 cucTeMa nonpocuT
Bac BBeCTM Naposib U Ha Kakoe-TO BPeEMS 3alOMHUT ero.

M NpMBEANTE ero K TakoMmy Buay

# The loopback network interface - 3ToT pa3gen He Tporaem, oCTaBJIIEM KaK eCTb
auto lo

iface lo inet loopback

# The primary network interface - 3ToT pa3gen HacTpamBaeT Ethernet apanTtep

auto enp0s3 # nMma nHTepdenca octasnsdem 6e3 n3MeHeHNn
iface enp0s3 inet static # meHsiem onumio dhcp Ha static
address 192.168.1.9 # ykaxuTe cBoboaHbin IP appec B Bawen ceTtu

# 3a npepenamun fuana3oHa afpecos, BbigasaeMblx DHCP cepsepom,
# ecnum TakoBOW UCMOJIb3YyeTCs

netmask 255.255.255.0 # Macka nopcetu
gateway 192.168.1.1 # W03 No ymon4yaHuio, obblvyHo IP appec ceTeBoro
MapLpyTunsaTopa

CoxpaHuTte thann Haxxas Ctrl-O n 3akponTe pefnaktop Ctrl-X. [Mocne pegakTMpoBaHus nepesanyCcTum
ceTb:

$ sudo /etc/init.d/networking restart
1 NPOBEPMUM YTO Y HAC NOAY4MI0Ch
$ ifconfig

B Bblfaye 3TON KOMaHAbl BHUMATENbHO CMOTPMM Ha 3HadveHnsa inet addr - B Hawem npumepe Tam
LoMKeH bbITb CcTaTuYeckmin agpec 192.168.1.9.

JlanbHeiLwyo HAacTPONKY yaobHee Npon3BoAMTL C paboyeit CTaHLUMK, NOAKIOYMBLLMCE MO NMPOTOKOJY
SSH. OT cepBepa MOXXHO OTKJIIOYUTL MOHWUTOP, KNTAaBUATYpy U Pa3MecTUTb ero Tam, rae oH He byaeT
HUKOMY MeLlaTb.

ONa ANCTaHUMOHHOIO ynpaBseHnsa cepeepoM ¢ paboyen ctaHuum Windows Mbl byaem ncnonb3oBaTb
PuTTy. Cka4anTe, yCTaHOBMTE 1 NOAKOYaNTECh. AQpec cepBepa B HalleM NpruMepe yKasblBaeTCs
Tak user@l192.168.1.9, roe user - uMa Cynepnosb30BaTesis, MOPT MO YMOJYaHUIO 22.
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Mbl He 6yeM 1CMOb30BaTb aHOHUMHBI AOCTYN K HalleMy (alijioBoMy cepBepy, A4S TOro, 4To Obl
4TO-TO 3aMMcaTh WK NPOYUTATL C cepBepa NoTpebyeTcs yKa3aTb JIOrMH U Naposb. U Ham
noTpebyeTcs co3maTh NONb30BATENS Ha CEPBEPE, OT MMEHM KOTOporo ByayT Npon3BoANTLCS BCe
COOTBETCTBYIOLLME (haliIOBbIE OMEPALIN B XPAHWNLLE.

$ sudo adduser storageuser

Mpwn co3aaHny NoNb30BaTENS Tak e byayT Co3AaHbl OAHOMMEHHbIE Fpynna 1 AoMallHAS nanka. B
JIOMalLIHeW nanke 3Toro rnoJsib30BaTeNs Mbl U OpraHu3yem ceteBoe anioBoe XpaHUIuLLe

$ sudo -u storageuser mkdir /home/storageuser/nas

MakeT samba Mbl y>XKe yCTaHOBUAN BMECTE C CUCTEMON, AOMNOJIHUTENbHO YTO-MB0 YyCTaHaBANBaATb He
TpebyeTcs.

HobasnmM nonb3osaTens B Samba
smbpasswd -a storageuser
- TYT HY>XKHO yKa3aTb Maposib Nosb3oBaTens Samba, 1 BKAKYMM NONb30BaTENS
smbpasswd -e storageuser

Chenaem Ha BCAKWUIA Ciyvar KOMUIo (hania HaCcTPOEK U MPUCTYNMM K HacTponKam annoBoro
cepsepa Samba.

$ sudo cp /etc/samba/smb.conf /etc/samba/smb.bak
$ sudo nano /etc/samba/smb.conf

KOoH(MrypaLnOoHHbIN haiisl CONPOBOXXAAETCA NOAPOOHBIMU KOMMEHTapUAMU, MOXXeTe NPONTUCL MO
HaCTpoMKaM CaMOCTOATESIbHO, @ MOXXeTe CKOMMPOBaTb PeKOMeHAyeMble HAaCTPONKIN MONHOCTbIO

[global]
workgroup = WORKGROUP # 3pecb ykaxuTte nmsa paboyei rpynnsl 04HOPaAHI0BOW
ceTu
server string = %h server (Samba, Ubuntu)
name resolve order = wins lmhosts hosts bcast
dns proxy = no

wins support = yes # TONbKO ecnun B ceTn HeT Wins cepsepa (oH
MOXET ObITb, HanpuMmep, B poyTepe)
;wins server = 192.168.1.1 # TONbKO ec wins support = no uno

yKa3aHHOMY afpecy AeNCTBMTENbHO eCcTb Wins cepsep

log file = /var/log/samba/log.%m

max log size = 1000

syslog = 0

panic action = /usr/share/samba/panic-action %d
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server role = standalone server
passdb backend = tdbsam
obey pam restrictions = yes

unix password sync = yes

passwd program = /usr/bin/passwd %u
passwd chat = *Enter\snew\s*\spassword:* %n\n
*Retype\snew\s*\spassword:* %n\n *password\supdated\ssuccessfully*

pam password change = yes

security = user
username map = /etc/samba/smbusers

map to guest = bad user

usershare allow guests = yes

[storagel]
comment = nas storage
writable = yes
browseable = yes
public = yes
path = /home/storageuser/nas
guest ok = no
directory mask = 755
create mask = 644
valid users = @storageuser

Mepe3anycTum cnyxby
$ sudo service smbd restart

MpobyeM 3anTn ¢ Kakon-nnbo paboyen ctaHumm Windows, yka3as B NPOBOAHUKE NYTb
\\192.168.1.9.

B ceTeBOM OKpY>XEHMU CepBep MOSBUTCS Yepes Kakoe-To BpeMsi, Koraa ciyxba Wins 06HOBMT cBow
AaHHbIE,

Windows cHa4ana nonpobyeT OTKpbITb Nanky noj CBOEN NOKaIbHOWM YYETHOW 3anuncbio, Y HEE 3TO He
NOJYHUTCA 1 OHa 3anpoCuT JIOFMH U Naposib 4S9 JOCTYNa K CETEBOMY pecypcy - 3TO Kak pa3 ToT
Nnofib30BaTe/Nb, KOTOPOr0 Mbl CO34aAM CNeunansHo 4N 4OCTyNa K CETEBOMY XPaHUNLLY.

Eﬂ
[oToBO!

Mpn HeobXxoAMMOCTM MOXXHO 006aBUTb HOBLIX MOJIb30BAaTENEN U HOBbIE pa3aesnsl. PasrpaHuyeHune
[0CTyna K pasgenamM npomsBoanTca yepes onumio valid users B cooTBeTCTBYOWEM Br0Ke
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KOH(urypaumoHHoro canna Samba.

AHTUBMpYC

OnepaLmnoHHble cucTeMbl Ha 6a3e Linux npakTU4yeckn He NOABEPKEHbI PUCKY 3apaKeHUs
KOMMbIOTEPHBLIMU BUPYCAaMM, OT 4acTy NOTOMY, YTO BUPYCOB CNOCOOHbIX M HaBpPeAUTb KpaliHe Mao,
a B OCHOBHOM MOTOMY, 4T0 6€3 Nosly4eHunsi NpUBUAErniA Cyneprosb3oBaTenst 3TN BUPYCbl HUYEM He
MOryT HaBPeAMTb ONepaLnoHHON cucTeme.

Ho 3Tn BMpyCbl MOryT MCMNOb30BaTb (DanoBbIN cepeep Samba Ans pacnpocTpaHeHNUs OT 04HOM
Windows cucteMbl Ha gpyrue. YTo 6bl nogaepXxnBaTth Halle hannoBoe XpPaHUINLLE B YACTOTE, Mbl
YCTQHOBMM aHTMUBMPYC N HAaCTPOUM aBTOMATUYECKOE CKaHNPOBaHWeE.

YcTtaHoBuM aHTMBMpYyC ClamAV
$ sudo apt install clamav

Cpa3sy »e nocsie yCTaHOBKW B (hOHOBOM PeXXUMe 3anyCTUTbCs 0OHOBMEHWE CUTHATYP, B laNibHENLLIEM
Mbl HACTPOMM aBTOMATUYECKOe OOHOBMIEHNE CUFHATYP MO pacnucaHunio.

YOansTb Nofo3puTenbHble (alinbl Mbl cpa3y He bynem, Mbl nx 6yaem nepemellatb B KApaHTUH, rae
OHW HMKOMY He HaBpenaT. Ecnv cpeam aTnx ¢annos 66110 YTO-TO BaXKHOE, aAMUHNCTPATOP CMOXET
HaWTV UX B KapaHTWHE 1 4TO-TO caenaTb. Co3paAnM Nanky KapaHTUHA W OFPaHUYUM JOCTYN K HeW

$ sudo mkdir /quarantine
$ sudo chmode 600 /quarantine

MonpobyeM NpockaHMpoBaTb AOMaLUHWE Nanku noJib3oBaTesien
$ sudo clamscan -i -r --move=/quarantine /home
Mocne CKaHMPOBaAHMUA MOAYHYUM MPOTOKON

----------- SCAN SUMMARY -----------
Known viruses: 6278963

Engine version: 0.99.2

Scanned directories: 13

Scanned files: 13

Infected files: 0

Data scanned: 4.79 MB

Data read: 1.59 MB (ratio 3.00:1)
Time: 22.176 sec (0 m 22 s)

Bce xopoLwo, BupycoB He 0bHapyxeHo. Ecam 6bl HaLNOCh YTO-TO NOA03PUTENBHOE, OHO 6bIN0 Obl
nepeMeLLeHo B Nanky KapaHTWHa.

Ham ocTaeTcs HaCTPOUTb aBTOMATUYECKOEe pacnucaHne o6HOBNEHUS CUFHATYP U CKaHUPOBAHUS
AOMaLUHMX Nanok. PefakTupyeM daitn pacnuncaHus LemMoHa cron
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$ sudo crontab -e

[na 06HOBNEHMSA CUTHATYP W CKaHUPOBAHUS HaM NOTPebyTCA NPUBUIEr X CYNepnosib30BaTeNs,
nosTomy crontab 3anyckaeTtcs Yyepes sudo, CaMn KOMaHbl B (haifie pacnncaHns HY>XXHO yKa3blBaTb
6e3 sudo.

[obaBbTe ABE CTPOYKM

0 1 * * * freshclam
® 2 * * * clamscan -i -r --move=/quarantine /home

Kaxabin geHb B 1:00 Ho4m ByneT aBTOMaTMYeCKM 3anyckaTbCs obHOBAEHNE CUrHaTyp, a B 2:00 Ho4un
OyLeT 3anyLeHo CKaHMpOoBaHMe BCeX AOMALLHMX NarnokK nojib3oBaTenen, MHOULNPOBaHHbIE alsibl
OyoyT nepemeLlLeHbl B Nanky KapaHTUHa.

MOHUTOPUHTI

MOHUTOPWTbL COCTOSIHMNE CEPBEPA MOXXHO KOHCOJIbHON YTUAUTON top nnn ee 6onee Kpaco4HOW
Bepcueit htop. YcTaHOBUM U 3anycTum ee

$ sudo apt install htop
$ htop

(]

Meproamnyeckn KOHTPOANPYNTE NCNOJSIb30BaHKE onepaTUBHOM NamMaTu. Ecnn yacTo HabnogaeTcs
3arpy>XeHHoCTb 0k010 100%, HacTporTe hans NoLKaYKu.

sudo dd if=/dev/zero of=/swapfile bs=1M count=1024

sudo chmod 600 /swapfile && sudo mkswap /swapfile

sudo swapoff -a

sudo swapon /swapfile

echo "/swapfile swap swap defaults 0 0"| sudo tee -a /etc/fstab

A A A A N

3aecb count=1024 - pa3mep hanna Nnogkavyku B merabanTax.

[N MOHUTOPUHIa hanNoBoOM CUCTEMbI YA0OHO N0SIb30BaThCS (halnoBbiM MeHeaxepoM Midnight
Commander. Ecnn Bbl 3acTtanm BpemeHa MS DOS n Notron Commander, To 06bACHATb HAYEro He
HY>KHO.

YcTaHaB/AMBaeM 1 3anyckaem

$ sudo apt install mc
$ mc

(]

Tak ynobHo HabnoaaTh 3a PannoBbIM XpPaHUANLLEM, KaPaHTUHOM, CBODOAHBIM AUCKOBbLIM
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MPOCTPAHCTBOM.

EcTb BOMpOChHI, HY>XHa KOHCYbTALUs UK NOMOLLLb B HAaCTpoliKe - obpallanTecs, byaem paasl
MoMOYb.
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