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daunnosoe xpaHunauwe Ha Linux

B 3Ton cTaTbe Mbl paCCKa)KeM Kak YCTaHOBUTb W HAaCTPOUTb (PanIoBLIN CEpBEP Ha OnepauoHHON
cucteMme Linux, a ToyHee byaeT ncnosb3oBaHa cepeepHas Ubuntu 16.04 LTS. AHanormyHeiM obpasom
HacTpauBaeTcs 60bWMHCTBO deb-based aucTpubyTreos.

TaKol cepBep MOXXHO MCMOJb30BaTh A1 CETEBOW YCTAHOBKM (haitnioBoi 6a3bl 1C:Mpeanpustue - 310
ropasflo HaJeXXHee, YeM XPaHUTb ee Ha 0HOM 13 paboymx KOMMbLIOTEPOB MoJib30BaTEeNe. Mnn
TaKOW CepBEP MOXHO NPUCNOCobUTh Mo CETEBOE XPAHWIULLE PE3EPBHBIX KOMUIA.

TONbKO He NCNOJMb3YNTE OOUH N TOT XXe cepBep AJ18 YCTaHOBKM MHOPMaLMOHHON Ba3bl U XpaHeHUs
ee pe3epBHbIX KOMUNA.

Moyemy Linux? Bo-nepBbix 370 6ecniaTHO 1 NpuY 3TOM COBEPLLEHHO JierasibHo. Bo-BTOpbIX Linux
notpebnseT ropasgo MeHbLUe annapaTHbIX PeCYpCoB, U faxe cTapas, CNucaHHas B YTWIb TEXHUKA
OTJINYHO CNPaBUTCSA C 3afa4er hanoBoOro XpaHUINLLA.

N Tak, Ha4yHeM...

Bbibop obopypoBaHus

Kak 5 y>xe Hanucasn, obopyaoBaHue HaM NOAONAET nNpakTudeckn noboe, HO BCe Xe Koe-Kakue
noXKenaHus y Hac ecTb. NockonbKy cepsep byneT annoBbii, TO U NOXeNaHUs Hawwy ByayT KacaTbCs
ANCKOBOWM CUCTEMbI. Bblno Bbl HEMMOX0 HaNTU MalunHy ¢ RAID KoHTponsiepoM Ha 6opTy. ECcam mbl
[Lenaem cepsep 419 pa3melLeHus paboyen annoson 6asel, bbi10 Obl HEMIOXO Pa3MecTUTb ee Ha
RAID-5, ecnv xpaHunuile pesepBHbIX KOMUIN, OTANYHbIM BapuaHToM bynet RAID-1.

Mpw 3TOM y Hac HeT 0cobbix TpeboBaHMin K onepaTUBHOM NaMaTK, xBaTUT K 1 MbanTa. K npoueccopy
TOXe HeT 0cobbix TpeboBaHUI, Linux byaeT paboTaTb Ha BCEM, YTO €LLE XUBO.

Moxkanymn, camblil ONTUMaNbHbIA BapuaHT - NprMobpecTn BOCCTAaHOBEHHbIN cepBep «C npoberom».
BepuTe cambln felleBbI, KAKOW HAaNAETe, rnaBHoe, 4To Bbl Nepes 3TUM OH NpoLUen NPOPUNAKTUKY,
€ro 04MCTWJIM OT MbIAN U NPOrHaix BCe CUCTEMHbIE TECThI.

3a HeVMEHVEM JTyHLLEero, MOXHO MCNOJIb30BaTh 060N CTapbIi KOMMLIOTEP, HO MOMHUTE, Y4TO Bbl 3TO
[lenaeTe Ha CBow cTpax u puck. Camoe ya3BuMoe MecTo (paisioBoro cepsepa - AUCkoBas
noacmctema. Ecnv oHa y Bac byfeT cocToaTb U3 OAHOM0 e ANHCTBEHHOrO CTaporo ANCKa, Bbl 04eHb
CWJIbHO pUCKyeTe.

Ecnv He ypanocb HanTu RAID-KOHTpoAnep, MOXHO nonpoboBaTb HACTPOUTL EnporpaMMHbu?l RAID
cpencTBaMm onepaunoHHON CUCTEMbI. YYTUTE, YTO 3TO NOBLICUT TpeboBaHWUS K Npoueccopy u
onepaTUBHOW NamsATHL.

YcTaHOBKa OnepauuoHHOW CUCTEMDbI

CHavasa onpefennmcsa C apxXuTekTypon cepeepa. Ecnm Bam n3sectHa Mapka npoteccopa,
YCTaHOBJIEHHOr 0 B CepBep, 03HaKOMUBLUMUCH C ero cneundgukaumnen Bol y3HaeTe, COBMECTUM X OH C
apxuTekTypomn x86-64 (64 6uT) nnn ToNbKO i386 (32 6UT). KOCBEHHbIN NPU3HaK - pa3mep
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onepaTVBHON NamATK, 32-bUTHas apxnTeKTypa He MOXeT paboTaTb C ONepaTMBHON MaMATbIO
obbemom bonee 3 MbanT, MHOria B 3Ty apXUTEKTYpy yCTaHaBAnBaau 4 FbanT namMsaTh, HO B CUCTEME
661710 BUAHO TONbKO 3 MGanT.

Naoem Ha cTpaHuuy 3arpy3ku Ubuntu Server n ckadynBaeM auctpubyTums, COOTBETCTBYOLLEN
apxuTekTypbl. AuctpnbyTmebl Ubuntu pacnpocTpaHAoTcs B Buge 06pa3oB 3arpy304Hbix DVD AnCKOB.

Ina yctaHoBkM Bam noTpebyeTcs 3anmcaTb 3arpy304Hbii DVD Anck m3 ckayaHHoro obpasa, uam, 4T1o
Kak npasuno ygobHee, MOArOTOBMTb 3arpy304Hyto paeLlKy cneunasbHon yTuanTon. BctaBnante
ANCK WK (hNielKy B CepBep 1 3arpy>xanTech C Hee.

BbibupanTe pycckuii s3blk U B MeHto YcTaHoBUTbL Ubuntu Server.

Hanee Bam npennoxat yka3aTb CTpaHy, BbibpaTh packnaaKy KaaBumaTypbl, 4aTb MS CEPBEPY,
yKa3aTb MMs 1 MapoJib Cyrnepnosb3oBaTens (aHanor agMuHucTpaTopa B Ubuntu) n nogteepanTb
BPEMEHHYIO 30HY.

HekoTopoe 3aTpyHEeHVEe MOXET Bbi3BaTb pa3MeTKa AMCKa. Ecnim comHeBaeTech, BbibupaiTe
aBTOMaTMYECKY0 pa3MeTKy 1 MCMO0Jb30BaTh BECb ANCK. HO fyydlle BblAeANTb LOMAaLLHUE Nanku
Nonb30BaTeNeN B OTAENbHbIE IOrUYECKUE OUNCKN.

(]

Tak byneT ynobHee 06HOBAATL ONepaLMOHHY0 CUCTEMY, KOrAa BeinaeT HoBas LTS Bepcmsa 18.04.

Co3faBaTb UK HET pa3fen NoAKavyku 3aBUCUT OT o6beMa onepaTuBHOK NamaTn. Ecnm y Bac ee
HEMHOr0, CO3[aiNTe pa3aen NoaKayky C TakuM e 06bemMoM. BnpoyeM, 3To He 0643aTeNbHO, MOXXHO
Moc/e YyCTaHOBKM CO3AaTb (hall NoaKaukm.

Janee B npouecce ycTaHOBKM Bam HyxxHO ByneT BoibpaTb KakuM 06pa3oM Bbl xoTuTe ynpaBnsTh
0obHOBNEHMEM CUCTEMbI. PeKOMEHAYI0 YyCTaHaBAMBaTb 06HOBNEHNS 6e30NacHOCTM aBTOMaTUYECKU.

W 61mKe K KOHLY YCTaHOBKM Bam npennoxaT BbibpaTb roToBble HabOpbl CEPBEPHOro MPOrpPaMMHOro
obecrneyeHus. Ham noHapobsATcH:

e Samba file server
e Standart system utilites
e OpenSSH server

WHcTannaTop 3aBeplumT CBOKO paboTy, nepesanyCcTuT cepeep, Bbl yBUANTE NPOTOKON 3arpy3Ku
OMepaLnoHHON CMCTEMbI, KOTOPbIV 3aBEPLUMNTCS NPUriaLleHneM BBECTU JIOFMH 1 Naposib
Nosib30BaTesNst B KOHCOSIb.

[obpo noxxanosaTb B Linux!

HacTtpounka cepBepa

BBoauTe NOrvH 1 naposb Cyneprosib3oBaTens, CO34aHHOM0 Npu yCTaHOBKE OI'IepaLI,I/IOHHOI7I CNCTEMBI.
BBoZ4 Naposis HUKAK He OT06pa)KaETCFI B KOMaHOHOW KOHCOMN - 3TO HOPMaJibHO.

MepBbIM LenoM HacTpoeM ceTeBoe NoLKIYeHMe.
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Bo Bpems yCTaHOBKM MHCTANNATOP NPOAMArHOCTUPOBaN yCTaHOBNeHHOe 0bopyaoBaHMeE n
onpegenna nmetoLmecs B cucteme aganTtepsl. Mo ymondanuio Ethernet agantep HacTpavnBaeTcs Ha
nony4yeHue IP agpeca 4yepe3 DHCP, Hac 3TO He yCTpamnBaeT, T.K. Y Hac He ByaeT BO3MOXXHOCTM
obpalaTbCs K CepBEPY MO €ro SI0rMyecKoMy NMeHU, Mbl HACTPOUM CTaTu4eckun IP agpec.

OTKponTe KOH(PUrypaUMOHHbLIA (haiin ceTeBbIX MHTEPHENCOB KOMaHA 0N

$ sudo nano /etc/network/interfaces

34eck Ucnosib3oBaHa KoMaHaa sudo - cneyunanbHas KOHCTpyKLUmMa deb-based guctpubyTneos Linux
L9 BbINOJIHEHMA KOMaH[ ¢ npaBamu root. Korfa Bbl fenaeTe 3T0 nepBbI pa3 cucTeMa nonpocuT
Bac BBeCTM naposib 1 Ha Kakoe-TO BpeMs 3arOMHUT €ero.

N NpUBEANTE ero K TakoMy Buay
# The loopback network interface - 3ToT pasgen He Tporaem, OCTaBJISeM KaK eCTb
auto lo

iface lo inet loopback

# The primary network interface - 3ToT pa3gen HacTpamBaeT Ethernet amanTtep

auto enp0Os3 # ums nHTepdenca octansem b6e3 nsmMeHeHUn
iface enp0s3 inet static # meHsiem onumio dhcp Ha static
address 192.168.1.9 # ykaxuTte cBoboaHbii IP appec B Bawen cetun

# 3a npepenamMu gnanasoHa afgpecos, BolaaBaeMblx DHCP cepsepom,
# ecnun TakoBOW UCMOJIb3YyeTCs

netmask 255.255.255.0 # Macka noacetu
gateway 192.168.1.1 # W03 No ymon4yaHuio, obeivHo IP appec ceTeBoro
MapLipyTunsaTopa

CoxpaHuTe thann Haxxas Ctrl-O n 3akponte penaktop Ctrl-X. MNocne pefakTnpoBaHus nepesanyctum
CeTb:

$ sudo /etc/init.d/networking restart
1 NPOBEPUM YTO Y HAC NOAYy4YnNoCh
$ ifconfig

B Bbldaye 3TOM KOMaHAbl BHUMaTEIbHO CMOTPUM Ha 3HaveHns inet addr - B HaweM npumepe Tam
Llo/mKeH BbITb cTaTudeckmin agpec 192.168.1.9.

[anbHenLwyo HaCTPorKy yaobHee Npon3BoaunTh C paboyen CTaHUMK, NOAK/IOYUBLUNCE MO NPOTOKOY
SSH. OT cepBepa MOXHO OTK/IIO4UTb MOHUTOP, KJaBuaTypy MU pa3MecTUTb ero Tam, rae oH He byneT
HUKOMY MeLlaTb.

Ana OMCTaHUMOHHOIO ynpasseHunsa cepsepoM ¢ paboyen ctaHumm Windows mbel byem ncnosib3osaTb
PuTTy. Cka4anTe, yCTaHOBUTE 1 NOAK/IOYaNTECh. Agpec cepBepa B HalLEeM MpuMepe yKa3biBaeTCs
Tak user@l92.168.1.9, roe user - UMA cyrnepnonb3oBaTess, NOPT MO YMONYAHUIO 22.

Mbl He ByAeM 1Cnosib30BaTb aHOHVMMHBIA JOCTYN K HalleMy (ainjioBOMy CepBEpY, At TOr0, YTO Obl
4TO-TO 3anMcaTb MK NPOYMTATb C cepBepa NoTpebyeTcs yKazaTb JIOFMH 1 Naposb. U Ham
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noTpebyeTcs co3aTh NONb30BaTENS Ha CEpBEPE, OT MMEHM KOToporo ByayT Npon3BoANTLCS BCe
COOTBETCTBYIOLLME (haliIOBbIE OMEPALIN B XPAHWNLLE.

$ sudo adduser storageuser

Mpun co3gaHny NoNb3oBaTeNs Tak e byayT co3aaHbl 0A4HOMMEHHbIE rPpyMnna U AOMalUHAA nanka. B
[NOMALUHEeN nanke 3Toro noJib30BaTesNs Mbl U OPraHM3yeM ceTeBoe (haliloBoe XpaHUnLLEe

$ sudo -u storageuser mkdir /home/storageuser/nas

MakeT samba Mbl y>Xxe yCTaHOBUAN BMECTe C CUCTEMON, AOMOJIHUTENbHO YTO-MB0 YyCTaHaBANBaATb He
TpebyeTcs.

NlobasmM nonb3oBaTens B Samba
smbpasswd -a storageuser
- TYT HY>XHO yKa3aTb MapoJ/ib Nonb30BaTeNs Samba, 1 BKJIOYMM MoJib30BaTeNs
smbpasswd -e storageuser

ChenaeM Ha BCAKWUIA Ciyvar KOMUIo (hania HaCcTPOEK U MPUCTYNMM K HaCTponKam annoBoro
cepsepa Samba.

$ sudo cp /etc/samba/smb.conf /etc/samba/smb.bak
$ sudo nano /etc/samba/smb.conf

KOHUrypaLMOHHbIN thaiin CoONpoBOXAAETCS NOAPOOHBIMU KOMMEHTAPUAMMN, MOXKETE NPONTUCL NO
HaCTPONKAM CaMOCTOSTENbHO, @ MOXXeTe CKOMUPOBaTh PEKOMEHAYEMbIE HACTPONKM MOJIHOCTbIO

[global]
workgroup = WORKGROUP # 3pecb ykaxuTe nmsa paboyer rpynnsl 04HOPaAHI OBOW
ceTu
server string = %h server (Samba, Ubuntu)
name resolve order = wins lmhosts hosts bcast
dns proxy = no

wins support = yes # TONbKO ecnun B ceTn HeT Wins cepepa (oH
MOXET ObITb, HanpuMep, B poyTepe)
;wins server = 192.168.1.1 # TONbKO ec wins support = no mno

yKa3aHHOMY afpecy AeNCTBMTENbHO eCTb Wins cepsep

log file = /var/log/samba/log.%m

max log size = 1000

syslog = 0

panic action = /usr/share/samba/panic-action %d

server role = standalone server
passdb backend = tdbsam
obey pam restrictions = yes
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unix password sync = yes

passwd program = /usr/bin/passwd S%u
passwd chat = *Enter\snew\s*\spassword:* %n\n
*Retype\snew\s*\spassword:* %n\n *password\supdated\ssuccessfully*

pam password change = yes

security = user
username map = /etc/samba/smbusers

map to guest = bad user

usershare allow guests = yes

[storagel]
comment = nas storage
writable = yes
browseable = yes
public = yes
path = /home/storageuser/nas
guest ok = no
directory mask = 755
create mask = 644
valid users @storageuser

Mepe3sanycTum cnyxoy
$ sudo service smbd restart

MpobyeM 3anTn ¢ Kakon-nnbo paboyen ctaHumm Windows, ykazas B NPOBOAHUKE NYTb
\\192.168.1.9.

B ceTeBOM OKpY)XEHUW CepBep NOABMTCSA Yepes Kakoe-To BpeMsi, Korga cnyx6ba Wins 06HOBUT cBOW
JlaHHbIE.

Windows cHa4ana nonpobyeT OTKpbITb Nanky nog CBOEN NOKaIbHOW YYETHOW 3anuncCbio, Y HEE 3TO He
NONYYUTCA 1 OHa 3aNPOCUT JIOTUH U NapoSib AS19 AOCTYMa K CEeTEBOMY PeCcypcy - 3TO KaK pa3 ToT
NnoJib30BaTe/lb, KOTOPOr0 Mbl CO34aaM CNeunansHo 415 OCTyNa K CETEBOMY XPaHUNLLY.

[x]
[oToOBO!

Mpn HeobX0AMMOCTM MOXXHO A06aBUTb HOBLIX MOJIb30BaTENEN U HOBbIE pa3aesbl. PasrpaHuyeHune
[0CTyna K pa3aenamM nponssoanTca yepes onuuio valid users B cOOTBETCTBYlOLWEM Byi0Ke
KOH(UrypaunoHHoro anna Samba.
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AHTUBMpYC

OnepaumnoHHble cucTeMbl Ha Base Linux NpakTUYeCcKn He NOoABEPKEHbI PUCKY 3apaXKeHus
KOMMbIOTEPHbLIMM BUPYCaMK, OT YaCTU NOTOMY, YTO BUPYCOB CMOCOOHBLIX UM HAaBPeAUTb KpaHe Maso,
a B OCHOBHOM MOTOMY, 4TO 6e3 nosy4eHmsa foCTyna root 3T BUPYCbl HUYEM HE MOTYyT HaBpeauTb
onepaunoHHON cucTeme.

Ho 3Tu BUpYyCbl MOryT UCMONb30BaTh (hannoBbIv cepBep Samba 419 pacnpoCTpaHeHUs OT O4HOM
Windows cuctembl Ha gpyrue. Y1o bbl nogaepxmnBaTh Halle (halnnoBoe XPaHUANLLE B YACTOTE, Mbl
YyCTaHOBMM aHTMBUPYC 1N HaCTPOUM aBTOMaTUYECKOEe CKaHNPOBAHMeE.

YcTtaHoBMM aHTMBMpYyC ClamAV
$ sudo apt install clamav

Cpa3y e nocse ycTaHOBKM B ()OHOBOM pPeXuMe 3amnyCTUTbCS 06HOBEHNE CUTHATYP, B fa/IbHENLLEM
Mbl HACTPOMM aBTOMATUYECKOE 0BHOBAEHNE CUTHATYP MO PACMUCAHWIO.

YOanaTb nofo3putenbHblie Gainibl Mbl Cpasy He Bynem, Mbl UX 6yaem nepemMellaTb B KApaHTUH, rae
OHW HUKOMY He HaBpenaT. Eciu cpeam 3Tux ¢aiinos B0 YTO-TO BaXXHOE, aAMUHUCTPATOP CMOXET
HaWTW NX B KApPaHTMHE 1 4TO-TO caesnaTh. Co3haANnM NanKy KapaHTWHA U OrpaHNYMM LOCTYM K HER

$ sudo mkdir /quarantine
$ sudo chmode 600 /quarantine

Monpobyem NpockaHMpPOBaTh AOMAaLUHWE NanKK Nob30BaTeNEN
$ sudo clamscan -i -r --move=/quarantine /home
Mocne CKaHNUPOBAHUSA NOJY4MM MPOTOKON

----------- SCAN SUMMARY -----------
Known viruses: 6278963

Engine version: 0.99.2

Scanned directories: 13

Scanned files: 13

Infected files: 0

Data scanned: 4.79 MB

Data read: 1.59 MB (ratio 3.00:1)
Time: 22.176 sec (0 m 22 s)

Bce xopowwo, BMpycoB He 0bHapy»xeHo. Ecain 6bl HAWMOCh YTO-TO NMOA03PUTENBHOE, OHO Bbi0 bbl
NepeMeLLeHo B Nanky KapaHTUHa.

HaM ocTaeTcs HaCcTpPoWTb aBTOMATUYECKOE pacnucaHne obHOBIEHNS CUTHATYpP U CKaHMPOBaHMA
JOMalLHMX nanok. PegakTupyem ann pacnucaHns gemMoHa cron

$ sudo crontab -e

ans obHoBNEHNS CUrHaTyp N CKaHNPOBaHNA HaM n0Tpe6yr0Tc9| npuneunernn cynepnosb3oBatend,
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noatomy crontab 3anyckaeTtcs yepes sudo, CaMn KOMaHbl B haiiie pacnmMcaHns HY>XXKHO yKa3bliBaTb
6e3 sudo.

[obaBbTe ABe CTPOYKU

0 1 * * * freshclam
@ 2 * * * clamscan -i -r --move=/quarantine /home

Kaxkabii aeHb B 1:00 Ho4m ByneT aBTOMaTMYECKM 3anycKaTbCs 0OHOBAEHNE CUrHaTYp, a B 2:00 Houn
OyneT 3anyLweHo CKaHMpOBaHME BCEX AOMALLHMX Nanok nonb3oBaTenen, MHGULUPOBaHHbIE (haibl
O6ynyT nepeMeLleHbl B Nanky KapaHTWHa.

ECTb BOMPOCHI, HyXKHa KOHCY/IbTaLMst UK MOMOLLb B HAaCTPOWiKe - obpallaiTeck, bynem panbl
MOMOYb.
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