2026/07/18 08:27 1/20 YcTaHoBka 1C:Mpepnpusatne 8.3 Ha Linux cepsep

YctaHoBKa 1C:Mpepnpuatue 8.3 Ha Linux
cepsep

B 3TOoM cTaTbe Mbl NocTapanuck cobpaTb Hanbosiee NONHYIO MHOPMaLMIO MO YCTaHOBKE CepBepa
npunoxeHuin 1C:Mpennpuatue B cpefe Linux ¢ ucnonb3zosaHmem CYB[ PostgreSQL n nybnvkaunen
NH(opMaLmoHHon 6a3bl n Beb-cepBrncos Ha Beb-cepeepe Apache. PaccmaTpuBaeTtcs Hanbonee
noNHasa yCTaHOBKa cepBepa B AomeH Microsoft Windows. MNonb3oBaTenn paboTatoT Ha paboymx
CTaHumax B cpene Windows, asTopusauma B cucteme 1C:MpepnpuaTtue nponssoauntca vyepes Active
Directory.

MnaH pabot

YCTaHOBNTbL OMepauynoHHY0 CUCTeMy

YcTaHosuTb CYB[ PostgreSQL

YcTtaHoBuTb cepep 1C:Mpennpusatue
3aperncTpupoBaTb CepBep B lOMeHe

Ony6nmkoBaTb UHDOPMaLNOHHYI0 6a3y n Beb-cepBuchl
HacTponTb pe3epBHOe KonupoBaHue

oV hswWwNE

Mepen Havanom paboT TPe3BO OLEHUTE CBOM CUAbI. [115 NOATOTOBAEHHOrO CNeunanmcTa Bce
nepeyncyieHHbIe HUXXe ornepaLmmn 3aiMyT He 6osiee NooBMHbI paboyero gHA, Npu 4em 6onblias
4aCTb 3TOr0 BPEMEHW YAET Ha 0XKMAAHWNE 3aBEPLUEHNS ONepaLniA KONMMPOBAHNS, YCTaHOBKM,
3arpysku un T.m.

Ecnm ycTaHOBKa Npon3BOAMTCS NOBEPX y)Ke paboTatowen CUCTEMbI, CAENTANTE Pe3epBHYIO KOMUIo,
Hanpumep, coxpaHuTe obpa3 AnMCKoB. ECam 4To-TO NonaeT He Tak, Bbl cMoXXeTe 6bICTPO
BOCCTAHOBUTb MPEXHI0 paboTocnocobHOCTb CUCTEMBI

YCcTaHOBKa OnepauuoHHOW CUCTEMDbI

MoopepxuneatoTca Hanbonee nonynsapHele deb (Ububtu, Debian n np.) n rmp (CentOS, Fedora v np.)
ANCTPpNBYTUBLI. Kakux-nnbo SBHbIX peKoMeHaLui rno BbIbopy TOro nanm nHoro guctpubyTtmea Linux
He cyliecTByeT. PekomeHayeMm BbibpaTb Hanbonee 3HakoMbIn Bam guctpubyTus, B Hawem ciyyae
370 Ubuntu akTyanbHOW Ha MOMEHT HanucaHusa ctaTbh Bepcun 16.04 LTS, Bce aanbHenwee
onuncaHme byaeT 0CHOBLIBAaTLCS MMEHHO Ha 3ToM Bblibope. Ecniv Bil Boibpanun gpyron deb-based
AncTpnbyTus, TO BCE ONMCAHHOe NOAONAET U ANd Hero, rmp-based AncTpmbyTBLI MCNONL3YIOT
Lpyrve KoMaHabl 419 yrnpaBaeHna nakeTamu, y4uTbiBaTe 3TO NpU aganTauum cTaTbl 4S19 CBOUX
uenen. Ckavante auctpmnbyTtus Ubuntu Server. MpumeHuTensHo K Ubuntu xxenaTtenbHo
ncnonb3oBaThb LTS AncTpmbyTMBbI, OHW BbIMyCKalOTCA pa3 B ABa rofa v NOAAEP)KMBAIOTCS B TeYeHmne
5 net. AnuctpubyTtme pacnpocTpaHseTcs B Buae ISO obpa3a 3arpy304HOro AnCKa, MOXHO 3anuncaTb
obpas Ha DVD auck, Ho ropa3fo yaobHen noAroTOBUTL 3arpy304HY0 (haeLLKy.

B cepsepHom ancTtpubyTtmee Ubuntu oTcyTcTBYeT rpadmnyeckas ob6onoyvka. YCTaHOBKa U
nocnepytowas HacTpornka byaet Npon3BoAMTCA B KOMaHAHOW KOHCONIW. He Hafo yCTaHaB/MBaTb
rpaguryeckyto 060104Ky, XOTb 3TO 1 NPOCTO, HO COBEPLUEHHO HECCMbIC/IEHHO, OHA HUYEM He
NOMOXXeT B HacTporke. nsd yanobcTBa aoMUHNCTPUPOBAHNS MOTOM MOXKHO YCTaHOBUTb, Hanpumep,
Webmin
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CaM npouecc yCTaHOBKM AOCTAaTOYHO NpocT. MHcTannsTop byaeT 3afaBaTh BaM pasnunyHble
BOMPOCHI, BaM HY>KHO Ha HMUX OTBEYaTb, TEM CaMblM BbIOUpPas Kak yCTaHaBMBaTb ONePaLMOHHYIO
cuctemy. BHavane Bam npennoxat BelibpaThb A3bIK 1 CTPaHy, 4aCoOBOMN NOsC, BbibnpanTe B
COOTBETCTBUM CO CBOMMM NPELNOYTEHNSMU.

WHcTannaTop npeanoXxuT Bam pasmMeTnTb AMCKK NOA ONEPALIMOHHYI0 CUCTEMY. ITO CaMblil BaXKHbIiA
BOMPOC B yCTAaHOBKE. BHUMaTENbHO 03HAKOMbTECH C HUXXECEAYOLMMI PEKOMEHAALINAMM,

Ecnm y Bac oauH gumsundeckmnin guck (mnm RAID-mMaccuB), pasgennTe ero Ha 3 IorMyeckux gucka. B
Havane oucka sBblaennte 60-120 6 cobcTBEHHO NOA ONEPALMOHHYI0 CUCTEMY (ANCK 1), OCTaBLUYOCS
4aCTb NoAesInTe NPMMEPHO NOPOBHY NOA AOMalUHKe nanku (auck 2) n gannel CYBM (anck 3).
MoHTUpynTe cnegyowmm obpasom:

/- anck 1
/home - pguck 2
/var - Ouck 3

Ecnn e anckoBas cuctema Balero cepBepa 6oee pa3HoobpasHa, TO CaMblii MeasIeHHbI ee
3/1eEMEHT PeKOMeHayeM MOHTMPOBATbL Kak /home, a caMblil ObICTpLIA Kak /var.

Jlanee nHCTaNNsToOp NPeanoXuT Bam BbibpaTh Habopbl NaKeToB A/ yCTaHOBKU. Bbibepute ans
yCTaHOBKM cieaytolme Habopsbl:

- |
1 L!] Bubop nporpaMHdHOro obecnedeHus |

B A3HHWA MOMEHT, YCTEHOBAEHE TOABKD ODCHOEE CUCTEMH. MCXDAA W3 BawMy NMOTPEOHOCTEA, BW
MOXETE BMﬁFaTh 0aMH W Gonee w3 YXE MOTOBbIX HE&DFUB NPOrpaMEHOro obecneyeH1a.

EMEEPHTE YCTAHEEMMEIEMOE NPOrPaMMHDE DEECNEYEHWE ©

select ion

nutilities
host

<[Poao s Te>

Kak MOXXHO 3aMeTUTb, MHCTANNATOP YCAYXMBO NpeasaraeT BapuaHT yCTaHOBKM PostgreSQL
database. He cobnasHanTecb, Ham Hy>xeH gpyromn PostgreSQL, ¢ natyem gna 1C.

WHCTannaTop 3akKoHYMT CBOtO paboTy, NnepesanycTuT CUCTeMy U Npea Bamu npenctaHeT
npurnaLleHne B KOHCOJb NPUMEPHO TaKoro BUaa:

Ubuntu 16.04.1 LTS MyServer ttyl
MyServer login:

3axoamnTe, 1 YyBCTBYINTE cebs Kak goMa.

MepBbiM AENOM HY>XHO HAaCTPOUTh CETEBbIE NMOAK/OYEHUS. Mbl UMEeM [1e/10 C CEPBEPOM U
nofipa3yMeBaeM, YTO CETEBbLIX aAanTePOB B HEM MOXET ObITb 60MbLUE 0fHOr0. [laBaiTe NOCMOTPUM,
4TO Yy HaC eCTb, BBOAMM B KOHCOJIb KOMaHIy
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$ sudo lshw -C network

34ecb UCNosib3oBaHa KoOMaHAa sudo - cneuunanbHasa KOHCTpyKumna deb-based anctpubytmneos Linux
ANS BbINOJIHEHNS KOMaHA C npaBaMu root. Koraa Bbl fenaeTe 3TO NepsbI pa3 cucTemMa nonpocuT
Bac BBeCTM Naposib U Ha Kakoe-TO BpeMS 3alOMHUT ero.

B oTBeT Bbl NONIy4nTE HEYTO NOXOXKEE Ha

*-network
description: Ethernet interface
product: L2 Mbit Ethernet Adapter

vendor: Attansic Technology Corp.
physical id:

bus info: pci@0000:03:

logical name: enpOs3

version: a0

serial: 00:00:00:00:00:00

size: 100MB/s

capacity: 100MB/s

Hac nHTepecyeT BOT 3TOT pparmeHT: Logical name: enp0s3. Ecav ceTeBbiX afanTepos 6osibLle
O[HOro, TO 1 Taknx 6/10K0B B Bblaaye 6yeT No KOMYeCTBY CETEBbIX aAanTepoB. 3arNoMUHaEM
nornyeckme nmeHa. CeteBble NOAKIOYEHNS HACTPANBAIOTCA B KOH(UIYpPaLMOHHOM halifie, OTKPOeM
€ro ons pefakTnpoBaHms

$ sudo nano /etc/network/interfaces

[lonyCcTuM, y Hac eCTb ABa CeTeBbIX afganTepa. enp0s3, ero Mbl HACTPOMM Ha cTaTu4eckui IP agpec
n bygem ncnonb3oBaTb 415 NOAKOYEHUSA K AoMeHY. Ewe ecTb enp0s8, oH nonyymT agpec ot DHCP
cepBepa B JIOKaJIbHOWM CeTU, NPOCTO Tak, And npumepa. Pann HaCcTPOEK BbIrNAQUT Tak:

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
iface enp0s3 inet static

address 192.168.0.8 # 3[eCb yKa3blBaeM CTaTUYECKUN agpec
netmask 255.255.255.0 # Macka nomcetu
gateway 192.168.0.1 # W03 MO YMOJIHaHUIO

dns-nameservers 192.168.0.101 # DNS cepBepa, MOXXHO yKa3aTb HECKOJIbKO Yepe3 npoben
auto enp0s3

# The second network interface
iface enp0s8 inet dhcp
auto enp0s8

CoxpaHuTe thann Haxxas Ctrl-O n 3akponte penaktop Ctrl-X. MNocne pefakTnpoBaHus nepesanyctum
ceTb:
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$ sudo /etc/init.d/networking restart
1 MPOBEPUM YTO Y HAC NOAY4YUSIOCh
$ ifconfig

B BblAayve 3TON KOMaHAbl BHUMATENIbHO CMOTPUM Ha 3HayveHMs inet addr - B HalweM npumepe Tam
LOMKeH BbITb CTaTUYECKMIN aapec, 3a4aHHbIN B KOHUrypaLMOHHOM (hanne Aas nepBoro agantepa
N QMHaMUYyeCcKnin agpec BolgaHHbIN DHCP cepBepom Asis BTOPOro.

Mocne Toro, Kak HaCTPOEHbl CETEBbIE NMOAK/IOYEHNS MOXHO NMOKMHYTb CepBEPHYI0. JanbHenLyo
HaCTpOWKy yaobHee nNpon3BoanTbL C paboyein CTaHUMK, NOAKMOYUBLLMCE MO NPOTOKOY SSH.

Ons AMCTaHUMOHHOIO ynpassieHns cepsepom ¢ paboyen ctaHuum Windows Mbl 6yem ncrnosb3oBaTb
PuTTy. Cka4yanTe, yCTaHOBUTE U NOAKJOYaNTeCk. ALpec cepBepa B HalleM nprMepe yKasblBaeTcs
Tak user@192.168.0.8, roe user - UMa NOMb30BaTESNA, MNOPT MO YMONYaHUIO 22.

Nanee HaMm noTpebyeTca KONMPoBaTb hanbl Ha Hal cepsep. YTo bbl AenaTb 3TO MaKCMManbHO
KOMOPTHO, HAaCTpoUM nakeT Samba, No3BonALWMIA NOAPYXUTL Linux n Windows no nokasibHon
ceTw.

3agadva MUHMMYM Celyac - paclapuTb Nanky Ha cepBepe, Ky4a Mbl CMOXXEM KOMUPOBATb HYXHble
thannebl.

$ sudo nano /etc/samba/smb.conf
B KoHMrypaunoHHOM haisie HaxoaAnM N PaCKOMMeHTUpyeM 610K
homes

comment Home Directories

browseable = no

read only = no

create mask = 0700

directory mask = 0700
NobaByM Hawero nosb3oBaTens B Samba
$ sudo smbpasswd -a user
YKa3blBaeM eMy Naposib U BKIOYAEM
$ sudo smbpasswd -e user
1 nepesanyckaem Samba

$ sudo service smbd restart

Monpobyem 3anTn n3 nposogHnka Windows. B HaweM npumepe 310 byaeT BbIrNa4eTh Tak
\\192.168.0.8\user, BBOOMM UMS, NapoJb U NonagaeM B OMALLHIOW Marnky.

ObpaTnTe BHUMaHMWE, HYXKHO BBOAUTL CETEBOW aflpec NOJIHOCTbIO, YKa3biBasi He TOJIbKO afpec
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cepeepa, HO U M4 KaTaJlora noJib3oBaTenA

Ha BcsikMin cnyyait 06HOBUTE PYCCKYHO JIOKasb

$ sudo update-locale LANG=ru RU.UTF-8

YctaHoBKa CYB]] PostgreSQL

1C:MpepnpuaTtue paboTaeT co cneumnanbHO NponaTyeHHon Bepcmen PostgreSQL. Bepcusa uns
peno3uTopusa Ubuntu He nogonger.

CyLiecTByeT HECKOJIbKO NCTOYHUKOB, e MOXKHO B3ATb ANCTpMbYyTMB PostgreSQL coBMeCTUMbIN C
1C:Mpennpuatne. MoxHO, Hanpumep, Kak pekoMmeHayeT cama pupma «1C» ckayaTb ero C noprasa
NTC n ycTaHoBUTb 13 deb nam rpm nakeToB, Tako NoAxo4 BMosHe NPMBbIYNEH 415 NOJb30BaTesEN
Windows, cka4ymBaTb M yCTaHaBamBaTb. B Linux apyron nogxon. Hanpumep, 419 NOKAOHHMKOB
Gentoo Linux npuBbI4HO 6bIN0 Bbl CKaYaTb MCXOAHMKK PostgreSQL, nponaTymTb UX 1
ckomnuanpoaTb. A hunocogums Ubuntu 6a3mnpyeTcs Ha peno3nTopusx, 0TKyAa Nonb3oBaTenu
NoNy4aloT HY)KHbIE NPOrpamMMbl, yCTaHaBAMBasA UX MeHed)Kepamu nakeTos. K coxxaneHuto pupma
«1C» He 03aboTnnack CO34aHNEM TaKOro peno3nTopms Oas pacnpoCTPaHeHNs CneunasibHON BepCUn
PosgreSQL, 3aTo 310 caenana komnaHusa Postgres Professional.

K coxaneHuio, komnaHus PostgresPro orpaHuymnna goctyn K CBOMM Perno3nTopuaM, Ha opuLmnaibHOM
CanTe YKa3aHo, YTO OHW OOCTYMHbI B paMKax CEPBUCHOIo KOHTpakTa. CkavanTte n yctaHosute DEB
nakeTbl ¢ noptana 1C:UTC.

CHavana Bcé-Taku ctomT gobasuTb odmumnansHbii peno3utopuin PostgreSQL B Ubuntu. 310 byneT
NOSIe3HO 4N1A pa3peLleHns 3aBUCUMOCTEN NaKeToB..

Kavaem pann postgresql 10.5 24.1C amd64 deb.tar.bz2rpe5 24 - akTyasJibHbll Ha
MOMEHT HanucaHusa cTaTbn HoOMep COOPKK, K MOMEHTY, Korfa Bbl 3T0 NpoYTeTe OH MOXET CTaTb
Apyrum, bepute camyto aKTyasibHyto COOpKY.

Pacnakyem, nepeiemM B Nanky C nakeTamu, yCTaHOBUM U 3adpuKcupyem Bepcuu, 4To 661 Ubuntu npu
aBTOMATNYECKOM OOHOBJ/IEHNM HE 3aMEHWUSA 3TN NAKeThl Ha CTaHAAPTHbLIE U3 PENOo3UTOPUS:

tar xvjf postgresql 10.5 24.1C amd64 deb.tar.bz2

cd postgresql-10.5-24.1C amd64 deb

sudo dpkg -i libpg5 10.5-24.1C amd64.deb

sudo apt install postgresql-common

sudo dpkg -i postgresql-client-10 10.5-24.1C amd64.deb
sudo dpkg -i postgresql-10 10.5-24.1C amd64.deb

sudo apt-mark hold libpg5

sudo apt-mark hold postgresql-client-10

sudo apt-mark hold postgresql-10

A A A A A A A A A

He 3abbiBaeM 3amMeHsATb 5-24 Ha HOMep CKa4YaHHON COOPKMN.

HacTpoum npasa Ha noakntwoyeHne kK CYB[l ns koHconn.

$ sudo nano /etc/postgresql/10/main/pg hba.conf
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B oTKpbiBLEMCS (haisie HanJeM CTPOKY
local all postgres peer
N NpUBeLeM ee K BUay

local all postgres trust

Tonbko 4TO Mbl HacTpounn PostgreSQL foBepsATb BCEM NIOKabHbIM NOLKIOHEHUAM. ITO HE COBCEM
6e30nmacHoO, Mbl NCMPABUM 3TO YyTb MO3XKE, NOCAE TOr0 Kak YCTaHOBMM Mapob N0Jib30BaTENIO
postgres.

Ecnn He xoTuTe, 4TO ObI CepBep CYB[ 6b11 BUAeH Komy-nubo, kpome cepsepa 1C:MpeanpusTue,
KOTOPbIA Mbl 4yTb MO3)Xe YCTaHOBUM, MONpaBbTe HAaCTPOMKM Be3onacHOCTK

$ sudo nano /etc/postgresql/10/main/postgresql.conf
B oTKpbIBLLIEMCS (haisie HAaXOAUM CTPOKY

listen addresses = '*!

W NPYBOAUM €e K BUay

listen addresses = 'localhost'

Takas HacTpoWKa orpaHnyYnT BUANMMOCTb PostgreSQL Tonbko 3TuM cepBepom. Ecnn cepsep
1C:MpepnpuaTtre byneT yCTaHOBMEH Ha ApPYron MawwwnHe, BMecTo localhost ykaxxuTe ee agpec.

Mocne Takon ycTaHoBkK PostgreSQL ero cny>xba cama He CTapTyeT U He NPONUCLIBAETCS B
aBTo3arpysky. Coenaem 310

$ sudo service postgresql start
$ sudo update-rc.d postgresql enable

/N ewe HeMHoro HacTpoek 6e3onacHOCTW. YCTaHOBMM Naposib password Ha nonb3oBaTens
postgres, nMeHeM KoToporo byayT NpoM3BOAUTCS BCE onepaumnmn ¢ 6azamMmu faHHbIX (BMeCTo
password yKa)kuTte CBOW Napob).

$ psgql -U postgres -d templatel -c "ALTER USER postgres PASSWORD 'password'"
MonpaBuM MeTOLbl ayTEHTUMUKALMN NOJib30BaTeNeN

$ sudo nano /etc/postgresql/10/main/pg hba.conf

B oTkpbiBLIEMCS (haisie yCTaHaB/MBaeM Bce MeToabl B md5, HanpuMep, Tak

local all postgres md5

Mepe3anyckaem cnyxby PostgreSQL
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$ sudo service postgresql restart

[oToBO!

YcTtaHoBKa cepBepa 1C:lMpepnpuatue

Mpwn BoIBOpE apxmMTeKkTypbl AuCTpubyTrea i386 nnn x86-64 cnefyeT y4nTbiBaTh HE TOJIbKO
apPXUTEKTYpYy CcepBepa N YCTaHOBJIEHHOW Ha Hero onepauroHHON CUCTEMbI, HO U UMeloLLytocs y Bac
nuueHsuio Ha cepsep 1C:Mpennpuatus. 34ecb ONUCbIBaeTCA NPoLecc yCTaHOBKN 64-pa3psafHoro
cepBepa B Xx86-64 apxuTekTypy. YCTaHOBKa 32-pa3psaAHOro cepepa B i386 apxuTekTypy
aHaNoOrnM4yHa C TOYHOCTbLIO 40 HAUMEHOBAHNSA HEKOTOPLIX (DannoB 1 KaTasoros. YCTaHOBKa 32-
pa3pagHoOro cepsepa B apxmuTekpyTy X86-64 noTtpebyeT pewweHns npobnem 3aBnUCMOCTEN NAaKETOB,
M 3TOT NOABMUI LOCTOUH OTAENbHOW CTaTbl

MpenBapnTeNbHO YCTAHOBUM MakeTbl, Heobxoanmble ons paboTwl cepsepa 1C:Mpennpuatune
$ sudo apt install imagemagick unixodbc libgsf-bin ttf-mscorefonts-installer

B npouecce yctaHoBku nakeTa ttf-mscorefonts-installer noTpebyeTcs NpMHATL YCI0BUSA
nosb30BaTesIbCKOro cornawenms EULA.

JItobbIM 3aKOHHBLIM cnocobom nonyyvaem anctpubyTtme nnatdopmel 1C:Mpeanpuatusa onsa deb-based
Linux, HanpumMep, ckavymeaeM ero ¢ noptana UTC. Cepsep 1C:Mpennpnsatne COCTOUT U3 3-X NAKETOB:

e 1c-enterprise83-common - 0bwme KOMMNOHEHTHI
e 1c-enterprise83-server - cobcTBEHHO CaM cepBep, NaKeT 3aBUCUM OT 0BLLMX KOMMOHEHT
e 1c-enterprise83-ws - Beb-paclumpeHuns cepeepa, NakeT 3aBMCUM OT CaMOro cepeepa

Ecnn B 1C:MpeanpuaTum KpoMe pyccKoro u aHrnnnckoro Bam notpebytoTtca apyrue s3biku, bepute
NnakeTbl B HAUMEHOBaHUN KOTOPbIX NpucyTcTByeT NLS

CkonupynTe ToNbKO 3TK 3 (haia No CeTU B AOMALLHMI KaTanor nosb30BaTens, B HalleM npumepe
\\192.168.0.8\user YcTaHaBAMBaTb NaKeTbl HY>KHO UMEHHO B TaKOW NOC/IeA0BaTE/IbHOCTH.
Cny4arHO WK HET, OHM MO anaBUTHOMY NOPSAKY BbICTPANBAOTCSA MMEHHO TaK, KakK HY>KHO, a
3HAYMT UX MOXKHO YCTAHOBUTb O4HOM KOMaHOOW

$ sudo dpkg -i 1lc*.deb
CepBep ycTaHOBNEH. 3anyckaem

$ sudo service srvlcv83 start

Moapa3ymeBaeTCs, YTO akTUBaumMa cepepa byaeT NpoBOANTCA NPOrpamMMHON uLeH3nen. Ecnm no
KakmMM-nbo npuymnHaM y BacC NOSIBUTCA XeflaHue BOTKHYTb B cepBep ko4 HASP, ckavante u
ycTaHoBMTe nakeT haspd oT Etersoft

Ecnn koHurypauwns 1C:MNpeaonpuatne numeet AONOJAHUTENbHYIO 3awwnTy, yctaHosuTe CJIK

K cepBepy y>Xe MOXXHO MOAK/0YaTLCS Yepes KOHCOb aAMUHNCTPUPOBAHNS CEPBEPOB, aKTUBUPOBATb
NNLLEH3MMN 1 CO3[aBaTb MHHOPMALMOHHbIE 6a3bl.

JINHEPWUC - https://wiki.lineris.ru/


https://wiki.lineris.ru/linux_server_32
https://releases.1c.ru/project/Platform83
http://download.etersoft.ru/pub/Etersoft/HASP/last/x86_64/Ubuntu/16.04/
http://download.etersoft.ru/pub/Etersoft/HASP/last/x86_64/Ubuntu/16.04/
http://download.etersoft.ru/pub/Etersoft/HASP/last/x86_64/Ubuntu/16.04/
https://wiki.lineris.ru/slk

Last update: 2019/12/16 18:41 linux_server https://wiki.lineris.ru/linux_server?rev=1576521675

Perucrtpauusa cepeepa B AOMeHe

Mpoueaypa UMeeT CMbIC/ TOJILKO eC/in UcnosiblyeTcsa gomMeH Microsoft Windows n nnaHmpyeTcs
aBTopm3auma nonb3osaTtesen 1C:MpeanpuaTue no y4etHon 3anucy Active Directory

Kak 06bl4HO, HAYHEM C YCTAHOBKWN HEOOXOANMbIX NAaKETOB

$ sudo apt install krb5-user

Ecnv npu ycTaHOBKe CUCTEMbI HE YCTaHaB/IMBaAM Samba, TO camoe BpeMs caenaTb 3TO
$ sudo apt install samba

M ewe moxeT NoHagobuTbCA, @ MOXKET HET, HO Nlyylle YCTaHOBUTb

$ sudo apt install libpam-krb5

HacTtpoum DNS

DNS notpebyeTca Ham gns Toro, 4To 66l cepBep Mor obpallaThCa K pecypcam JI0KasbHON CeTU Mo
NOrNYECKMM NMEHaM.

CHavana pa3bepemcs C MMEHeM CamMoro cepsepa
$ sudo nano /etc/hostname

B 3TOM thaiine f0mKHO BbiTh YKa3aHO UMS KOMMbOTEPA, AAHHOE eMy MpPY YCTAaHOBKE ONepaLMoHHON
cucTembl. ECM No KaKUM-TO MPUYMHAM TaM He OHO - UCMpaBbTE.

Tenepb Hay4MM ero HaxoAnTb CamMoro cebs No cBOeMy KOPOTKOMY M MOJSIHOMY IOMEHHOMY UMEHM.
$ sudo nano /etc/hosts
34€eCb HY>KHO CONOCTaBUTb MMeHa C IP agpecom noboro ceTeBoro cCoeMHeHUs, HanpuMep, Tak

127
127

localhost

.0.0.1
.0.0.1 myserver.domain.ru myserver

Tenepb cobcTBEeHHO HacTpomM DNS. [lonycTuM, KOHTPOIIEP AOMEHA Y HAC HAaXo0ANTCSA Ha agpece
192.168.0.1. Ecnn IP agpec 3apaeTcs CTaTUYECKN, feflaeM TakK

$ sudo nano /etc/resolvconf/resolv.conf.d/head

1N NPOMNMCbIBaeM NMeHa 1 agpeca

domain domain.ru

search domain.ru
nameserver 192.168.0.1
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Ecnn ecTb ewwe oguH cepeep CJ'Iy)K6bI UMeH B foMeHe, obaBbTe B cpa|7|n elie oaHy CTPO4KY
nameserver C ero agpecom.

Mpwn nony4veHnn IP agpeca ot DHCP ro naee Bce JO/KHO HAaCTPOUTLCA aBTOMATUYeCKN, HO eCTb
HI0AHCbI, 3aNMUCN OOMEHa MOryT He onpefennTbCs. cnpasnsem

$ sudo nano /etc/dhcp/dhclient.conf
Nobasnsem 3anucb foMeHa
supersede domain-name "domain.ru";

YT106bI 06aBNTL eLle 0AUH cepBep CNyXObl UMEH IOMEHa Hax0A4MM B 3TOM (haine CTpoKy prepend
domain-name-servers, paCKOMMEHTMPYEM €€ 1 yKa3blBaeM HYXHbIN IP agpec.

Mepe3anycTum ciyxby cetu
$ sudo /etc/init.d/networking restart

HDOBepI/IM, 4TO Y HacC noay4nnocs. I'Ionp06y|7|Te NMMHIaHYTb KOHTPOJI1EP AOMEHA MO KOPOTKOMY M
nojioMy nOMeHHOMY UMEHN NMEHWN, OOMYCTUM E€ro 30ByT server

$ ping server
$ ping server.domain.ru

CHMHXPOHU3UPYEM YacChl

YyTb nanee mbl bBynem ncnosib3osatb NPOToKo Keberos, a ons ero KoppekTHON paboTbl BaXKHO, HTO
Obl CUCTEMHbIE YaCbl KOHTPOJIJIEPa JOMEHa M Hallero cepsepa Oblin CUHXPOHMU3MPOBAHbI.

3aberas elle ganee CKaXem, YTo AJ1sS aBTopu3aLmmn nonb3osaTtenen 1C:Mpeanpuatre Yepes
y4eTHyto 3anuck Active Directory Hy>XHO 4TO Obl 11 Yacbkl paboynx CTAHUMIA BbINN CUHXPOHU3MPOBAHDI
C KOHTPOJINEPOM [OMEHa.

YCTaHOBMUM 4acOBOro AeMOHa, KOTopbIn ByaeT nepnoanyeckn CUHXPOHN3MPOBaTb BPeEMS C
KOHTPOJ1I1EPOM JOMeHa no npoTokosy NTP

$ sudo apt install ntpd

HaCTPOeM ero

$ sudo nano /etc/ntp.conf

YKa>XeM NCTOYHNK TOYHOIrO BPEMEHU B JOMEHE - KOHTPOJIIEP AOMEHA
server server.domain.ru

1 nepesanycTuMm
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$ sudo /etc/init.d/ntp restart
HacTtpoumMm aBTopu3auuio yepes Kerberos

OTKpblBaeM KOH(MOUIypaLMOHHbIN (ainn
$ sudo nano /etc/krb5.conf

/A npuBoamM ero Kk Takomy BUAY, pasymeeTcs 3aMeHAs nMeHa 1 IP agpeca Halero npumepa nof Csou
ycsoBusa

libdefaults
default realm = DOMAIN.RU # 3arnaBHbiMu BykBamu
kdc_timesync 1
ccache type = 4
forwardable = true
proxiable = true
v4 instance resolve = false
v4 name convert

host
rcmd host
ftp ftp
plain

something something-else

fcc-mit-ticketflags = true

realms
DOMAIN.RU
kdc server # cepsep cnyxbbl UMeH
#kdc dns-server # BTOpOWN CepBep UMEH, eC/in ecTb
admin server server # KOHTpoOJIep oOMEHa
default domain DOMAIN.RU # 1MA JOMeHa yKa3blBalTe UMEHHO Tak -

3alJlaBHbIMU 6yKBaMI/I

domain_ realm
.domain.ru = DOMAIN.RU
domain.ru = DOMAIN.RU
login
krb4 convert = false
krb4 get tickets = false

B Linux, B oTimymm oT Windows, pernctp byke nmeeT 3HaveHue. Hanpumep, B 04HON narnke
COBEpPLUEHHO CMOKONHO MOryT HaxoauTcs ABa anna file.txt u File.txt, n HUKTO He NomelwaeT
co3pfaTh elle napy FILE.txt u file. TXT. ObpaTuTte BHMMaHME Ha HanNnUCaHWe UMEHN AOMEHa B
KOH(MIypaLMOHHOM (haisie - 3TO BaXKHO!
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MpobyeM BONTM B JOMEH KaK ero nosib3oBaTesib ivanov
$ kinit ivanov@DOMAIN.RU

Ecnn BCe HacTpoeHO NpaBWJIbHO, CUCTEMA 3aNpPOCUT NapoJib NOJIb30BaTeNd AOMEHa 1 Bbl He yBuanTe
HUKakKnx coobweHnin 06 owmnbkax. MocMoTpeTb NONYyYEHHbIN BUNET MOXKHO KOMaHAOM

$ klist

OH BbIFISANT NPUMEPHO TakK

Valid starting Expires Service principal

15.02.2017 23:08:18 16.02.2017 09:08:18 krbtgt/DOMAIN.RUGDOMAIN.RU
renew until 16.02.2017 23:08:07

/I oH Ham 6obLUe He HYXXEH, yYaaauM ero

$ kdestroy

HacTtpoum Samba u BKNlOYMM cepBep B A,OMEH

Mbl y>Ke HEMHOIro HacTpauBaan Samba ana Toro, 4710 6bl Ham 6bI10 yA0OHEe KoNMpoBaTb
ANCTPUOYTUBLI MO CETU. DTN HACTPOWKKN ByayT nonesHbl B Oyayuiem npm 06HOBAEHUN NNAaTHOPMbI
1C:Mpennpuatune, octaBbTe UX. B 3TOM pa3gene onucaHbl 4pyrue HaCTPOMKMK.

OTKpblBaeM tann KoHpurypaumm Samba
$ sudo nano /etc/samba/smb.conf

I npvBOAUM €ro NPUMEPHO K TaKoMy BUIY

global
workgroup DOMAIN # 3arnaBHbIMK OyKBaMu
realm DOMAIN.RU # 3arnaBHbIMU BykBamu
security = ADS # aBTOpmM3auus 4yepe3 Active Directory

encrypt passwords true # cwudpoBaHMeM naposen

dns proxy = no
socket options = TCP NODELAY

domain master = no # 3TOT 610K HAaCTPOEK YKA3bIBAET, YTO Mbl HE FJlaBHbIE B
LLOMeHe

local master = no

preferred master = no

os level 0

domain logons no

load printers no # npuHTepamu ynpasnsTb He byaem
show add printer wizard no
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printcap name = /dev/null
disable spoolss = yes

# nobaBbTe ctoga 6710KM U HACTPOWMKK, KOTOPbIE Mbl JieNann B pa3aesie YCTaHOBKU OnepaLnoHHON
CUCTEMBI

MpoBepyM NpPaBMSIbHOCTb HAaCTPOEK

$ testparm

Ecnn ownboK HET, 1 NpaBUIbHO yCTaHOBMIEHA POJib
Server role: ROLE DOMAIN MEMBER

TO Mbl FOTOBbI BKJIIOYNTLCS B OMEH, pa3yMeeTCs, eC/N 3HaeM Naposib aAMUHUCTPATOPa AOMEHaA
domainadministrator

$ sudo net ads join -U domainadministrator -D DOMAIN
Ecnwn Bbl BUANTE HEYTO NOXOXKEE Ha

Using short domain name -- DOMAIN
Joined 'MyServer' to dns domain 'domain.ru'’

TO no3gpasnsemM, y Bac Bce nony4mnocs, Bel B LoMeHe!

ABTOopusauusa nonb3osateneun 1C:Mpepnpusatue Ha Linux cepBepe yepes
Active Directory

B knimeHT-cepBepHOM BapuaHTe paboTel 1C:Mpeanpuatue ayTeHTUdUKaLMA Nosb3oBaTenemn
npom3BoANTCA Ha cepepe. Ecan cepsep paboTaeT nog ynpasneHmem Windows, To oH 6e3 npobnem
nony4aeT HyXHble nNpaBa Ans Toro, 4To bbl NpoBepuTh y4eTHyto 3anucb Active Directory.

B Linux nena obctosT nHave. Cepsep 1C:MpeanpuaTtre y Hac paboTaeT nog y4€THOM 3anuncbio
usrlcv8, KoTopas umeeT Kakue-nmbo NpaBa TONLKO B NpeAenax Halero linux-cepsepa. B nomeHe y
3TOro linux-nosib30BaTesia HeT HUKAKMX NpaB, COOTBETCTBEHHO cepBep 1C:Mpeanpuatmne He MoxeT
nonay4uTb HUYero ot Active Directory.

Y70 6bl NCNPaBUTL 3Ty Npobnemy cepeepy 1C:MpeanpusaTre Hy)KHO BblAATb CNeLnanbHbIn «buneTs»
COMOCTaBWTb €ro ¢ nosib3oBaTtesieM Active Directory no npoTokony Keberos.

Co3panTe Takoro nosb3oBaTens B Active Directory, Ha3oBuTe ero, Hanpumep, Linux1lcv8. MpaBa 'y
Hero MoryT 6bITb coBepLLUEHHO Ntobble, FNaBHOE, Y4TO Bbl B HACTPOMKAX €ro y4eTHon 3anucu boina
oTkNo4eHa onuna Use DES encryption types with this account.

BbinonHsemble Ha cepeepe 1C:MpeanpuaTne onepaunn B goMeHe byayT nMeTb NpuMBUAErnn MMEHHO
3TOro nosib3oBaTtena. Jante 3TOMy NoJib30BaTESIO NPaBa Ha YTEHME 1 3anucb CETEBbLIX PECYPCOB, C
KoTopbIMK Bbl nnaHnpyeTe paboTaTb Yepes cepeep 1C:Mpeanpustrne. 3To MoryT 6biTb, Hanpumep,
KaTanorn gna obmMeHa AaHHbIMU C APYrMMU UHOPMALMOHHBIMU CUCTEMAMMN.
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Tenepb HaM noTpebyeTcs KoMaHAHas cTpoka Windows pabo4yen cTaHUUKU, BKAKOYEHHOW B OMEH
yTunuta ktpass, HanTu ee MOXXHO B nakeTte «Windows Support Tools» cepsepa nnan «CpeacTtea
yOANeHHOro agMUHUCTPUPOBAHUA» MONHOMYHKLMOHAbHbBIX BEPCUIN HAacToNbHbIX Windows. ITa
YyTUANTA reHepupyeT cneumasbHbii KoY, KOTOPbIN He-windows CUCTeMbl MOFYT UCMOJb30BaTh O
aBTOpM3aLMM B OMEeHe no npoTokoay Keberos.

Coenaem 310

ktpass -princ linuxlcv8/myserver.domain.ru@DOMAIN.RU -mapuser usrlcv8 -pass
<naposb AD nonb3oBatens> -out usrlcv8.keytab

BoT TyT cnenyeT yoenuTb ocoboe BHMMaHME UMeHaM NnoJib3oBaTesien. ITON KOMaHLOoW HaM HaJo,
410 bkl B (hann usrlcv8.keytab 6bin 3anmncaH KY, C NOMOLLbLIO KOTOPOro linux-nonb30BaTenNb
usrlcv8 4yepes npotokon Keberos byneTt npencrasieH B 4OMEHe Kak NoJsib3oBaTenb AD
linuxlcv8@domain.ru Boweawni B LOMEH C XoCTa myserver.domain.ru

MonyyYeHHbIN hann nepemMecTuTe NoO CETU B AOMALLHIOKW Nanky Ha linux-cepsep \\myserver\user.
A Ha cepBepe ero Hy>KHO nepemMecTUTb B KaTasor, rae yctaHosneHo 1C:Mpeanpnsatue, NnoMeHATb
emy Bnagenbla 1 Ha3Ha4ynTb 6e3onacHble npaBsa

$ sudo mv /home/user/usrlcv8.keytab /opt/1C/v8.3/x86 64
$ sudo chown usrlcv8:grplcv8 /opt/1C/v8.3/x86 64/usrlcv8.keytab
$ sudo chmod 600 /opt/1C/v8.3/x86 64/usrlcv8.keytab

MpoBepuM, BCe N CAESIaHO NMPaBUJIbHO
$ sudo -u usrlcv8 Kklist -e -k -t /opt/1C/v8.3/x86 64/usrlcv8.keytab
Ecnn Bbl BUAUTE HEYTO MOXOXKEe Ha

Keytab name: FILE:usrlcv8.keytab
KVNO Timestamp Principal

4 01.01.1970 03:00:00 usrlcv8/myserver.domain. ru@DOMAIN.RU (arcfour-hmac)

To y Bac Bce nony4nnock, no3apasnsem!

®ann .keytab Hy)xHO cagenaTb TOMbKO A1 OAHOrO Nosb3oBaTens AD, B HalleM npuMmepe 310
linuxlcv8@domain.ru. He Hago genaTb Takue hannbl 415 BCeX y4eTHbIX 3anuncen AD nonb3oBaTenen
1C:MpepnpuaTtue

B 1C:MNpennpusatum ana astTopmsaumm yepes Active Directory y4eTHble 3anmMcu HY>XHO yYKa3blBaTb
ManeHbKUMy 6ykBaMu 1 C MONHBLIM HaMMeHOBaHWEM floMeHa, BOT Tak: \\domain.ru\ivanov

NMyonukauusa Ha Beb-cepBepe Apache

cnonb3oBaTb 04MH M TOT XXe CepBep B KavyecTBe cepsepa npunoxeHun (a Takxe CYB) n web-
cepsepa 6e30nacHO TOLKO B 3aKPbITOW CeTu npeanpuatns MHTparHeT. Ona nybnnkauum B UHTepHeT
npaBWJbHO BydeT NCnonb30BaTb OTAENbHLIN web-cepBep 1 pa3mMecTuTh ero 8 DMZ

1C:Npepnpuatne pennsos Ao 8.3.9 nogaepxunsano nybankauno nHMopMaLUnoHHon 6asbl Ha Beb-
cepsepe Apache Bepcun He Bbilwe 2.2. na ncnosib3oBaHna Apache 2.4, BKJIKOYEHHOr0 B perno3nTopum
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Ubuntu 16.04 LTS obHOBMTECH A0 aKTyaslbHOr0 pesn3a TEXHONOrMYeCKOon NaaThopMbl
1C:MpepnpuaTue.

Kak Bcerga, Ha4yMHaeM C YCTaHOBKMN HY>XXHbIX HaM nakeToB. Ecnn Bbl pa3BopaymBaeTe 0TAE/NbHbIN
cepsep Ans web-nybamkauum, npu yCTaHOBKE Ha HEro onepauyMoHHON CMCTEMbl 40CTaTOYHO YKa3aTb,
4yTO 3TOT cepBep byneT paboTaTh kak LAMP (Linux Apache MySQL Php).

Ecnn cepBep yxe ycTaHoBsieH be3 Apache

$ sudo apt install apache2

YTOYHUM, YTO Mbl YCTAHOBMAN U3 PENO3UTOPUSA

$ apache2 -v

3anomMunHaeM Bepcuio

Server version: Apache/2.4.18 (Ubuntu) Server built: 2016-07-14T12:32:26

2.4 - 5TOT HOMep BepCUM HaM HY>XHO ByfeT yka3aTb npu nybankauum, COOTBETCTBEHHO B NapameTpe
nybavkauum ykasbiBaem -apache24. Bce ocTanbHble NapaMeTpbl YKasaHbl 415 yCTaHOBKU Apache
2.4 no-yMon4yaHuio.

$ sudo /opt/1C/v8.3/x86 64/webinst -apache24 -wsdir baselc -dir
/var/www/html/baselc -connstr "Srvr=myserver;Ref=baselc;" -confPath
/etc/apache2/apache2.conf

$ sudo service apache2 restart

MposepsieM, 3axoanmM Yepes bpaysep http://myserver/baselc v sBugum seb-knmeHTa
1C:MpepnpuaTue.

Onybnukyem Beb-cepBuChl. YTUAMTa webinst 3Toro He caenana, a 3Ha4YUT NpUAETCsA caenaTb 370
caMuM. 119 3TOro Hy>XHO OTpedakTupoBaTb hann nybankaumm nHgopMaumMoHHon 6asbl, CO3a4aHHbIN
3TON YTUANTON

$ sudo nano /var/www/html/baselc/default.vrd

B 3ToT XML ¢hann nocne 6noka, onmcbiBatoLLEr0 NOAKMOYEHNE K MHDOPMaLIMOHHON Ba3e HYXXHO
n06aBuTb 6710KK € onncaHnem nybsmkyemMbix Beb-cepBrCOB MH(OPMaLMOHHOW Ba3bl, Hanpumep, 4N
paboTbl MOBUALHOrO NpuoXKeHnsa 1C:3akasbl C NOAAEPXKMBAEMbBIMU KOHPUTYPALMSAMUN HY)KHO
onybnnkosaTb Beb-cepsuc CustomerOrdersExchange. MNoapobHee cM. nHpopMaLnio B
JOKYMeHTauuun K NpukJagHoMy peLleHunio Ha nnatgopme 1C:Mpennpustue.

Mocne n3MeHeHWn B KOH(OUIypaLMOHHbIX (harnax He 3abbiBanTe nepesanyckaTb Apache.

Mbl HacTpounu nybankKauunio nHpopmaLnoHHon 6asel No npoTokoay HTTP. 3To BNosHe roanTcs Ans
WHTpaHeT, HO HY B KOeM CJlydae He nybankyinTe Tak 6a3sy B OTKpbITOM focTyne B ceTu NHTepHeT. Mo
npoTokony HTTP BCe AaHHble, B T.4. MapoJin NoJib30BaTesien nepefatoTcs B He3alnppoBaHHOM
Bnae. Obs3aTenbHO HacTponTe 6e3onacHbin NpoTokoa HTTPS
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Hactpouka HTTPS

[nsa coBceM npaBuabHOro 1 6esonacHoro Aoctyna no NpoTokoay HTTPS HY>XHO nony4nTb LU poBoi
cepTudUKaT, NnoanNucaHHbIN yaoctosepsowmm LeHTpom (Certificate Authority). Takmne cepTudumkaTsl
rapaHTMPYIOT He TOJIbKO WngpoBaHme Tpaduka Mexay KIMEeHTOM 1 cepBepoM, HO 1 obe3sonacaT
BaLUMX MONb30BaTeNen 0T Kpaxkm naposien, ocobeHHo, ecnm oHM ByayT NoAKN0YaTbCsH U3 NyBANYHbIX
wi-fi ceTen.

Takoii cepTudUKaT MOXKHO NPMOBPECTN NPAKTUYECKN Y N0BOro XOCTUHr-NPoBanAepa, MHorve
npeanaratoT Nnep.biii BbiNyCcK 6a30BOro cepTudukaTa CPOKOM AeicTeus 3 nam 12 mMecsues
6ecnnaTtHo. CTOMMOCTb NPOAJIEHNS HAYMHAETCS NPUMepPHO oT $50, B 3aBUCMMOCTY OT OMLMNA.

Ewe BapuaHT - NONYy4YNTb CepTUDMKAT LLeHTpa cepTudukaumm Let's Encrypt. Ero Beinyck u
npoAfieHne coBepLUeHHo becnnaTHbl. CepTUgUKaT BbiMyCcKaeTCs CPOKOM Ha 3 MecsLa, 3aTo npouecc
€ro BblMycka, NpoANieHns U YCTaHOBKK B Beb-cepBep Apache NosHOCTLIO aBTOMaTU3MPOBaHbI.

30ecCb XXe Mbl OnuLIeM BbIMYCK T.H. CaMornoanmncaHHoOro CepTI/I(pI/IKaTa.

HWKTO, KpoMe Bac He CMOXXeT NPoBepuUTb NPaBUJIbHOCTb CaMOMOLMNUCAaHHOIo cepTudmKaTa 1 npu
NoOKOYEHUN K MHGOPMaLMOHHON Ba3e y nofb3oBaTens He ByaeT HUKAKOW rapaHTumM, YTO OH
noakaYaeTcs MMeHHO K Bawemy cepsepy. Tpatuk byneT WwWngpoBaTbCs, Tak 4TO 3TO
OTHOCMTeNIbHO He3onacHo

Co3pagum SSL cepTudmkaTt

$ openssl req -new -x509 -days 365 -keyout myserver.key -out myserver.pem
Ykaxute PEM pass phrase - naposib NnpuBaTHOro Kjto4a. Ha ocTasibHble BOMPOChl MOXKeTe
oTBeYaTb Kak yrogHo, kpome Common Name (eg, YOUR name) []: - TyT cnefyet ykasaTb
LLOMeHHOe nMs canTa. B pe3ynbTaTe B JOMaLUHEN Nanke nosasuTca ABa anna myserver.key -
NPVBaTHLIN KJIIOY M myserver.pem - nybanyHbin cepTudukaT. YTo 6bl Apache npu 3arpyske He
cnpaLwmnsan HEMOHATHO Y KO0 Naposib NPUBATHOMO KJk04a, CHUMEM ero

$ cp myserver.key{, .orig}

$ openssl rsa -in myserver.key.orig -out myserver.key

$ rm myserver.key.orig

MepemecTM nx B 6e3onacHoe MeCcTo U HaCTPOMM NpaBa AOCTyna ToAbKo Ans root

$ sudo mv myserver.pem /etc/ssl/certs/

$ sudo mv myserver.key /etc/ssl/private/

$ sudo chmod 0600 /etc/ssl/private/server.key

Mepexoaum K HacTporkam Apache, BkJilo4aeM nopnaepXxky SSL

$ sudo a2enmod ssl

W HacTpamBaem poctyn no HTTPS. OTKpbiBaeM (haitnn KOHOUrypaLum canTa no-yMoa4aHUo

$ sudo nano /etc/apache2/sites-enabled/000-default
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n nNpmnBoanM €ro K Takomy smnay

<VirtualHost *:80>
# lMNepeHanpasum Bce noctynatowme no HTTP 3anpocel Ha HTTPS xocTt
Redirect / https://mysite.ru/ # mysite.ru - 370 gomeHoe nms nan IP
ajpec Ballero canta
</VirtualHost>

<IfModule mod ssl.c>
<VirtualHost *:443>
ServerAdmin webmaster@mysite.ru

ServerName mysite.ru
DocumentRoot /var/www/html # OTO0 NyTb MO-yMOJIHaHWUIO

ErrorLog /var/log/apache2/mysite.ru-error.log
CustomLog /var/log/apache2/mysite.ru-access.log combined

# SSL
SSLEngine on
SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key
</VirtualHost>
</IfModule>

Mepe3anyckaem Apache
sudo service apache2 restart

[oToBO!

Mbl NOIHOCTbLIO 3anNpeTuan NCnosib30BaHne He3aluweHHoro npotokosaa HTTP. Bce 3anpocel,
nocTynawwme Ha Hero 6yayT nepeHanpanasaTbCcs Ha HTTPS

IT0 elle He Bce, Bbl ocTaeTech yA3BUMbI, HaNnpuMep, 415 aTaku nocpefHuKa, nogpobHee cM. B
OTOEeNbHON CTaTbe.

Pe3epBHOe KonupoBaHue

B knneHT-cepBepHOM BapuaHTe paboTel 1C:Mpeanpuatne pesepBHOE KONMPOBaHNE NPOM3BOAUTCS
cpeacteamm CYBM. T.k. CYB[ PostgreSQL y Hac Tenepb paboTaeT Ha Linux-cepeepe pe3epBHoe
KOMMpoBaHme byaeT BbINONHATLCA CKPUNTAaMN Ha 3TOM CepBepe

Pe3epBHOe KonupoBaHue B PosegreSQL BbinoaHaeTcs yTunuton pg dump. MoapobHas cnpaeka no
CUHTAKCUCY BbIBOANTCS KOMaHAO0M

$ pg dump --help

Hanpumep, 4To 6bl caenaTb pe3epBHYto Konuio 6a3bl baselc HyXXHO BbINOAHUTL TaKyto KOMaHay
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$ pg dump -f baselc.sql.tar -F t -d baselc -h localhost -U postgres

ObpaTnTe BHUMaHWE, 3anycK yTUANT Pe3epBHOr0 KOMMPOBAHMS U BOCCTAHOBEHUS MPOU3BOAMUTCS He
OT cynepnosib3oBaTens, 6e3 KoHCTpyKumuy sudo. ®ain 63kana ByaeT chopMMPOBaH B TEKYLLEM
KaTaslore u ero Bnagesbliem 6yaeT nosib3oBaTeb

[lns BoccTaHoBeHMsi B6a3bl U3 apxuBa, CO34aHHOIr0 KOMaHAoN pg dump UCNONb3YeTCs KOMaHAa
pg restore. MoapobHas cnpaBka no CUHTaKCucy

$ pg restore --help
Mpumep BoccTaHoBeHMA ba3bl baselc n3 63kana baselc.sql.tar

$ pg restore -d baselc -F t -U postgres baselc.sql.tar

He nbiTaTecb BoCCTaHOBUTL 63kan B 6a3y, noaknoyeHHyo K cepsepy 1C:MpeanpuaTue.
BoccTaHaBnMBaTb HY>XXHO B HOBY1O 6a3y, Moc/ie BOCCTAHOBNEHMSA B KOHCOM YNPaB/eHNS CEPBEPOM
1C:MpepnpuaTue nepenofKNo4nTb AN BOCCTaHaBAMBaeMon MHopMaumnoHHon 6asbl 1C 6asy
AaHHbIX PostgreSQL

Bakan coxpaHWncs B flOMaLLUHEN Nanke nonb30BaTenNs, 3TO Nyylle, YEM HUYEro, HO XPaHUTb
pe3epBHble Konun 6a3 AaHHbIX Ha caMoM cepBepe 6a3 AaHHbIX CIMWKOM CaMOyBepeHHO. Koraa-To
[1IaBHO pPe3epBHbIE KOMWU AeNaal Ha IEHTbI CTPUMEpPa 1 YBO3WIUN UX KyAa Nnofasblue B HaleXXHoe
mMecTo. Ceivac ans pe3epBHOro KONMpPOBaHUS UCMONb3YOTCS ceTeBble uan 061avyHble NAS
XPaHWNLLA, PACMONIOXKEHHbIE B TAKOM HaleXXHOM MecTe. B Hallem npumepe KonvpoBaHue byneT
BbINOJIHATLCS Ha ceTeBoe NAS xpaHunuLlie, BKIOYEHHOE B JOMEH NoJ CETEBLIM UMEHEM Nas.

Obecneymm K HeMy [OCTYN Hallero nosb3oBaTtens. B Active Directory co3gaaum nonb3oBaTens
backupuser, nagmMm eMy npaBa Ha 3anucb B nanke, rae bynem ckiaabiBaTb pe3epBHbIE KOMUN.

MpoYrM Nob30BaTENSIM MOSHOCTbLIO 3aNpPeTUTE AOCTYN K 3TON Nanke Uy 0CTaBbTe NpaBa TOJIbKO Ha
yTeHune. Tak pe3epBHble konun ByayT uenee.

MPYMOHTMPYEM CeTeBYIO Namnky, CHa4yana cCo3aaanMM TOYKY MOHTMPOBAHWA
$ sudo mkdir /mnt/nas

3aTeM HaCTPOMM aBTOMaTUYeCKOE MOHTUPOBAHMWE NPY CTapTe CUCTEMbI, A1 YEro CHavana Co3aafnm
haln-MaHaaT Ha NOAKJIIOYEHNE K CETEBOMY XPaHWANLLY

$ sudo nano /root/.smbcredintals
MponucbiBaeM B hann napaMeTpbl NOAKIOYEHNS
username=backupuser
password=backupuserpassword
domain=domain. ru

N CKpoeM ero ot NOCTOPOHHUX rna3

$ sudo chmode 0600 /root/.smbcredintals
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Mponuwiem NOAKAI0YEeHNe CETEBON Nanku nNpu ctapTe CUCTEMbI
$ sudo nano /etc/fstab
B KOHeL, (hanna gobasnsem

//nas/backups /mnt/nas cifs
credentials=/root/.smbcredentials,dir mode=0777,file _mode=0777 0 0O

N aeM KOMaHAy NPUMOHTMPOBATL BCE, YTO Mbl MPONMCanm
$ sudo mount -a

B pe3ynbTaTe B TO4Ke MOHTUPOBaAM /mnt/nas [o/mKHa NOSBUTLCA Nanka ceTeBoro XpaHunuuia
\\nas\backups, Kyia MOXXHO CKJlaflblBaTb pe3epBHble KOMuu.

[N4 BbINOJIHEHNA aBTOMaTUYECKOr0 PE3ePBHOI0 KOMMPOBAHNA HY)XHO CO34aTb CKPUMT, KOTOPLIN
OyLeT 3anycKkaTbCa N0 pacnnCcaHnIo 4EMOHOM Cron. K cHacTblo, NUCaTh 3TOT CKPUMKU CaMOMy He
HY>HO, B coobLiecTse PostgreSQL y>xe HanmcaHo MHOI0 TakUX CKPUNTOB, PEKOMEHAYI0
MCMN0/1b30BaTb KAHOHMYECKU CKPUNT.

AnbTepHaTWBHbLIN BapuaHT - ycTaHoBUTb Webmin - Beb nHtepdenc ons agMUHUCTPUpOBaHnA Linux-
cepBepa, 1 y)Xe C ero NoMoLLbio HaCTPOUTbL Pe3epBHOE KonnpoBaHue B cyxbe PostgreSQL

Ncnonb3ynte ckpunt pg_backup rotated.sh, oH coxpaHseT pe3epBHble KOMUKN 3a HECKOIbKO
LHEeN, aBTOMaTUYeCKn yaanas ctapble Konuu.

Co3panTe B fOMalLLHel nanke nosib3osatens ann pg backup rotated.sh u pasmectute B HeMm
CKPWMT MO YKa3aHHOW Bbllle CCbIJIKE.

He penante 310 B Windows pefakTopax. M3-3a pa3nun4ymsa B cny>KebHbix CMMBOJIaX, 0603HavatoLWmnx
KOHeL, cTpokun B Windows 1 Linux nHTepnpeTaTop cKpunToB bash byaeT BbiaaBaTb OWNOKMN.

YcTaHoBUTE Ans 3TOro hanna npm3Hak UCNoJSIHAEMOCTH
$ chmod +x pg backup rotated.sh

B ToM e KaTanore co3gante ann HacTpoek pg backup.config v 3anonHuTe ero Kak no
YKa3aHHOW Bbille CCblIKe. BCce HAaCTPOMKM MOXXHO OCTaBMTb MO YMOJYaHUIO, KpoMe

BACKUP DIR=/mnt/nas/
MpoBepbTe paboTOCNOCOOHOCTL, BLIMOMHNTE KOMaHAY
$ ./pg backup rotated.sh

Ecnum He yBnaenn HMKaKux owmnboK 1 NpoLLecc KONMpoBaHMA MoLLEN, TO BCE CeNaHO0 NPaBUIbHO,
MOXHO MOCTaBUTb 3afavyy B pacnuncaHune. PegakTupyem 3agaHus ana eMoHa cron

$ crontab -e
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nobaBnsem CTPOYKy C 3af,aHNEM
0 19 * * 1-5 /home/user/pg backup rotated.sh

Pe3epBHOe KonupoBaHme byaeT BbiNoNHATHCA B 19:00 ¢ noHeeNnbHUKA NO NATHULLY.

Mo3apasnsem! ToNbKO YTO Bbl CIKOHOMWUAM MHOTMO ThiCAY pybsien Ha nuueH3usax Microsoft.
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