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YctaHoBKa 1C:Mpepnpuatue 8.3 Ha Linux
cepsep

B 3TOoM cTaTbe Mbl NocTapanuck cobpaTb Hanbosiee NONHYIO MHOPMaLMIO MO YCTaHOBKE CepBepa
npunoxeHuin 1C:Mpennpuatue B cpefe Linux ¢ ucnonb3zosaHmem CYB[ PostgreSQL n nybnvkaunen
NH(opMaLmoHHon 6a3bl n Beb-cepBrncos Ha Beb-cepeepe Apache. PaccmaTpuBaeTtcs Hanbonee
noNHasa yCTaHOBKa cepBepa B AomeH Microsoft Windows. MNonb3oBaTenn paboTatoT Ha paboymx
CTaHumax B cpene Windows, asTopusauma B cucteme 1C:MpepnpuaTtue nponssoauntca vyepes Active
Directory.

MnaH pabot

YCTaHOBNTbL OMepauynoHHY0 CUCTeMy

YcTaHosuTb CYB[ PostgreSQL

YcTtaHoBuTb cepep 1C:Mpennpusatue
3aperncTpupoBaTb CepBep B lOMeHe

Ony6nmkoBaTb UHDOPMaLNOHHYI0 6a3y n Beb-cepBuchl
HacTponTb pe3epBHOe KonupoBaHue

oV hswWwNE

Mepen Havanom paboT TPe3BO OLEHUTE CBOM CUAbI. [115 NOATOTOBAEHHOrO CNeunanmcTa Bce
nepeyncyieHHbIe HUXXe ornepaLmmn 3aiMyT He 6osiee NooBMHbI paboyero gHA, Npu 4em 6onblias
4aCTb 3TOr0 BPEMEHW YAET Ha 0XKMAAHWNE 3aBEPLUEHNS ONepaLniA KONMMPOBAHNS, YCTaHOBKM,
3arpysku un T.m.

Ecnm ycTaHOBKa Npon3BOAMTCS NOBEPX y)Ke paboTatowen CUCTEMbI, CAENTANTE Pe3epBHYIO KOMUIo,
Hanpumep, coxpaHuTe obpa3 AnMCKoB. ECam 4To-TO NonaeT He Tak, Bbl cMoXXeTe 6bICTPO
BOCCTAHOBUTb MPEXHI0 paboTocnocobHOCTb CUCTEMBI

YCcTaHOBKa OnepauuoHHOW CUCTEMDbI

MoopepxuneatoTca Hanbonee nonynsapHele deb (Ububtu, Debian n np.) n rmp (CentOS, Fedora v np.)
ANCTPpNBYTUBLI. Kakux-nnbo SBHbIX peKoMeHaLui rno BbIbopy TOro nanm nHoro guctpubyTtmea Linux
He cyliecTByeT. PekomeHayeMm BbibpaTb Hanbonee 3HakoMbIn Bam guctpubyTus, B Hawem ciyyae
370 Ubuntu akTyanbHOW Ha MOMEHT HanucaHusa ctaTbh Bepcun 16.04 LTS, Bce aanbHenwee
onuncaHme byaeT 0CHOBLIBAaTLCS MMEHHO Ha 3ToM Bblibope. Ecniv Bil Boibpanun gpyron deb-based
AncTpnbyTus, TO BCE ONMCAHHOe NOAONAET U ANd Hero, rmp-based AncTpmbyTBLI MCNONL3YIOT
Lpyrve KoMaHabl 419 yrnpaBaeHna nakeTamu, y4uTbiBaTe 3TO NpU aganTauum cTaTbl 4S19 CBOUX
uenen. Ckavante auctpmnbyTtus Ubuntu Server. MpumeHuTensHo K Ubuntu xxenaTtenbHo
ncnonb3oBaThb LTS AncTpmbyTMBbI, OHW BbIMyCKalOTCA pa3 B ABa rofa v NOAAEP)KMBAIOTCS B TeYeHmne
5 net. AnuctpubyTtme pacnpocTpaHseTcs B Buae ISO obpa3a 3arpy304HOro AnCKa, MOXHO 3anuncaTb
obpas Ha DVD auck, Ho ropa3fo yaobHen noAroTOBUTL 3arpy304HY0 (haeLLKy.

B cepsepHom ancTtpubyTtmee Ubuntu oTcyTcTBYeT rpadmnyeckas ob6onoyvka. YCTaHOBKa U
nocnepytowas HacTpornka byaet Npon3BoAMTCA B KOMaHAHOW KOHCONIW. He Hafo yCTaHaB/MBaTb
rpaguryeckyto 060104Ky, XOTb 3TO 1 NPOCTO, HO COBEPLUEHHO HECCMbIC/IEHHO, OHA HUYEM He
NOMOXXeT B HacTporke. nsd yanobcTBa aoMUHNCTPUPOBAHNS MOTOM MOXKHO YCTaHOBUTb, Hanpumep,
Webmin

JINHEPWUC - https://wiki.lineris.ru/


https://www.ubuntu.com/download/server
https://rufus.akeo.ie
http://www.webmin.com/

Last update: 2019/07/29 18:21 linux_server https://wiki.lineris.ru/linux_server?rev=1564424491

CaM npouecc yCTaHOBKM AOCTAaTOYHO NpocT. MHcTannsTop byaeT 3afaBaTh BaM pasnunyHble
BOMPOCHI, BaM HY>KHO Ha HMUX OTBEYaTb, TEM CaMblM BbIOUpPas Kak yCTaHaBMBaTb ONePaLMOHHYIO
cuctemy. BHavane Bam npennoxat BelibpaThb A3bIK 1 CTPaHy, 4aCoOBOMN NOsC, BbibnpanTe B
COOTBETCTBUM CO CBOMMM NPELNOYTEHNSMU.

WHcTannaTop npeanoXxuT Bam pasmMeTnTb AMCKK NOA ONEPALIMOHHYI0 CUCTEMY. ITO CaMblil BaXKHbIiA
BOMPOC B yCTAaHOBKE. BHUMaTENbHO 03HAKOMbTECH C HUXXECEAYOLMMI PEKOMEHAALINAMM,

Ecnm y Bac oauH gumsundeckmnin guck (mnm RAID-mMaccuB), pasgennTe ero Ha 3 IorMyeckux gucka. B
Havane oucka sBblaennte 60-120 6 cobcTBEHHO NOA ONEPALMOHHYI0 CUCTEMY (ANCK 1), OCTaBLUYOCS
4aCTb NoAesInTe NPMMEPHO NOPOBHY NOA AOMalUHKe nanku (auck 2) n gannel CYBM (anck 3).
MoHTUpynTe cnegyowmm obpasom:

/- anck 1
/home - pguck 2
/var - Ouck 3

Ecnn e anckoBas cuctema Balero cepBepa 6oee pa3HoobpasHa, TO CaMblii MeasIeHHbI ee
3/1eEMEHT PeKOMeHayeM MOHTMPOBATbL Kak /home, a caMblil ObICTpLIA Kak /var.

Jlanee nHCTaNNsToOp NPeanoXuT Bam BbibpaTh Habopbl NaKeToB A/ yCTaHOBKU. Bbibepute ans
yCTaHOBKM cieaytolme Habopsbl:

- |
1 L!] Bubop nporpaMHdHOro obecnedeHus |

B A3HHWA MOMEHT, YCTEHOBAEHE TOABKD ODCHOEE CUCTEMH. MCXDAA W3 BawMy NMOTPEOHOCTEA, BW
MOXETE BMﬁFaTh 0aMH W Gonee w3 YXE MOTOBbIX HE&DFUB NPOrpaMEHOro obecneyeH1a.

EMEEPHTE YCTAHEEMMEIEMOE NPOrPaMMHDE DEECNEYEHWE ©

select ion

nutilities
host

<[Poao s Te>

Kak MOXXHO 3aMeTUTb, MHCTANNATOP YCAYXMBO NpeasaraeT BapuaHT yCTaHOBKM PostgreSQL
database. He cobnasHanTecb, Ham Hy>xeH gpyromn PostgreSQL, ¢ natyem gna 1C.

WHCTannaTop 3akKoHYMT CBOtO paboTy, NnepesanycTuT CUCTeMy U Npea Bamu npenctaHeT
npurnaLleHne B KOHCOJb NPUMEPHO TaKoro BUaa:

Ubuntu 16.04.1 LTS MyServer ttyl
MyServer login:

3axoamnTe, 1 YyBCTBYINTE cebs Kak goMa.

MepBbiM AENOM HY>XHO HAaCTPOUTh CETEBbIE NMOAK/OYEHUS. Mbl UMEeM [1e/10 C CEPBEPOM U
nofipa3yMeBaeM, YTO CETEBbLIX aAanTePOB B HEM MOXET ObITb 60MbLUE 0fHOr0. [laBaiTe NOCMOTPUM,
4TO Yy HaC eCTb, BBOAMM B KOHCOJIb KOMaHIy
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$ sudo lshw -C network

34ecb UCNosib3oBaHa KoOMaHAa sudo - cneuunanbHasa KOHCTpyKumna deb-based anctpubytmneos Linux
ANS BbINOJIHEHNS KOMaHA C npaBaMu root. Koraa Bbl fenaeTe 3TO NepsbI pa3 cucTemMa nonpocuT
Bac BBeCTM Naposib U Ha Kakoe-TO BpeMS 3alOMHUT ero.

B oTBeT Bbl NONIy4nTE HEYTO NOXOXKEE Ha

*-network
description: Ethernet interface
product: L2 Mbit Ethernet Adapter

vendor: Attansic Technology Corp.
physical id:

bus info: pci@0000:03:

logical name: enpOs3

version: a0

serial: 00:00:00:00:00:00

size: 100MB/s

capacity: 100MB/s

Hac nHTepecyeT BOT 3TOT pparmeHT: Logical name: enp0s3. Ecav ceTeBbiX afanTepos 6osibLle
O[HOro, TO 1 Taknx 6/10K0B B Bblaaye 6yeT No KOMYeCTBY CETEBbIX aAanTepoB. 3arNoMUHaEM
nornyeckme nmeHa. CeteBble NOAKIOYEHNS HACTPANBAIOTCA B KOH(UIYpPaLMOHHOM halifie, OTKPOeM
€ro ons pefakTnpoBaHms

$ sudo nano /etc/network/interfaces

[lonyCcTuM, y Hac eCTb ABa CeTeBbIX afganTepa. enp0s3, ero Mbl HACTPOMM Ha cTaTu4eckui IP agpec
n bygem ncnonb3oBaTb 415 NOAKOYEHUSA K AoMeHY. Ewe ecTb enp0s8, oH nonyymT agpec ot DHCP
cepBepa B JIOKaJIbHOWM CeTU, NPOCTO Tak, And npumepa. Pann HaCcTPOEK BbIrNAQUT Tak:

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
iface enp0s3 inet static

address 192.168.0.8 # 3[eCb yKa3blBaeM CTaTUYECKUN agpec
netmask 255.255.255.0 # Macka nomcetu
gateway 192.168.0.1 # W03 MO YMOJIHaHUIO

dns-nameservers 192.168.0.101 # DNS cepBepa, MOXXHO yKa3aTb HECKOJIbKO Yepe3 npoben
auto enp0s3

# The second network interface
iface enp0s8 inet dhcp
auto enp0s8

CoxpaHuTe thann Haxxas Ctrl-O n 3akponte penaktop Ctrl-X. MNocne pefakTnpoBaHus nepesanyctum
ceTb:
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$ sudo /etc/init.d/networking restart
1 MPOBEPUM YTO Y HAC NOAY4YUSIOCh
$ ifconfig

B BblAayve 3TON KOMaHAbl BHUMATENIbHO CMOTPUM Ha 3HayveHMs inet addr - B HalweM npumepe Tam
LOMKeH BbITb CTaTUYECKMIN aapec, 3a4aHHbIN B KOHUrypaLMOHHOM (hanne Aas nepBoro agantepa
N QMHaMUYyeCcKnin agpec BolgaHHbIN DHCP cepBepom Asis BTOPOro.

Mocne Toro, Kak HaCTPOEHbl CETEBbIE NMOAK/IOYEHNS MOXHO NMOKMHYTb CepBEPHYI0. JanbHenLyo
HaCTpOWKy yaobHee nNpon3BoanTbL C paboyein CTaHUMK, NOAKMOYUBLLMCE MO NPOTOKOY SSH.

Ons AMCTaHUMOHHOIO ynpassieHns cepsepom ¢ paboyen ctaHuum Windows Mbl 6yem ncrnosb3oBaTb
PuTTy. Cka4yanTe, yCTaHOBUTE U NOAKJOYaNTeCk. ALpec cepBepa B HalleM nprMepe yKasblBaeTcs
Tak user@192.168.0.8, roe user - UMa NOMb30BaTESNA, MNOPT MO YMONYaHUIO 22.

Nanee HaMm noTpebyeTca KONMPoBaTb hanbl Ha Hal cepsep. YTo bbl AenaTb 3TO MaKCMManbHO
KOMOPTHO, HAaCTpoUM nakeT Samba, No3BonALWMIA NOAPYXUTL Linux n Windows no nokasibHon
ceTw.

3agadva MUHMMYM Celyac - paclapuTb Nanky Ha cepBepe, Ky4a Mbl CMOXXEM KOMUPOBATb HYXHble
thannebl.

$ sudo nano /etc/samba/smb.conf
B KoHMrypaunoHHOM haisie HaxoaAnM N PaCKOMMeHTUpyeM 610K
homes

comment Home Directories

browseable = no

read only = no

create mask = 0700

directory mask = 0700
NobaByM Hawero nosb3oBaTens B Samba
$ sudo smbpasswd -a user
YKa3blBaeM eMy Naposib U BKIOYAEM
$ sudo smbpasswd -e user
1 nepesanyckaem Samba

$ sudo service smbd restart

Monpobyem 3anTn n3 nposogHnka Windows. B HaweM npumepe 310 byaeT BbIrNa4eTh Tak
\\192.168.0.8\user, BBOOMM UMS, NapoJb U NonagaeM B OMALLHIOW Marnky.

ObpaTnTe BHUMaHMWE, HYXKHO BBOAUTL CETEBOW aflpec NOJIHOCTbIO, YKa3biBasi He TOJIbKO afpec

https://wiki.lineris.ru/ Printed on 2026/07/18 08:28


http://www.putty.org/

2026/07/18 08:28 5/19 YcTaHoBka 1C:Mpepnpusatne 8.3 Ha Linux cepsep

cepeepa, HO U M4 KaTaJlora noJib3oBaTenA

Ha BcsikMin cnyyait 06HOBUTE PYCCKYHO JIOKasb

$ sudo update-locale LANG=ru RU.UTF-8

YctaHoBKa CYB]] PostgreSQL

1C:MpepnpuaTtue paboTaeT co cneumnanbHO NponaTyeHHon Bepcmen PostgreSQL. Bepcusa uns
peno3uTopusa Ubuntu He nogonger.

CyLiecTByeT HECKOJIbKO NCTOYHUKOB, e MOXKHO B3ATb ANCTpMbYyTMB PostgreSQL coBMeCTUMbIN C
1C:Mpennpuatne. MoxHO, Hanpumep, Kak pekoMmeHayeT cama pupma «1C» ckayaTb ero C noprasa
NTC n ycTaHoBUTb 13 deb nam rpm nakeToB, Tako NoAxo4 BMosHe NPMBbIYNEH 415 NOJb30BaTesEN
Windows, cka4ymBaTb M yCTaHaBamBaTb. B Linux apyron nogxon. Hanpumep, 419 NOKAOHHMKOB
Gentoo Linux npuBbI4HO 6bIN0 Bbl CKaYaTb MCXOAHMKK PostgreSQL, nponaTymTb UX 1
ckomnuanpoaTb. A hunocogums Ubuntu 6a3mnpyeTcs Ha peno3nTopusx, 0TKyAa Nonb3oBaTenu
NoNy4aloT HY)KHbIE NPOrpamMMbl, yCTaHaBAMBasA UX MeHed)Kepamu nakeTos. K coxxaneHuto pupma
«1C» He 03aboTnnack CO34aHNEM TaKOro peno3nTopms Oas pacnpoCTPaHeHNs CneunasibHON BepCUn
PosgreSQL, 3aTo 310 caenana komnaHusa Postgres Professional.

K coxaneHuio, komnaHus PostgresPro orpaHuymnna goctyn K CBOMM Perno3nTopuaM, Ha opuLmnaibHOM
CanTe YKa3aHo, YTO OHW OOCTYMHbI B paMKax CEPBUCHOIo KOHTpakTa. CkavanTte n yctaHosute DEB
nakeTbl ¢ noptana 1C:UTC.

Kavaem pann postgresql 10.5 24.1C amd64 deb.tar.bz2rpe5 24 - akTyasJibHbl Ha
MOMEHT HanucaHus CTaTbn HoOMep COOPKK, K MOMEHTY, Korfa Bbl 3T0 NpoYTeTe OH MOXET CTaTb
Apyrum, 6epute camyto aKTyasibHyt COOpKY.

Pacnakyem u nepenfem B nNanky C NakeTamm U yCTaHOBUM

tar xvjf postgresql 10.5 24.1C amd64 deb.tar.bz2

cd postgresql-10.5-24.1C amd64 deb

sudo dpkg -i libpg5 10.5-24.1C amd64.deb

sudo apt postgresql-common

sudo dpkg -i postgresqgl-client-10 10.5-24.1C amd64.deb
sudo dpkg -i postgresql-10 10.5-24.1C amd64.deb

sudo apt-mark hold libpg5

sudo apt-mark hold postgresqgl-client-10

sudo apt-mark hold postgresql-10

“H A A A A A A A A

He 3abbiBaeM 3aMeHATb 5-24 Ha HOMep CKa4yaHHOW cOopKM.

HacTpoum npasa Ha noaknwyeHne kK CYB[l ns koHconn.
$ sudo nano /etc/postgresql/10/main/pg hba.conf
B oTKpbIBLLIEMCSA (halsie HanLeM CTPOKY

local all postgres peer
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n npmnBeneM ee K suay

local all postgres trust

TONbKO 4TO Mbl HAacTpouan PostgreSQL noBepsATb BCEM JIOKaJIbHbIM NOAKJIIOYEHUAM. ITO HE COBCEM
6e30nacHO, Mbl UICNPABUM 3TO YyTb NO3)Ke, NOC/e TOro Kak YCTaHOBMM MapoJib MNOAb30BaTENO
postgres.

Ecnn He xoTuTe, 4To 6bI CepBep CYB/ 6bin BUAEH KoMy-nnbo, kpome cepeepa 1C:MpeanpuaTue,
KOTOPbIA Mbl 4yTb NO3)Xe YCTaHOBUM, NOMNpaBbTe HACTPONKK 6e30MacHOCTH

$ sudo nano /etc/postgresql/10/main/postgresql.conf
B oTKpbIBLLIEMCS (haisie HAXOAUM CTPOKY

listen addresses = '*!

M NPUBOAUM €e K By

listen addresses = 'localhost’

Takas HacTPOMKa OrpaHNYMT BUAMMOCTb PostgreSQL TonbKo 3TUM cepBepoM. Ecnn cepsep
1C:MpeanpusaTue 6yneT ycTaHOBMEH Ha Apyroi mMalluHe, BMecTo localhost ykaxunTte ee agpec.

Mocne Takoi ycTaHOBKK PostgreSQL ero ciy>xba cama He CTapTyeT 1 He MPOnuCbIBAaeTCsA B
aBTo3arpysky. Coenaem sto

$ sudo service postgresql start
$ sudo update-rc.d postgresql enable

M ewe HeMHOro HacTpoek 6e3onacHOCTK. YCTaHOBMM Naposb password Ha nonb3oBaTens
postgres, nmeHeM KoToporo 6yayT NPon3BOANTCS BCe onepauun ¢ 6azamMn gaHHbIX (BMECTo
password yKaXxuTe CBOW naposib).

$ psql -U postgres -d templatel -c "ALTER USER postgres PASSWORD 'password'"
MonpaBMM MeTOAbl ayTEHTU(DMKALMMN NONb30BaTENEN

$ sudo nano /etc/postgresql/10/main/pg hba.conf

B oTKpbIBLLIEMCSA (halfie yCTaHaB/MBaeM BCe MeToAbl B md5, HanpuMmep, Tak

local all postgres md5

Mepe3anyckaem cnyxby PostgreSQL

$ sudo service postgresql restart

[oTOBO!
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YcTtaHoBKa cepBepa 1C:lpepnpusartue

Mpwn BoIbOpe apxmuTeKTypbl AUCTpubyTrBa i386 Mnn x86-64 cnefyeT y4nTbiBaTb HE TOJIbKO
apXUTEKTYPY cepBepa 1 YCTaHOBJIEHHOW Ha HEro onepaunoHHON CUCTEMBI, HO K UMetoLLytoca Y Bac
nnueHsuto Ha cepeep 1C:Mpennpuatua. 34ecb ONUCbIBAETCA NPOoLECcC YCTaHOBKN 64-pa3paaHoro
cepBepa B x86-64 apxuTekTypy. YCTaHOBKa 32-pa3psafHOro cepsepa B i386 apxuTekTypy
aHanornyHa ¢ TOYHOCThIO 40 HAUMEHOBaHMA HEKOTOPbLIX (halloB 1 KaTanoros. YCTaHOBKa 32-
pa3psLHOro cepeepa B apxutekpyTy x86-64 notpebyeT pelueHns npobnem 3aBUCMMOCTEN NAKETOB,
W 3TOT NOABUI AOCTOUH OTAEJSIbHOM CTaTbU

MpeaBapuTenbHO YCTaHOBMM NakeTbl, Heobxoanmble ana paboTel cepeepa 1C:Mpeanpusatue
$ sudo apt install imagemagick unixodbc libgsf-bin ttf-mscorefonts-installer

B npouecce ycTaHoBkM NakeTa ttf-mscorefonts-installer notpebyeTca NpuHATL yCcnoBma
noJib30BaTeNbCKOro corsawexms EULA.

JItobbIM 3aKOHHBIM cnocobom nonyyaem anctpmnbyTme nnatdopmbl 1C:Mpeanpustus ons deb-based
Linux, Hanpumep, ckavmsaem ero c noptana UTC. Cepsep 1C:Mpeanpuatne coOCTOMT U3 3-X MAKETOB:

e 1c-enterprise83-common - 0bWwme KOMMNOHEHTHI
e 1c-enterprise83-server - cobCcTBEHHO CaM CepBep, NAKET 3aBUCUM OT OOLLNX KOMMOHEHT
e 1c-enterprise83-ws - Beb-paclumpeHns cepsepa, NakeT 3aBUCUM OT CaMOro cepeepa

Ecnn B 1C:MpeanpusaTim KpoMe pyCcCKOro U aHrimMinckoro Bam notpebytotcs apyrve sa3biku, bepute
NakeTbl B HAMMEHOBAHUMN KOTOPbIX NpucyTcTeyeT NLS

CkonupynTe TONbKO 3TK 3 haina No CeTn B AOMALUHUIA KaTasor NoJib30BaTesNs, B HalleM npuMepe
\\192.168.0.8\user YcTaHaBAMBaTb NAaKETbl HY>XHO MMEHHO B TaKOW MNOC/Ae40BaTENbHOCTMW.
Cny4arHO WK HET, OHM MO anaBUTHOMY NOPSALAKY BbICTPANBAOTCSA UMEHHO TakK, Kak HY>KHO, a
3HAYUT NX MOXXHO YCTAHOBUTb OHON KOMaHOOoN

$ sudo dpkg -i 1lc*.deb
CepBep ycTaHoBJIeH. 3anyckaem

$ sudo service srvlcv83 start

Moopa3ymeBaeTCs, YTO aKTMBaUuUA cepepa byaeT npoBOANTCA NPOrPaMMHON nuLeH3nen. Ecnm no
KakMM-nbo npuynHaM y BacC MosiBUTCA XeJlaHue BOTKHYTb B cepBep ko4 HASP, ckavante u
ycTaHoBuTe nakeT haspd oT Etersoft

Ecnun kKoHpurypaumsa 1C:Mpeanpuatre nMmeeT AONOJHUTENBbHYIO 3aWnTy, yctaHosuTe CJIK

K cepBepy y»e MOXXHO MOAK/04ATLCS Yepe3 KOHCO/b aAMUHNCTPUPOBAHNS CEPBEPOB, aKTUBUPOBATb
NNLLEH3MMN 1 CO3[aBaTb MHGOPMALIMOHHbIE 6a3bl.

Perncrpauusa cepeepa B AOMeHe

Mpoueaypa UMeeT CMbIC/ TOJIbKO eC/in UcnosiblyeTcsa goMeH Microsoft Windows n nnaHmpyeTcs
aBTopu3auma nonb3osatesen 1C:Mpeanpuatue no y4etHon 3anucy Active Directory
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Kak 06bl4HO, HAYHEM C YCTAHOBKU HEOOXOAUMbIX MaKeTOB

$ sudo apt install krb5-user

Ecnv npu ycTaHOBKe CUCTEMbI HE YCTaHaB/IMBaAM Samba, To camoe BpeMsi caenaTb 3TO
$ sudo apt install samba

N ewe moxxeT NOHaZobUTLCA, @ MOXKET HET, HO JlyHLle YCTaHOBUTb

$ sudo apt install libpam-krb5

HacTtpoum DNS

DNS notpebyeTca Ham gnsa Toro, 4To 66l cepBep Mor obpallaThCa K pecypcam JIoKaJbHON CeTH Nno
NOrNYECKUM UMEHAM.

CHavana pa3bepemcs ¢ MMEHeM CaMoro cepsepa
$ sudo nano /etc/hostname

B 3ToM (haiine posixKHO BbITh YKa3aHO UMs KOMMblOTepa, LaHHOEe eMy Npu YCTAaHOBKE onepaLvioHHON
cucTeMmsbl. ECiM Mo KakMM-TO NPUYMHAM TaM He OHO - UCMpaBbTE.

Tenepb Hay4MM ero HaxoauTb camoro cebs No CBOEMY KOPOTKOMY M MOAHOMY LOMEHHOMY UMEHN.
$ sudo nano /etc/hosts
346eCb HY>XHO COMNOCTaBUTbL UMeHa ¢ IP agpecom ntoboro ceTeBoro COeANHEHNS, HanpuMep, Tak

127.0.0.1 localhost
127.0.0.1 myserver.domain.ru myserver

Tenepb cobcTBEHHO HacTpoum DNS. lonyCTuUM, KOHTPOJISIEP AOMEHa Y HaC HaX0AUTCA Ha aapece
192.168.0.1. Ecan IP appec 3apaeTcs CTaTUYeCKW, AenaeM Tak

$ sudo nano /etc/resolvconf/resolv.conf.d/head
1 NPONMNCbIBAEM MMEHa N agpeca

domain domain.ru
search domain.ru
nameserver 192.168.0.1

Ecnn ecTb ewe oauH cepsep cnyxbbl UMeH B foMeHe, AobaBbTe B (halsl elle 04HY CTPOYKY
nameserver C ero aipecom.

Mpwn nony4veHun IP agpeca ot DHCP no naee Bce JO/KHO HAaCTPOUTLCA aBTOMaTUYeCKN, HO eCTb
HIOAHCbI, 3aNnCK JOMeHa MOTyT He onpefennTtbcs. icnpasnsem
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$ sudo nano /etc/dhcp/dhclient.conf
Nobasnsem 3anucb foMeHa
supersede domain-name "domain.ru";

Y1066l D06aBUTL eLle 0AUH cepBep CNyXObl UMEH IOMEHA Hax0A4MM B 3TOM (haine CTpoKy prepend
domain-name-servers, paCKOMMEHTMPYEM €€ 1 yKa3blBaeM HY)XHbIN IP agpec.

Mepe3anycTum cnyxby ceTu
$ sudo /etc/init.d/networking restart

MpoBepUM, YTO Yy HaC NOAYy4MNoCk. MonpobyiiTe MMHrAHYTb KOHTPOJIEP AOMEHA MO KOPOTKOMY U
MoJIOMy JOMEHHOMY UMEHW UMEHK, JOMYyCTUM ero 30ByT server

$ ping server
$ ping server.domain.ru

CHMHXPOHU3UPYEM YacChl

YyTb fanee mbl Byfem ncnosnb3osatb NPOToKo Keberos, a ons ero KOppekTHON paboTel BaXKHO, HTO
Obl CUCTEMHbIE YaCbl KOHTPOJIJIEpa JOMEHa 1 Hallero cepsepa Oblinm CUHXPOHU3MPOBAHbI.

3aberas elle ganee CKaxxeMm, YTo A4Js aBTopu3aumm nonb3osaTtenein 1C:Mpeanpustue Yyepes
y4yeTHyto 3anucb Active Directory Hy)HO 4T0 Obl 1 Yacbkl paboynx CTaHUUIA BbINN CUHXPOHU3MPOBAHBI
C KOHTPOJIIEPOM OMEHa.

YCTaHOBUM 4acOBOro AeMOHa, KOTopbIn ByaeT nepnoanyeckn CUHXPOHN3MPOBaTb BPEMS C
KOHTPOJ1I1EPOM JOMeHa no npoTokosy NTP

$ sudo apt install ntpd

HaCTpoeMm ero

$ sudo nano /etc/ntp.conf

YKaXKeM NCTOYHMK TOYHOr0 BPEMEHUN B JOMEHE - KOHTPO/1EP AOMEHA
server server.domain.ru

1 nepesanycTmm

$ sudo /etc/init.d/ntp restart

Hactpoum aBTopu3aumio yepes Kerberos

OTKpblBaeM KOH(MOUIypaLMOHHbIN (ainn
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$ sudo nano /etc/krb5.conf

N npmeBoaumM ero K TakoMy BUAY, pasyMeeTcsa 3aMeHAs nMeHa u IP agpeca Hawero npumepa nog CBou
yCnoBUs

libdefaults
default realm = DOMAIN.RU # 3arnaBHbiMu BykBamu
kdc_timesync 1
ccache type = 4
forwardable = true
proxiable = true
v4 instance resolve = false
v4 name convert

host
rcmd host
ftp ftp
plain

something something-else

fcc-mit-ticketflags true

realms
DOMAIN.RU
kdc server # cepsep cnyxbbl UMeH
#kdc dns-server # BTOpOWN CepBep UMEH, eCn ecTb
admin server server # KOHTpoOJIep oOMEHa
default domain DOMAIN.RU # 1MA JOMeHa yKa3blBanTe UMEHHO Tak -

3alJ1laBHbIMU 6yKBaMI/I

domain realm
.domain.ru = DOMAIN.RU
domain.ru = DOMAIN.RU
login
krb4 convert = false
krb4 get tickets = false

B Linux, B oTanyum ot Windows, pernctp 6yks nmeeT 3HaveHne. Hanpumep, B 04HON Nanke
COBEpPLUEHHO CMOKONHO MOryT HaxoauTcs ABa anna file.txt u File.txt, n HUKTO He NomeLwaeT
co3faTh elle napy FILE.txt u file. TXT. ObpaTuTe BHUMaHNE Ha HanNUCaHWe UMEHN AOMEHa B
KOH(UrypaumoHHOM anne - 3TO BaXXHO!

MpobyeM BONTK B JOMEH KaK ero nojib3oBaTesib ivanov
$ kinit ivanov@DOMAIN.RU

Ecnn BCe HacTpoeHO NpaBWJIbHO, CUCTEMA 3aNpPOCUT NapoJib NOJIb30BaTeNd AOMEHa U Bbl He yBuanTe
HUKaKux coobuieHnin 06 owmbkax. MoCcMOTPETb NONYYEHHbIV BUIET MOXKHO KOMaHAoM
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$ klist

OH BbIFIAANT NPUMEPHO Tak

Valid starting Expires Service principal

15.02.2017 23:08:18 16.02.2017 09:08:18 krbtgt/DOMAIN.RU@DOMAIN.RU
renew until 16.02.2017 23:08:07

 oH Ham Bonblue He HYXX€EH, yaaJlnM ero

$ kdestroy

HacTtpoum Samba u BKNlOYMM cepBep B A,O0MeH

Mbl y>xe HEMHOro HacTpauBaan Samba gns Toro, 4To 66l Ham BbiNo yaoobHee KONMPoOBaTb
ANCTPNOYTUBLI MO CETU. ITW HAaCTPONKM ByayT nonesHbl B byaywem npym 06HOBAEHUN NNATGHOPMBI
1C:MpeonpuaTtune, ocTaBbTe UX. B 3TOM pa3gene onncaHbl Apyrne HaCcTPOMKMN.

OTKpblBaeM hann KoHpUrypaumm Samba
$ sudo nano /etc/samba/smb.conf

I NpMBOAMM €ro NPMMEpPHO K TakoMy BUIY

global
workgroup DOMAIN # 3arnaBHbIMK ByKBaMu
realm = DOMAIN.RU # 3arnaBHbIMK BykBamu
security = ADS # aBTOpM3auus vyepe3 Active Directory

encrypt passwords true # cwudpoBaHneM naponemn

dns proxy = no
socket options = TCP NODELAY

domain master = no # 3TOT 610K HAaCTPOEK YKa3blBaeT, YTO Mbl HE FNaBHbIe B
LOMeHe

local master = no

preferred master = no

os level = 0

domain logons = no

load printers no # npuHTepamu ynpaBnsTb He bynem
show add printer wizard no

printcap name = /dev/null

disable spoolss = yes

# pobasbTe ctona 610kM n HaCTPOMKMW, KOTOPbIE Mbl AeNanun B pasfesie YCTaHOBKN onepauyoHHON
CNCTEMDI

MpoBepyM NPaBUSILHOCTb HAaCTPOEK
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$ testparm
Ecnm ownboK HET, 1 NpaBuJIbHO yCTaHOBJIEHa POJib
Server role: ROLE DOMAIN MEMBER

TO Mbl FOTOBbI BK/IIOYNTLCSA B JIOMEH, pa3yMeeTCs, eC/IM 3HAeEM NMapoJib aAMUHUCTPaTOPa AOMEHA
domainadministrator

$ sudo net ads join -U domainadministrator -D DOMAIN
Ecnn Bbl BUANTE HEYTO NOXOXKEe Ha

Using short domain name -- DOMAIN
Joined 'MyServer' to dns domain 'domain.ru'’

TO no3gpasnseM, y Bac Bce nosy4msioch, Bel B foMeHe!

AsTopu3auuna nonb3oBatenen 1C:Mpepnpuatue Ha Linux cepBepe yepes
Active Directory

B knneHT-cepBepHOM BapuaHTe paboTel 1C:Mpeanpuatne ayTeHTUDUKaALNSA NONb30BaTENEN
Npoun3BOAMTCS Ha cepBepe. Ecnu cepeep paboTaeT noa ynpasneHmem Windows, To oH 6e3 npobnem
NoNly4yaeT Hy>XXHble NpaBa Aas Toro, 4To bbl NPoBEpPUTL y4eTHYI0 3anucb Active Directory.

B Linux nena obctosaT uHave. Cepsep 1C:MpeanpuaTtme y Hac paboTaeT nog y4eTHOM 3anunCbio
usrlcv8, KoTopas umeeT Kakme-nmbo npaea TOJIbKO B Npejesiax Hawero linux-cepsepa. B gomeHe y
3TOro linux-nosib30BaTens HET HUKAKUX NpaB, COOTBETCTBEHHO cepBep 1C:Mpeanpusatre He MOXET
nony4uTb HU4ero ot Active Directory.

Y10 66l MCNpaBuTb 3Ty Npobnemy cepeepy 1C:MpeanpuaTue Hy>XHO BblAaTb CReUnanbHbIi «buneT» un
COMOCTaBUTb ero ¢ nosb3osaTesieM Active Directory no npoTtokony Keberos.

Co3panTe Takoro nosb3oBaTens B Active Directory, Ha3oBuTe ero, Hanpumep, Linux1lcv8. MpaBay
Hero MoryT 6biTb CoBepLUeHHO Nitobble, raBHoe, 4TO 6bl B HACTPOMKaX ero y4eTHomn 3anucu bbina
oTKJYeHa onums Use DES encryption types with this account.

BeinonHsaemble Ha cepsepe 1C:MpeanpuaTue onepaunm B JoMeHe byayT MMeTb NPpUBUAEr NN UMEHHO
3TOro nonb3oBaTens. JanTe 3TOMy NoJib30BaTE/NO NpaBa Ha YTEHWE M 3anncb CeTeBbIX PECYpPCoB, C
KoTopbiMK Bbl nnaHupyeTe paboTtaTb Yepes cepsep 1C:MpeanpuaTtue. 3To MOryT bbiTb, Hanpumep,
KaTanorn gna obmMeHa faHHbIMU C APYTrMMU UHOPMALNOHHBIMU CUCTEMAMMN.

Tenepb Ham noTpebyeTca koMmaHAHaa cTpoka Windows paboyen cTaHUWW, BKJIIOYEHHON B JOMEH U
yTunuta ktpass, HanTu ee MOXXHO B nakeTe «Windows Support Tools» cepepa nnan «CpeacTtea
yOaJIeHHOr0 aAMUHUCTPUPOBAHMUA» MOJHOPYHKLMOHAJIbHBIX BEPCMI HAaCTONbHbIX Windows. 3Ta
YyTUANTA FreHepupyeT crneLmanbHbI KoY, KOTOPbIA He-windows CUCTeMbl MOrYT UCMOJIb30BaTh A1
aBTOpM3aLMmM B JOMeHe o npoTokosy Keberos.

Cpoenaem 3710
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ktpass -princ linuxlcv8/myserver.domain.ru@DOMAIN.RU -mapuser usrlcv8 -pass
<naposb AD nonb3oBatens> -out usrlcv8.keytab

BoT TyT cnenpyet yaenutb ocoboe BHMMaHME MMEHaM NoJib30BaTesieln. ITON KOMaHAO0N HaM Hafo,
410 bbI B (hann usrlcv8.keytab 6bin 3anmncaH KNY, C NOMOLLbIO KOTOPOro linux-nonb3oBaTenb
usrlcv8 4epes npotokon Keberos bynet npencrasfieH B 4OMEHe Kak NoJsib3oBaTens AD
linuxlcv8@domain.ru Boweawmnin B JOMEH C X0CTa myserver.domain.ru

Mony4eHHbIN (hann nepemMecTuTe No CETU B AOMALLHIOW Nanky Ha linux-cepsep \\myserver\user.
A Ha cepBepe ero Hy>KHO NepemMecTuUTb B KaTanor, rge yctaHosneHo 1C:Mpeanpusatme, NOMeHATb
emy Bnagenbla 1 Ha3HauynTb 6e3onacHble npaBsa

$ sudo mv /home/user/usrlcv8.keytab /opt/1C/v8.3/x86 64
$ sudo chown usrlcv8:grplcv8 /opt/1C/v8.3/x86 64/usrlcv8.keytab
$ sudo chmod 600 /opt/1C/v8.3/x86 64/usrlcv8.keytab

MpoBepuM, BCe NN CAENAHO NPaBUILHO
$ sudo -u usrlcv8 klist -e -k -t /opt/1C/v8.3/x86 64/usrlcv8.keytab
Ecnwn Bbl BUANTE HEYTO NOXOXKEE Ha

Keytab name: FILE:usrlcv8.keytab
KVNO Timestamp Principal

4 01.01.1970 03:00:00 usrlcv8/myserver.domain.ru@DOMAIN.RU (arcfour-hmac)

TO y Bac Bce nonyy4unock, no3apasnsem!

®ann .keytab Hy>xHO coenaTb TObKO ANA OLHOr0 nosb3oBaTens AD, B Hallem npuMepe 3710
linuxlcv8@domain.ru. He Hapo genaTb Takue annbl 4519 BCeX y4eTHbIX 3anucein AD nosib3oBaTenen
1C:MpeanpusTtne

B 1C:Mpeanpuatnn gns asTopusaunn yepes Active Directory y4eTHble 3anncu HYXKHO yKa3blBaTb
ManeHbKnMy 6yKBaMm 1 C MOHbLIM HAaMMEHOBaHWEM LOMeHa, BOT Tak: \\domain.ru\ivanov

NMyonukauusa Ha Bed-cepBepe Apache

Nicnonb3oBaTb OAMUH M TOT XXe CepPBEP B Ka4ecTBe cepaepa npuioxxeHun (a Takxe CYb[M) n web-
cepsepa 6e30nacHO TONLKO B 3aKpbITON ceTn npeanpuatns UHTpaHeT. Onsa nybnankaumm B UHTepHeT
npaBuNbLHO ByaeT MCNob30BaTb OTAE/bHbIN Web-cepBep 1 pa3MecTuTb ero 8 DMZ

1C:Mpepnpuatue penusos fo 8.3.9 nonaepxusano nybankaumio nHpopmaLmnoHHon 6asel Ha Beb-
cepsepe Apache Bepcum He Bbile 2.2. [Ina ncnonb3oBaHns Apache 2.4, BKJIKOYEHHOI0 B PeNo3nTopumn
Ubuntu 16.04 LTS o6HOBMTECb A0 aKTYya/lbHOro penn3a TEXHONOrMYeCKon NaaThopMbl
1C:Mpeanpuatne.

Kak Bcerfa, Ha4MHaeM C YCTaHOBKM HY>XXHbIX HaM nakeToB. Ecnm Bbl pa3BopaymBaeTe OTAE/bHbIN
cepsep ans web-nybnmkaumm, npu yCTaHOBKE Ha HEro onepaumnoHHON CUCTEeMbl 4OCTAaTOYHO yKa3aTb,
4yTO 3TOT cepBep byneT paboTaTb kKak LAMP (Linux Apache MySQL Php).

Ecnn cepBep yxe ycTaHoBneH 6e3 Apache
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$ sudo apt install apache2

YTOYHWM, 4TO Mbl YCTAHOBWAN N3 PEMO3UTOPUS

$ apache2 -v

3anoMnHaeM Bepcuio

Server version: Apache/2.4.18 (Ubuntu) Server built: 2016-07-14T12:32:26

2.4 - 3TOT HOMep BepCUM HaM HY>XHO ByaeT yka3aTb npu nybavkaumm, COOTBETCTBEHHO B NapamMeTpe
nybavkauum ykasbiBaem -apache24. Bce ocTanbHble NapaMeTpbl YKasaHbl 415 yCTaHOBKU Apache
2.4 no-ymMmon4yaHuio.

$ sudo /opt/1C/v8.3/x86 64/webinst -apache24 -wsdir baselc -dir
/var/www/html/baselc -connstr "Srvr=myserver;Ref=baselc;" -confPath
/etc/apache2/apache2.conf

$ sudo service apache2 restart

MpoBepsiem, 3axoamMm Yepes bpaysep http://myserver/baselc n Bugmum Beb-knmeHTa
1C:MpepnpuaTue.

Onybnukyem Beb-cepBuChl. YTUAMTa webinst 3Toro He caenana, a 3Ha4YUT NpPUAETCA caenaTb 370
caMuM. 119 3TOro Hy>KHO OTpedakTupoBaTb hann nybankaumm nHgopMauMoHHon 6a3bl, CO3a4aHHbIN
3TON YTUINTON

$ sudo nano /var/www/html/baselc/default.vrd

B aToT XML chann nocne 610Ka, ONMCbIBAIOLLEr0 NOAKOYEHNE K MHGOPMALIMOHHON 6a3e HY>XXHO
n06aBnTb 610KK C onucaHnem nybnnkyembix Beb-cepBnMcoB MHGOPMaLMOHHON 6a3bl, HaNpuMep, ans
paboTbl MOBUALHOrO NpuoXKeHna 1C:3akasbl C NOAAEPXKMBAEMbBIMU KOHPUTYPALMSMUN HY)KHO
onybnvnkosaTb Beb-cepsuc CustomerOrdersExchange. MNoapobHee cM. nHpoOpMaLMio B
[OKYMeHTauuun K NpukaagHoMy peLleHunio Ha nnatgopme 1C:Mpennpustue.

Mocne n3MeHeHWn B KOH(OUIYpaLIMOHHbIX (harnax He 3abbiBanTe nepesanyckaTb Apache.

Mbl HacTpounu nybankauunio nHpopmaunoHHon 6asel No npoTokoay HTTP. 3To BNofHe roanTcs Ans
WHTpaHeT, HO HY B KOeM cllydae He nybankyinTe Tak 6a3y B OTKpbITOM focTyne B ceTu NHTepHeT. Mo
npoTokony HTTP BCe AaHHble, B T.4. MapoJin NoJjib30BaTesien nepefaTcs B He3alnppoBaHHOM
Bnae. Obs3aTenpHO HacTponTe 6e3onacHbin NpoTokoa HTTPS

HacTtpouka HTTPS

Ansa coBcemM npaBuabHOro 1 6esonacHoro Aoctyna no NpoTokoay HTTPS Hy>XHO nony4nTb LU poBOW
cepTudUKaT, NnoAnNncaHHbIN yaoctosepsowmmM LeHTpom (Certificate Authority). Takmne cepTudukaTsl
rapaHTMPYIOT He TOJIbKO WngpoBaHme Tpadrka Mexay KJIMEeHTOM 1 cepBepoM, HO 1 obe3sonacaT
BaLUMX MONb30BaTeNen 0T KpaXkm naposien, ocobeHHo, ecnm oHM ByayT NoAKN0YaTbCA U3 NyBANYHbIX
wi-fi ceTen.

Takoii cepTudUKaT MOXKHO NPMOBPECTN NPaKTUYECKN Y NoBOro XOCTUHr-NPoBanaepa, MHorve
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npefniaraloT nepsbiv BoiNyCK 6a30B0ro cepTudurkaTa CPOKOM AencTens 3 nnnm 12 mecsues
6ecnnaTHo. CTOMMOCTb NPOAJIEHNS HAYNHAETCA NpuMepHo oT $50, B 3aBUCUMOCTHY OT ONUUA.

ElLle BapnaHT - NONy4YnTb CEPTUPUKAT LieHTpa cepTudurkaumm Let’'s Encrypt. Ero Beinyck u
npoAasieHne coseplleHHo becnnaTHbl. CepTUMUKAT BbiNyCKaeTCs CPOKOM Ha 3 Mecsua, 3aTo npouecc
ero BbiNyCKa, NPOANEHNSA 1 YCTaHOBKM B Beb-cepBep Apache NoAHOCTbIO aBTOMaTU3MPOBAHbI.

3[4eCb XXe Mbl ONMLEM BbIMYCK T.H. CAMOMOANMCAaHHOro cepTudurKaTa.

HnKTO, KpomMe Bac He CMOXXeT NPOBEPUTL NPaBUJILHOCTb CaMOMOANUCAHHOro cepTudmKaTa 1 npu
NOOKJIIOYEHUN K NH(OPMaLMOHHOW Ba3e y nosib3oBaTens He OyaeT HUKAKOW rapaHTumM, YTO OH
noakKAYaeTcs MMeHHO K Bawemy cepsepy. Tpadumk 6yaeT WwWndpoBaThCs, Tak 4TO 3TO
OTHOCUTENbHO 6e3onacHo

Co3papgum SSL cepTtudmkat
$ openssl req -new -x509 -days 365 -keyout myserver.key -out myserver.pem

Ykaxunte PEM pass phrase - naponb NnpuBaTHOro Kjt4a. Ha ocTasnbHble BOMPOCHI MOXKeTe
oTBeYaTb KaK yrogHo, kpome Common Name (eg, YOUR name) []: - TyT cnenyet ykasaTb
LlOMeHHoe 1Ms canTa. B pe3ynbTaTe B JOMaLUHeN Nanke nosasuTca ABa panna myserver.key -
NPYBaTHBIN KJIIOY M myserver.pem - nydanyHbin cepTudukaT. YTo 66l Apache npu 3arpyske He
cnpaLwmnsan HEMOHATHO Y KO0 Naposib NPUBATHOMO KJ04a, CHUMEM ero

$ cp myserver.key{, .orig}
$ openssl rsa -in myserver.key.orig -out myserver.key
$ rm myserver.key.orig
MepemecTm nx B 6e3onacHoe MeCcTo 1 HAaCTPOMM NpaBa AOCTYyNa ToAbKO Ans root
$ sudo mv myserver.pem /etc/ssl/certs/
$ sudo mv myserver.key /etc/ssl/private/
$ sudo chmod 0600 /etc/ssl/private/server.key
MNepexoanm K HacTporkaM Apache, BKJlOHaeM noaaepxky SSL
$ sudo a2enmod ssl
W HacTpamBaem poctyn rno HTTPS. OTKpbiBaeM hainn KOHGUrypauum canTa no-yMoa4aHuo
$ sudo nano /etc/apache2/sites-enabled/000-default
N NPUBOAMM €ro K TakoMy BUay
<VirtualHost *:80>

# lMNepeHanpasum Bce noctynatwowme no HTTP 3anpocel Ha HTTPS xocTt

Redirect / https://mysite.ru/ # mysite.ru - 370 gomeHoe nms nan IP

aflpec Ballero canTa

</VirtualHost>

<IfModule mod ssl.c>

JINHEPWUC - https://wiki.lineris.ru/


https://letsencrypt.org/
https://certbot.eff.org/#ubuntuxenial-apache

Last update: 2019/07/29 18:21 linux_server https://wiki.lineris.ru/linux_server?rev=1564424491

<VirtualHost *:443>
ServerAdmin webmaster@mysite.ru

ServerName mysite.ru
DocumentRoot /var/www/html # OT0 NyTb MNO-yMOJIHaHWUIO

ErrorLog /var/log/apache2/mysite.ru-error.log
CustomLog /var/log/apache2/mysite.ru-access.log combined

# SSL
SSLEngine on
SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key
</VirtualHost>
</IfModule>

MNepesanyckaem Apache
sudo service apache2 restart

[oToBO!

Mbl NOJIHOCTbLIO 3aNPEeTUIN NCNoJib30BaHNe He3allnLeHHOoro npotokoaa HTTP. Bce 3anpocsl,
nocTynatwme Ha Hero byayT nepeHanpaaaTbCca Ha HTTPS

970 elle He BCe, Bbl ocTaeTech yA3BMMbI, HanpuMep, ANs aTaku NocpedHnKa, nogpobHee cMm. B
OTAENbHON CTaTbE.

Pe3epBHOe KOonupoBaHue

B knneHT-cepBepHOM BapuaHTe paboTel 1C:MpeanpuaTmne pesepBHOe KONMPOBaHNE NPOMU3BOAUTCS
cpeactBamm CYBM. T.k. CYB[ PostgreSQL y Hac Tenepb paboTaeT Ha Linux-cepeepe pe3epBHoOe
KonunpoBaHue ByaeT BbIMONHATLCA CKPUNTaMMN Ha 3TOM cepBepe

Pe3epBHoe KonupoBaHue B PosegreSQL BeinonHsaeTcs ytunmton pg dump. MoapobHasa cnpaBka no
CMHTAKCUCY BbIBOAUTCA KOMaHL0MN

$ pg dump --help
Hanpumep, 4T0 6bl cienaTb pe3epBHY0 Konuto 6a3bl baselc HY>XHO BbINONHUTbL TaKyl KOMaHay

$ pg dump -f baselc.sql.tar -F t -d baselc -h localhost -U postgres

ObpaTnTe BHUMaHWeE, 3aMyCcK YTUANT Pe3ePBHOI0 KOMMPOBAHNS U BOCCTAHOB/IEHMS MPOM3BOANTCS He
0T cynepnonb3oBaTens, 6e3 KoHCcTpykuun sudo. ®ann 63kana byaet chopMnpoBaH B TEKYLLEM
KaTaJsiore n ero BnagenbLem byaeT nonb3oBaTesb

Ins BoccTaHoBneHMs Ba3bl U3 apxuBa, CO34aHHOIr0 KOMaHAoN pg dump UCMONb3yeTCs KOMaHAa
pg_restore. MoapobHas cnpaBka Mo CUHTAKCUCY

$ pg restore --help
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Mpumep BoccTaHoBNeHMA 6a3bl baselc n3 63kana baselc.sql.tar

$ pg restore -d baselc -F t -U postgres baselc.sql.tar

He nbiTanTech BOCCTaHOBUTL 63kan B 6a3y, NoakayeHHyto K cepeepy 1C:Mpeanpustue.
BoccTaHaBnMBaTh HY)XHO B HOBYI0 6a3y, noc/iie BOCCTAaHOBAEHNSA B KOHCON yNpaB/ieHns CepBepoM
1C:MpepnpuaTue nepenofkNoYnMTb AN BOCCTaHaBIMBaeMon MHopmaumoHHon 6a3sbl 1C 6a3y
AaHHbIX PostgreSQL

bakan coxpaHuacs B AOMaLLHEN Nnanke noJib30BaTens, 370 Jyylle, YEM HMUYEro, HO XPaHUTb
pe3epBHble Konun 6a3 gaHHbIX Ha caMoM cepBepe 6a3 AaHHbIX CANWKOM camMmoyBepeHHo. Korga-To
[laBHO pe3epBHbIe KOMUW Oenanun Ha JIeHTbl CTPUMepa 1 YyBO3WAN UX Kyda nofaJsiblie B HafexHoe
mMecTo. Cenyac 4s1a pe3epBHOro KONMMpPOBaHMA NCMONb3YOTCSA ceTeBble Uan obnadHble NAS
XPaHUANLLA, pacnosioXKeHHbIE B TAKOM HafeXHOM MecTe. B Hawem npumepe KonvpoBaHue bynet
BbIMNOJIHATLCA Ha ceTeBoe NAS xpaHunuLle, BKJlOYEHHOe B JIOMEH Noj CeTeBbIM MMEHeM Nas.

ObecneynM K HeMy OOCTYN Hallero nosib3oBaTens. B Active Directory co3gaavnm nosib3oBaTens
backupuser, fagum emy npasa Ha 3anuch B Narnke, rae 6yaem CKiaabiBaTh Pe3epBHbIe KOMuu.

MpoYMM Mosb30BaTENSIM MOJSIHOCTbLIO 3aNpPeTUTE AOCTYMN K 3TON Nanke Uiy 0CTaBbTe NpaBa TOJIbKO Ha
yTeHue. Tak pe3epBHble Konuu byayT Lenee.

MPUMOHTUPYEM CETEBYIO NManky, CHavyasa co3gaanM TOYKY MOHTUPOBAHNS
$ sudo mkdir /mnt/nas

3aTeM HaCTPOMM aBTOMaTUYeCKOE MOHTMPOBAHME NpPY CTapTe CUCTEMbI, A1 YEro CHavana co3aalmm
dalin-MaHaaT Ha NOAKIIIOYEHNE K CETEBOMY XPaHMANLLY

$ sudo nano /root/.smbcredintals
MponucbiBaeM B haisi NnapameTpbl NOOKIIOYEHUSA
username=backupuser

password=backupuserpassword

domain=domain. ru

N CKPOEM ero OT MOCTOPOHHMX rNa3

$ sudo chmode 0600 /root/.smbcredintals
Mponuwem nogkatoYeHne ceTeBon Nanky Npu CTapTe CUCTEMb
$ sudo nano /etc/fstab

B KOHeL, (hanna gobasnsem

//nas/backups /mnt/nas cifs
credentials=/root/.smbcredentials,dir mode=0777,file mode=0777 0 0O

n faeM KoOMaHAay NpUMOHTUPOBaThL BCE, YTO Mbl NMponncanan
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$ sudo mount -a

B pe3ynbTaTe B TO4Ke MOHTUpPOBaAM /mnt/nas [o/mKHa NOSBUTLCA Nanka CeTeBOro XpaHuaunwia
\\nas\backups, Kya MOXHO CK/lafblBaTb pe3epBHbIE KOMUN.

15 BbINOHEHNS aBTOMAaTUYECKOr0 PE3EPBHOI0 KOMMPOBAHWS HY)KHO CO3[aTbh CKPUMT, KOTOPBIIA
BymeT 3anyckaTbCs MO pacnucaHnio AEMOHOM cron. K c4acTblo, NUCaTb 3TOT CKPUMK CAMOMYy He
HY>XHO, B coobuiecTBe PostgreSQL y>xe HanmcaHo MHOMO TakMX CKPUMTOB, PEKOMEHYI0
CMOJIb30BaTh KAHOHUYECKWIA CKPUNT.

AnbTepHaTUBHbLIN BAapWaHT - ycTaHoBUTL Webmin - Beb nHTepdeirc ans agMMHUCTPUPOBaHUS Linux-
cepBepa, 1 Y>XXe C ero NoMolLLbl0 HACTPOUTL pe3epBHOE KonupoBaHue B cyxbe PostgreSQL

Wcnonb3ynTe ckpunT pg_backup rotated.sh, oH coxpaHsieT pe3epBHbIe KOMM 3@ HECKOJIbKO
QHeN, aBTOMaTUYeCKMN yaanas cTapbie Konuu.

Co3panTe B LOMalLHel narnke noJsib3oBaTtens ansi pg backup rotated.sh v pa3mecTute B Hem
CKPWMT MO YKa3aHHOW BblLle CCbIJIKE.

He penanTte 370 B Windows pefaktopax. W3-3a pa3nunyma B cny)kebHbix CMMBOMax, 0603HavaloLWLmx
KOHeL, cTpoku B Windows 1 Linux nHTepnpeTaTop cCKpunToB bash byaeT BbifaBaTh OWMOKN.

YcTaHoBUTE NS 3TOro hainna Npm3Hak UCNOSHAEMOCTH
$ chmod +x pg backup rotated.sh

B ToM e KaTanore co3gante ann HacTpoek pg backup.config n 3anonHuTe ero kak no
YKa3aHHOW BblLLe CCblJIKe. BCe HAaCTPONKN MOXXHO OCTaBMTb MO YMOJIHaHUIO, KpOMe

BACKUP_DIR=/mnt/nas/
MpoBepbTe paboTOCNOCOOHOCTL, BLIMONHUTE KOMaHAY
$ ./pg _backup rotated.sh

Ecnn He yBuaenn HMKakmnx owmnboK 1 npouecc KonnmpoBaHn4d nowien, To BCe caeslaHo NpaBuibHO,
MO>XHO MOCTaBMTb 3afa4y B pacnucaHue. Pefaktupyem 3afgaHna onsg 4eMoHa cron

$ crontab -e
fo6aBnsieM CTPOYKY C 3afaHNEM
0 19 * * 1-5 /home/user/pg backup rotated.sh

Pe3epBHoe KonupoBaHue byaeT BbiNoNHATHCA B 19:00 ¢ noHefenbHNKa NO NATHULLY.

Mo3sapasnsem! ToNbKO 4TO Bbl CIKOHOMUAM MHOMO ThiCAY pybnen Ha nuueH3usax Microsoft. Ecnm
0CTa/IMCb BOMPOCHI MM HY>XXHa nomoLb - obpawanTtecs, byaem pagbl MOMOYb.
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