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YctaHoBKa 1C:Mpepnpuatue 8.3 Ha Linux
cepsep

B 3TOoM cTaTbe Mbl NocTapanuck cobpaTb Hanbosiee NONHYIO MHOPMaLMIO MO YCTaHOBKE CepBepa
npunoxeHuin 1C:Mpennpuatue B cpefe Linux ¢ ucnonb3zosaHmem CYB[ PostgreSQL n nybnvkaunen
NH(opMaLmoHHon 6a3bl n Beb-cepBrncos Ha Beb-cepeepe Apache. PaccmaTpuBaeTtcs Hanbonee
noNHasa yCTaHOBKa cepBepa B AomeH Microsoft Windows. MNonb3oBaTenn paboTatoT Ha paboymx
CTaHumax B cpene Windows, asTopusauma B cucteme 1C:MpepnpuaTtue nponssoauntca vyepes Active
Directory.

MnaH pabot

YCTaHOBNTbL OMepauynoHHY0 CUCTeMy

YcTaHosuTb CYB[ PostgreSQL

YcTtaHoBuTb cepep 1C:Mpennpusatue
3aperncTpupoBaTb CepBep B lOMeHe

Ony6nmkoBaTb UHDOPMaLNOHHYI0 6a3y n Beb-cepBuchl
HacTponTb pe3epBHOe KonupoBaHue

oV hswWwNE

Mepen Havanom paboT TPe3BO OLEHUTE CBOM CUAbI. [115 NOATOTOBAEHHOrO CNeunanmcTa Bce
nepeyncyieHHbIe HUXXe ornepaLmmn 3aiMyT He 6osiee NooBMHbI paboyero gHA, Npu 4em 6onblias
4aCTb 3TOr0 BPEMEHW YAET Ha 0XKMAAHWNE 3aBEPLUEHNS ONepaLniA KONMMPOBAHNS, YCTaHOBKM,
3arpysku un T.m.

Ecnm ycTaHOBKa Npon3BOAMTCS NOBEPX y)Ke paboTatowen CUCTEMbI, CAENTANTE Pe3epBHYIO KOMUIo,
Hanpumep, coxpaHuTe obpa3 AnMCKoB. ECam 4To-TO NonaeT He Tak, Bbl cMoXXeTe 6bICTPO
BOCCTAHOBUTb MPEXHI0 paboTocnocobHOCTb CUCTEMBI

YCcTaHOBKa OnepauuoHHOW CUCTEMDbI

MoopepxuneatoTca Hanbonee nonynsapHele deb (Ububtu, Debian n np.) n rmp (CentOS, Fedora v np.)
ANCTPpNBYTUBLI. Kakux-nnbo SBHbIX peKoMeHaLui rno BbIbopy TOro nanm nHoro guctpubyTtmea Linux
He cyliecTByeT. PekomeHayeMm BbibpaTb Hanbonee 3HakoMbIn Bam guctpubyTus, B Hawem ciyyae
370 Ubuntu akTyanbHOW Ha MOMEHT HanucaHusa ctaTbh Bepcun 16.04 LTS, Bce aanbHenwee
onuncaHme byaeT 0CHOBLIBAaTLCS MMEHHO Ha 3ToM Bblibope. Ecniv Bil Boibpanun gpyron deb-based
AncTpnbyTus, TO BCE ONMCAHHOe NOAONAET U ANd Hero, rmp-based AncTpmbyTBLI MCNONL3YIOT
Lpyrve KoMaHabl 419 yrnpaBaeHna nakeTamu, y4uTbiBaTe 3TO NpU aganTauum cTaTbl 4S19 CBOUX
uenen. Ckavante auctpmnbyTtus Ubuntu Server. MpumeHuTensHo K Ubuntu xxenaTtenbHo
ncnonb3oBaThb LTS AncTpmbyTMBbI, OHW BbIMyCKalOTCA pa3 B ABa rofa v NOAAEP)KMBAIOTCS B TeYeHmne
5 net. AnuctpubyTtme pacnpocTpaHseTcs B Buae ISO obpa3a 3arpy304HOro AnCKa, MOXHO 3anuncaTb
obpas Ha DVD auck, Ho ropa3fo yaobHen noAroTOBUTL 3arpy304HY0 (haeLLKy.

B cepsepHom ancTtpubyTtmee Ubuntu oTcyTcTBYeT rpadmnyeckas ob6onoyvka. YCTaHOBKa U
nocnepytowas HacTpornka byaet Npon3BoAMTCA B KOMaHAHOW KOHCONIW. He Hafo yCTaHaB/MBaTb
rpaguryeckyto 060104Ky, XOTb 3TO 1 NPOCTO, HO COBEPLUEHHO HECCMbIC/IEHHO, OHA HUYEM He
NOMOXXeT B HacTporke. nsd yanobcTBa aoMUHNCTPUPOBAHNS MOTOM MOXKHO YCTaHOBUTb, Hanpumep,
Webmin
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CaMm npoLecc yCTaHOBKM A0CTAaTOYHO NpocT. MHcTannaTop 6yaeT 3anaBaTh Bam pasnmyHble
BOMPOCHI, BaM HY>XHO Ha HUX 0TBeYaTb, TEM CaMbIM BblOMpas Kak yCTaHaBMBaTb ONepaLOHHY0
cucTemy. BHavane Bam npennoxat BbibpaTb A3bIK U CTPaHy, YacoBOW Nosic, BbibupanTe B
COOTBETCTBUM CO CBOVMMN NPEANOYTEHNSMMU.

WHcTannaTop npeanoXxuT Bam pasmMeTnTb AMCKK NOA ONEPALIMOHHYI0 CUCTEMY. ITO CaMblil BaXKHbIiA
BOMPOC B yCTAaHOBKE. BHUMaTENbHO 03HAKOMbTECH C HUXXECEAYOLMMI PEKOMEHAALINAMM,

Ecnm y Bac oauH gumsundeckmnin guck (mnm RAID-mMaccuB), pasgennTe ero Ha 3 IorMyeckux gucka. B
Havane oucka sBblaennte 60-120 6 cobcTBEHHO NOA ONEPALMOHHYI0 CUCTEMY (ANCK 1), OCTaBLUYOCS
4aCTb NoAesInTe NPMMEPHO NOPOBHY NOA AOMalUHKe nanku (auck 2) n gannel CYBM (anck 3).
MoHTUpynTe cnegyowmm obpasom:

/- anck 1
/home - pguck 2
/var - Ouck 3

Ecnn e anckoBas cuctema Balero cepBepa 6oee pa3HoobpasHa, TO CaMblii MeasIeHHbI ee
3/1eEMEHT PeKOMeHayeM MOHTMPOBATbL Kak /home, a caMblil ObICTpLIA Kak /var.

Jlanee nHCTaNNsToOp NPeanoXuT Bam BbibpaTh Habopbl NaKeToB A/ yCTaHOBKU. Bbibepute ans
yCTaHOBKM cieaytolme Habopsbl:

(]

KakK MOXXHO 3aMeTUTb, MHCTANNATOP YCYXX/IMBO NpeasaraeT BapuaHT yCTaHOBKM PostgreSQL
database. He cobna3sHanTecb, Ham Hy>xeH gpyromn PostgreSQL, ¢ natyem gna 1C.

WHCcTannaTop 3aKOHYNT CBOO paboTy, nepe3anyCcTuT CUCTEMY M nNpea Bamn npeactaHeT
npurnaweHne B KOHCOJIb NPUMEPHO TAKOoro Buaa:

Ubuntu 16.04.1 LTS MyServer ttyl
MyServer login:

3axoamuTe, 1 YyBCTBYNTE cebs Kak goma.

nepBbIM OEJIOM HYXXHO HaCTPOUTb CETEBLIE MOAKTIOYEHNA. Mbl uMeeM neno ¢ cepBepoM n
noapasymMmeBaeM, 4HTO CETEBbLIX aJalTepoB B HEM MOXET 6bITb 60NbLIE 0gHOrO0. [laBanTe NOCMOTPUM,
4TO Y HaC eCTb, BBOAWNM B KOHCOJIb KOMaHAY

$ sudo lshw -C network

34ecb UCNosib30BaHa KOMaHAa sudo - cneuunansHasa KOHCTpyKumna deb-based gnctpubytmneos Linux
AN BbINOJIHEHNSA KOMaHA € npaBaMu root. Koraa Bbl AenaeTe 3TO NepsbI pa3 cucTema nonpocuT
Bac BBeCTM Maposib U Ha Kakoe-TO BPpeMS 3alOMHUT ero.

B oTBeT Bbl NoNy4nTE HEYTO MOXOXKEE Ha

*-network
description: Ethernet interface
product: L2 Mbit Ethernet Adapter
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vendor: Attansic Technology Corp.
physical id:

bus info: pci@0000:03:

logical name: enp0Os3

version: a0

serial: 00:00:00:00:00:00

size: 100MB/s

capacity: 100MB/s

Hac nHTepecyet BOT 3TOT (pparmeHT: Llogical name: enp0s3. Ecnm ceTeBbix aganTepoB HosbLie
O0AHOr0, TO 1 Taknx 610KOB B Bblgayve OyaeT No KONMYeCTBY CETEBLIX afanTepoB. 3aNoMMHaeEM
nornyeckune nmeHa. CeteBble NOAKIOYEHNA HACTPAUBAOTCSA B KOH(PMIypaUNOHHOM halnne, 0TKPOEM
ero ons pefakTupoBaHua

$ sudo nano /etc/network/interfaces

[lonycTuM, y Hac eCcTb ABa CeTeBbIX afanTepa. enp0s3, ero Mbl HACTPOUM Ha CTaTu4eckmn IP agpec
1 byaem ncrnonb3oBaThb A5 NOAKIIOYEHUS K foMeHy. Ewe ecTb enp0s8, oH nonyumt agpec ot DHCP
cepBsepa B JIOKaJIbHOW CeTW, MPOCTO Tak, AN14 npuMepa. Pans HaCTPOEK BbIMNAAUT TakK:

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
iface enp0s3 inet static

address 192.168.0.8 # 30€eCb yKa3blBaeM CTaTUYeCcKun agpec
netmask 255.255.255.0 # Macka nogceTu
gateway 192.168.0.1 # W03 Mo yMOJI4aHMIo

dns-nameservers 192.168.0.101 # DNS cepBepa, MOXXHO yKa3aTb HECKOJIbKO 4Yepe3 npoben
auto enp0s3

# The second network interface

iface enp0s8 inet dhcp
auto enp0s8

CoxpanuTte thann Haxxas Ctrl-O n 3akponTe pefnaktop Ctrl-X. [Mocne pegakTMpoBaHus nepesanyCcTum
CeTb:

$ sudo /etc/init.d/networking restart

N NPOBEPUM YTO Y HAC NONYy4YnIoCh

$ ifconfig

B Bblgaye 3TOM KOMaHAbl BHUMATE/IbHO CMOTPUM Ha 3HayveHus inet addr - B HaweMm nNpuMmepe Tam

[0JHKeH BbITb CTaTMYeCKMIA apec, 3afaHHbIN B KOHDUIrypaLMoOHHOM haitie ons NepBoro agantepa
N QMHaMUYeCcKnn agpec BolgaHHbIM DHCP cepBepom A BTOPOro.

Mocne Toro, Kak HaCTpPOEHbI CETEBbLIE NOAK/TIOYEHUA MOXXHO NMOKNHYTb CEPBEPHYIO. ﬂ,aﬂbHeVlLUle

JINHEPWUC - https://wiki.lineris.ru/



Last update: 2019/07/29 18:20 linux_server https://wiki.lineris.ru/linux_server?rev=1564424445

HaCTpOWKy yaobHee Npon3BoanTbL C paboyei CTaHUMK, NOAKMOYUBLLMCE MO NPOTOKOY SSH.

ANna DUCTaHUMOHHOIO ynpasseHunsa cepsepoM ¢ paboyen ctaHumm Windows mel byaem ncnosb3osaThb
PuTTy. Cka4anTe, yCTaHOBUTE U NOAKOYaNTeCk. ALpec cepBepa B HalleM nprMepe yKasblBaeTcs
Tak user@192.168.0.8, roe user - UMa NOMb30BaTESA, MOPT MO YMONYaHUIO 22.

Nanee HaM noTpebyeTca KONMPOBaTb haibl Ha Hal cepsep. YTo bbl AenaTb 3T0O MaKCMManNbHO
KOMOPTHO, HAaCTpoOUM nakeT Samba, No3BoNALWMIA NOAPYXNUTb Linux n Windows no nokasibHOn
ceTw.

3agadva MUHMMYM celyac - pacllapuTb Nanky Ha cepBepe, KyAa Mbl CMOXXEM KOMMUPOBATb HYXHble
hannbl.

$ sudo nano /etc/samba/smb.conf
B KoHMrypaunoHHOM hansie HaxoAnM N PaCKOMMeEHTUpyeM 610K
homes

comment Home Directories

browseable no

read only = no

create mask 0700

directory mask = 0700
JobaBnM Haluero nosb3oBaTens B Samba
$ sudo smbpasswd -a user
YKa3blBaeM eMy Naposib U BKIOYAEM
$ sudo smbpasswd -e user
1 nepesanyckaem Samba

$ sudo service smbd restart

Monpobyem 3anTn n3 nposodHnka Windows. B HaweM npumepe 310 byaeT BbIrNa4eTb Tak
\\192.168.0.8\user, BBOOMM UMS, NapOb U NoNagaeM B 4OMALLHIOW Marnky.

ObpaTnTe BHUMaHWNE, HY)KHO BBOAUTb CETEBOIN aflpec MNOJIHOCTbIO, YKa3blBasi HE TONIbKO aApec
cepBepa, HO U UMs KaTaslora NoJsib30BaTens

Ha Bcakni cnyyan 06HOBUTE PYCCKYIO JIOKab

$ sudo update-locale LANG=ru RU.UTF-8

YctaHoBka CYB]] PostgreSQL

1C:MpepnpuaTtne paboTaeT co cneunanbHO NponaTyeHHon Bepcmen PostgreSQL. Bepcusa uns
peno3utopus Ubuntu He nogongert.
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CyLiecTByeT HECKOJIbKO NCTOYHUKOB, e MOXKHO B3ATb ANCTpMOYTMB PostgreSQL coBMeCTUMbIN C
1C:Mpennpuatune. MoxHO, Hanpumep, Kak pekoMmeHayeT cama pupma «1C» ckayaTb ero C noprasa
NTC n ycTaHoBUTb U3 deb nan rpm nakeToB, Takon Noaxo4 BrosHe NPMBbIYNEH 4159 NOJb30BaTeseN
Windows, cka4mBaTb M yCTaHaBaMBaTb. B Linux apyron nogxon. Hanpumep, 419 NOKAOHHMKOB
Gentoo Linux npuBbI4HO 6b1N0 Bbl CKaYaTb MCXOAHMKK PostgreSQL, nponaTymTb UX 1
ckomnunnpoaTb. A unocogus Ubuntu 6asmnpyeTcs Ha peno3nTopusx, 0TKyAa Nonb3oBaTenu
NoJly4aloT HY>)KHbIE NPOrpamMMbl, yCTaHaBAMBasA UX MeHed)Kepamu nakeTos. K coxxaneHuto upma
«1C» He 03aboTnnacbk CO34aHNEM TaKOro penos3nTopms Oas pacnpoCTPaHeHNs CneunasibHON BEpCUn
PosgreSQL, 3aTo 3To caenana komnaHus Postgres Professional.

K coxaneHuio, komnaHus PostgresPro orpaHuymnna goctyn K CBOMM Peno3nTopuaM, Ha opuLmnaibHOM
CanTe YKa3aHo, YTO OHW OOCTYMHbI B paMKax CEPBUCHOINo KOHTpakTa. CkavanTte n yctaHosute DEB
nakeTbl ¢ noptana 1C:UTC.

Kavaem pann postgresql 10.5 24.1C amd64 deb.tar.bz2rpe5 24 - akTyasJibHbll Ha
MOMEHT HanucaHusa cTaTb HoOMep COOPKK, K MOMEHTY, Korfa Bbl 3T0 NpoYTeTe OH MOXET CTaTb
Apyrum, bepute camyto akTyasibHyt0 COOpKY.

Pacnakyem u nepenfem B nNanky C NakeTamm U yCTaHOBUM

tar xvjf postgresql 10.5 24.1C amd64 deb.tar.bz2

cd postgresql-10.5-24.1C amd64 deb

sudo dpkg -i libpg5 10.5-24.1C amd64.deb

sudo apt postgresql-common

sudo dpkg -i postgresql-client-10 10.5-24.1C amd64.deb
sudo dpkg -i postgresql-10 10.5-24.1C amd64.deb

sudo apt-mark hold libpg5

sudo apt-mark hold postgresql-client-10

sudo apt-mark hold postgresql-10

“H A A A A A A A A

He 3abbiBaeM 3aMeHATb 5-24 Ha HOMep CKa4aHHON CHOpKM.
HacTpoum npasa Ha noaknwoyeHne kK CYB[ ns koHconu.

$ sudo nano /etc/postgresql/10/main/pg hba.conf
B oTKpbIBLIEMCSA (halsie HAanLeM CTPOKY

local all postgres peer

M NpYBeLEM ee K BUay

local all postgres trust

ToNbKO 4TO Mbl HAacTpouam PostgreSQL foBepsiTb BCEM JIOKAsIbHLIM MOAK/IOYEHUSAM. DTO HE COBCEM
6e30nacHo, Mbl MICMPaBUM 3TO YyTb MO3XXe, MOC/E TOro Kak YCTaHOBMM MapoJib NoJib30BaTENIO
postgres.

Ecnun He xoTuTe, 4T0 6bI CepBep CYB[ 6611 BUAEH Komy-nnmbo, kpome cepsepa 1C:MpeanpuaTue,
KOTOPbIA Mbl 4yTb M03)e YCTaHOBUM, NOMpaBbTe HACTPONKM Be3onacHOCTK
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$ sudo nano /etc/postgresql/10/main/postgresql.conf
B oTKpbIBLLIEMCSA (halsie HAXOAUM CTPOKY

listen addresses = '*'

W NPYBOAUM €e K Buay

listen addresses = 'localhost'

Takas HaCTpoWKa orpaHnyYnT BUANMMOCTb PostgreSQL Tonbko aTum cepeepom. Ecnn cepsep
1C:MpepnpuaTtre byneT yCTaHOBNEH Ha ApYron MawwwnHe, BMecTo localhost ykaxkuTe ee agpec.

Mocne Takon ycTaHoBkK PostgreSQL ero cny>kba cama He CTapTyeT U He NPONUCLIBAETCS B
aBTo3arpysky. Coenaem 310

$ sudo service postgresql start
$ sudo update-rc.d postgresql enable

N ewe HeMHOro HacTpoek 6e3onacHOCTU. YCTaHOBMM Naposib password Ha nosb3oBaTens
postgres, nmeHeM KoToporo 6yayT NPoU3BOANTCS BCe onepauun ¢ 6azamMm faHHbIX (BMeCTo
password yKa)kute CBOW Napob).

$ psgql -U postgres -d templatel -c "ALTER USER postgres PASSWORD 'password'"
MonpaBuM MeToAbl ayTEHTU(MKALMM NONb30BaTENEN

$ sudo nano /etc/postgresql/10/main/pg hba.conf

B oTKpbIBLLIEMCSA (halsie yCTaHaB/MBaeM BCe MeToAbl B md5, HanpuMmep, Tak

local all postgres md5

Mepe3anyckaem cnyxby PostgreSQL

$ sudo service postgresql restart

[oTOBO!

YctaHoBKa cepBepa 1C:lpepnpusatue

Mpu BbiGOpe apxXUTEKTYpbl ANCTPMBYTMBa i386 nnn x86-64 cnepyeT y4nTbiBaTb HE TOSIBKO
aPXUTEKTYpY CcepBepa N yCTAaHOBJIEHHOW Ha Hero onepaunoHHON CUCTEMbI, HO U UMeloLLytocs Y Bac
nnueHsuio Ha cepeep 1C:Mpennpuatua. 34ecb ONUCbIBAETCA NPOLECC YCTaHOBKN 64-pa3paaHoro
cepBepa B x86-64 apxuTekTypy. YCTaHOBKa 32-pa3psafHOro cepsepa B i386 apxuTekTypy
aHanornyHa ¢ TOYHOCTbIO 40 HAUMEHOBaHMNA HEKOTOPbLIX (halIoB 1 KaTanoros. YCTaHOBKa 32-
pa3psLHOro cepeepa B apxutekpyTy x86-64 notpebyeT peleHns npobnem 3aBUCMMOCTEN NAKETOB,
M 3TOT NOABUI AOCTOWH OTAEJNIbHOM CTaTbU
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MpeaBapuTenbHO YCTaHOBMM NakeTbl, Heobxoanmble ana paboTel cepeepa 1C:Mpeanpusatue
$ sudo apt install imagemagick unixodbc libgsf-bin ttf-mscorefonts-installer

B npouecce yctaHoBku nakeTa ttf-mscorefonts-installer noTpebyeTcs NpuHATL yCi0BUA
NoJib30BaTeNbCKOro corsaweHns EULA.

JIiobbIM 3aKOHHBIM cnocobom nonyyvaem anctpubyTtme nnatdopmel 1C:Mpeanpuatusa onsa deb-based
Linux, Hanpumep, ckavymaem ero c noptana UTC. Cepsep 1C:Mpeanpuatne COCTOMT U3 3-X MAKETOB:

e 1c-enterprise83-common - obLine KOMMOHEHTBI
e 1c-enterprise83-server - cobCTBEHHO CaM cepBep, NaKeT 3aBUCUM OT 0OLLMX KOMMOHEHT
e 1c-enterprise83-ws - Beb-paclumpeHns cepsepa, NakeT 3aBUCUM OT CaMOro cepeepa

Ecnv B 1C:MpeanpusaTim KpomMe pyccKoro v aHriminckoro Bam notpebytoTcs apyrue s3biku, bepute
MaKeTbl B HAMEHOBAHMU KOTOPbLIX NpucyTcTeyeT NLS

CkonunpyinTe TOJIbKO 3TK 3 haitna no CeT B OMALLHWA KaTanor nosb30BaTesis, B HaleM npumepe
\\192.168.0.8\user YcTaHaBAMBaTb NAKETbl HY>XHO UMEHHO B TaKOW MNOCIe40BaTENbHOCTMW.
Cny4arHO WK HET, OHM MO anaBUTHOMY NOPSLAKY BbICTPAUBAOTCSA MMEHHO TakK, Kak HY>KHO, a
3HAYUT UX MOXKHO YCTAHOBUTb O4HOM KOMaHLOW

$ sudo dpkg -i 1lc*.deb
CepBep ycTaHoBJIEH. 3anyckaem

$ sudo service srvlcv83 start

Moopa3ymeBaeTCs, YTO akTMBaLUmua cepepa byaeT npoBOANTCA NPOrPaMMHON nuLEeH3nen. Ecnm no
KaKnM-n1mbo npmvyYmMHaM y Bac NOSBUTCSA XKeslaHMe BOTKHYTb B cepBep ko4 HASP, ckavanTe n
ycTaHoBuTe nakeT haspd oT Etersoft

Ecnn koHurypaumsa 1C:Mpeanpusatue nmeeT OOMOJHUTENbBHYIO 3alWnNTy, ycTaHoBuTe CJIK

K cepBepy y>Ke MOXHO NOAKJII0YaThCS Yepe3 KOHCOb aAMUHUCTPMPOBAHUS CEPBEPOB, aKTUBNPOBATb
JNLLEH3MMN 1 CO3[aBaTb MHOPMALIMOHHbIE 6a3bl.

Peructpauusa cepsepa B fOMeHe

Mpouenypa MMeeT CMbICA TOJIbKO eCn ncnonb3yeTtcs aomeH Microsoft Windows 1 nnaHupyeTtcs
aBTopu3auma nonb3osaTtenen 1C:MpennpuaTtue no y4yeTHom 3anucu Active Directory

Kak 06bl4HO, HaYHEM C YCTAHOBKU HEOOXOAUMbIX MaKeTOB

$ sudo apt install krb5-user

Ecnv npu ycTaHOBKe CUCTEMbI HE YCTaHaB/IMBaAM Samba, To camoe BpeMsi caenaTb 3TO
$ sudo apt install samba

M ewe moxeT NnoHagobuTbCs, @ MOXKET HET, HO nyyule yCTaHOBUTb
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$ sudo apt install libpam-krb5

HacTtpoum DNS

DNS noTpebyeTca Ham gns Toro, 4To 66l cepsep Mor obpallaThCa K pecypcam JIoKaabHON CeTu Mo
NOrNYECKUM UMEHAM.

CHayvana pa3bepemcs C UMEHEM CaMOro cepBepa
$ sudo nano /etc/hostname

B 3TOM thaitne 0osKHO BbITb YKa3aHo MMS KOMMblOTEPA, AAHHOE eMY MPW YCTAHOBKE OrepaLuoHHON
cucTembl. ECM o KaKUM-TO MPUYMHAM TaM He OHO - UCMpaBbTe.

Tenepb Hay4UM ero HaxoAnTb camoro cebsd Mo CcBOEMY KOPOTKOMY M MOJSIHOMY LOMEHHOMY UMEHM.
$ sudo nano /etc/hosts
34€eCb HY>XHO COMOCTaBUTb UMeHa C IP agpecom noboro ceTeBoOro COeANHEHNS, Hanpumep, Tak

127

.0 1 localhost
127.0 1

.0.
0. myserver.domain. ru myserver

Tenepb cobcTBeHHO HacTpoum DNS. lonyCTuUM, KOHTPOISIEP AOMEHA Y HAaC HaX0AUTCA Ha aapece
192.168.0.1. Echn IP agpec 3apgaeTcs CTaTUYeCKW, Aenaem Tak

$ sudo nano /etc/resolvconf/resolv.conf.d/head

1 NPOMNMCbIBaeM NMeHa 1 agpeca

domain domain.ru

search domain.ru

nameserver 192.168.0.1

Ecnn ecTb ewwe oguH cepsep CJ'Iy)K6bI MMeH B oMeHe, obaBbTe B cpa|7|n elie oaHy CTPOYKY
nameserver Cc ero agpecom.

Mpu nony4veHun IP agpeca ot DHCP no naee BCe JO/KHO HAaCTPOUTLCA aBTOMaTUYeCKN, HO eCTb
HI0AHCbI, 3aNMUCK OOMEeHa MOTryT He onpefennTbCa. cnpasnsem

$ sudo nano /etc/dhcp/dhclient.conf
llobaBnsem 3anmcb AOMEHa
supersede domain-name "domain.ru";

Y1066l D06aBUTL eLle 0AUH cepBep CNyXObl UMEH IOMEHa Haxo0A4MM B 3TOM (haine CTpokKy prepend
domain-name-servers, paCKOMMEHTMPYEM €€ 1 yKa3blBaeM HY)XHbIN IP agpec.
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Mepe3sanycTuM cnyxby cetu
$ sudo /etc/init.d/networking restart

MpoBeprM, YTO Y HAC NoAy4mnock. MonpobynTe NMHraHyTb KOHTPOJIEP AOMEHA MO KOPOTKOMY U
NosIOMy LOMEHHOMY UMEHW UMEHW, JOMYCTKM ero 30ByT server

$ ping server
$ ping server.domain.ru

CUHXPOHM3UPYEM Yachbl

YyTb nanee mMbl 6yaem ncnosb3oBaTb NpoTokos Keberos, a ans ero KoppekTHou paboTbl BaXKHO, YTO
Obl CUCTEMHBIE Yacbl KOHTPOJIIEPa AOMEHA M Hallero cepeepa bl CUHXPOHN3MPOBAHDI.

3aberas ewle ganee CKaxem, 4To AN aBTopusauum nonblosatenen 1C:Mpeanpuatue yepes
y4yeTHyto 3anucb Active Directory Hy>KHO 4T0 Bbl 1 Yacbkl paboynx cTaHLMM BbINN CUHXPOHU3MPOBAHBI
C KOHTPOJIJIEPOM JOMEHa.

YCTaHOBMM 4aCcoOBOro AeMOHa, KOTOpbI ByaeT nepuoanyeckn CUHXPOHU3MPOBaTL BPEMS C
KOHTPO/I1epOM floMeHa no npoTokoay NTP

$ sudo apt install ntpd

HacTpoeMm ero

$ sudo nano /etc/ntp.conf

YKa>eM NCTOYHMK TOYHOIrO BPEMEHN B AOMEHE - KOHTPOJIep LOMEHa
server server.domain.ru

1 nepesanycTum

$ sudo /etc/init.d/ntp restart

HacTtpoum aBTopMu3aumio yepes Kerberos

OTKpblBaeM KOHMUIypaLNOHHLIN (ann
$ sudo nano /etc/krb5.conf

 npvBoAUM €ro K Takomy By, pa3yMeeTcsi 3aMeHss nMeHa 1 IP agpeca Hawero npumepa noj CBow
yCJI0BUS

libdefaults
default realm = DOMAIN.RU # 3arnaBHbiMu BykBamu
kdc_timesync 1

JINHEPWUC - https://wiki.lineris.ru/



Last update: 2019/07/29 18:20 linux_server https://wiki.lineris.ru/linux_server?rev=1564424445

ccache type = 4

forwardable = true
proxiable = true

v4 instance resolve = false
v4 name_convert

host
rcmd host
ftp ftp
plain

something something-else

fcc-mit-ticketflags = true

realms
DOMAIN.RU
kdc = server # cepsep cnyxbbl MeH
#kdc dns-server # BTOpOWN CepBep UMEH, eCn ecTb
admin_server server # KOHTpos/ep oOMeHa
default domain = DOMAIN.RU # 1MA JOMeHa yKa3blBalTe MMEHHO Tak -

3alrJ1laBHbIMU 6yKBaMI/I

domain realm
.domain.ru = DOMAIN.RU
domain.ru = DOMAIN.RU
login
krb4 convert = false
krb4 get tickets = false

B Linux, B oTam4mm oT Windows, pernctp byks nmeeT 3Ha4veHue. Hanpumep, B 04HON narnke
COBepLUEHHO CMOKOMHO MOryT HaxoauTca Aea aunna file.txt n File.txt, n HUKTO He NomellaeT
co3faTh elle napy FILE.txt u file. TXT. ObpaTuTe BHMMaHME Ha HanNUCaHWe UMEHN AOMEHa B
KOH(MIypaLMOHHOM (haiie - 3TO BaXKHO!

MpobyeM BONTM B JOMEH KaK ero nosib3oBaTesib ivanov

$ kinit ivanov@DOMAIN.RU

Ecnn BCe HacTpoeHO NpaBWJIbHO, CUCTEMA 3aNpPOCUT NapoJib NOJIb30BaTeNd AOMEHa U Bbl He yBnanTe
HUKakKnx coobeHnin 06 owmnbkax. MocMoTpeTb NOYyYEHHbIN BUNET MOXKHO KOMaHAOM

$ klist
OH BbLIrNSANT NPUMEPHO Tak
Valid starting Expires Service principal

15.02.2017 23:08:18 16.02.2017 09:08:18 krbtgt/DOMAIN.RUGDOMAIN.RU
renew until 16.02.2017 23:08:07
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/1 oH Ham Bonblue He HYXX€EH, yaaJinM ero

$ kdestroy

HacTtpoum Samba u BKNIOYMM cepBep B A,OMeH

Mbl y>Ke HEMHOro HacTpauBaan Samba ana Toro, 4To 6bl Ham 6bI10 yO0bHEe KONMpoBaTb
ANCTPMOYTUBLI NO CETU. DTN HACTPONKK ByayT nonesHol B Byayuiem npyn 06HOBNEHMM NAATHOPMbI
1C:MpennpuaTune, ocTaBbTe MX. B 3TOM pa3gene onucaHbl 4pyrue HaCTPOMKMK.

OTKpbIBaeM tann KoHpurypaumm Samba
$ sudo nano /etc/samba/smb.conf

A NpuBOAMM €ro NPMMEpPHO K TakoMy BUIY

global
workgroup DOMAIN # 3arnaBHbIMK ByKBaMu
realm DOMAIN.RU # 3arnaBHbIMK OyKBaMu
security = ADS # aBTOpm3auus 4yepes Active Directory

encrypt passwords true # cwuppoBaHneM naponen

dns proxy = no
socket options = TCP NODELAY

domain master = no # 3TOT 610K HAaCTPOEK YKA3bIBAET, YTO Mbl HE FJlaBHbIE B
LOMeHe

local master = no

preferred master no

os level = 0

domain logons no

load printers no # npuvHTepamu ynpasnsaTb He byaem
show add printer wizard no

printcap name = /dev/null

disable spoolss = yes

# pobasbTe ctona 610kM n HaCTPOMKMW, KOTOPbIE Mbl AeNanun B pa3fesie YCTaHOBKN onepauyoHHON
CNCTEMDI

MpoBepyM NPaBUSILHOCTb HAaCTPOEK

$ testparm

Ecnn ownboK HET, 1 NpaBUIbHO YCTaHOBMIEHA POJib
Server role: ROLE DOMAIN MEMBER

TO Mbl TOTOBbI BK/IIOYNTLCA B JOMEH, pa3yMeeTCA, eCJZin 3HaeM NapoJib agMUHUCTPaTOpPa AOMEHa
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domainadministrator
$ sudo net ads join -U domainadministrator -D DOMAIN
Ecnu Bbl BUgNTE HEYTO NMOXOXKEE Ha

Using short domain name -- DOMAIN
Joined 'MyServer' to dns domain 'domain.ru'

TO nosgpassiseM, y Bac Bce nony4ymnock, Bl B foMeHe!

ABTOopu3auusa nonb3osateneu 1C:Mpepnpusatue Ha Linux cepBepe yepes
Active Directory

B KnuneHT-cepBepHOM BapuaHTe paboTbl 1C:Mpeanpuatre ayTeHTUPUKaLUS Nosib3oBaTenen
Npou3BOAMTCA Ha cepBepe. Ecnu cepeep paboTaeT nof ynpasneHnem Windows, To oH 6e3 npobnem
NnoNly4aeT Hy>XXHble NpaBa A5 Toro, 4To 6bl NpoBepUTL y4eTHY0 3anucb Active Directory.

B Linux nena obctosaT uHave. Cepsep 1C:MpegnpuaTtme y Hac paboTaeT nog y4eTHON 3anunChbio
usrlcv8, KoTopas umeeT Kakne-nmbo NpaBa TONbLKO B Npefenax Halwero linux-cepsepa. B nomeHe y
3TOro linux-nosib30BaTesia HET HUKAKMX NpaB, COOTBETCTBEHHO cepBep 1C:Mpeanpuatmne He MoXeT
noay4nTb HU4ero oT Active Directory.

Y710 66l NCMpPaBUTL 3Ty Npobaemy cepsepy 1C:MpeanpuaTne HYy>XXHO BblAaTb CReUnanbHbIn «6nneT» un
COMocCTaBUTb ero ¢ noab3oBaTesneM Active Directory no npotokony Keberos.

Co3panTe Takoro nosb3oBatend B Active Directory, Ha3oBuTe ero, Hanpumep, Linux1lcv8. MNpaBay
Hero MoryT 6bITb coBepLLUEHHO Ntobble, FNaBHOE, YTO Bbl B HACTPOMKAX €ro y4eTHoM 3anucu boina
oTKJYeHa onuns Use DES encryption types with this account.

BuinonHsemble Ha cepeepe 1C:MpeanpuaTtne onepaunn B goMmeHe byayT nMeTb NPUBUAEr NN UMEHHO
3TOro nosib3oBaTtesia. Jante 3TOMy NoJsib30BaTesIl0 NPaBa Ha YTeHWe 1 3anucb CeTeBbIX PECYpCoB, C
KOTOpbIMY Bbl nnaHmpyeTe paboTaTb Yepes cepeep 1C:Mpeanpuatmne. 3To MoryT ObiTb, HanpuMmep,
KaTanorun gna obMeHa faHHbIMU C APYTUMN MHDPOPMALMOHHBIMU CUCTEMAMMN.

Tenepb HaM noTpebyeTcs KoMmaHAHas cTpoka Windows pabo4yen cTaHLUK, BKAKOYEHHON B OMEH U
yTunuta ktpass, HanTu ee MOXXHO B nakeTte «Windows Support Tools» cepsepa nnamn «CpeacTtaa
yOANeHHOro agMUHUCTPUPOBAHUA» MOJHOMYHKLUMOHANbHbBIX BEPCUIN HAacToNbHbIX Windows. ITa
YyTUANTa reHepupyeT cneumasnbHbI KoY, KOTOPbIA He-windows CUCTeMbl MOryT UCNONb30BaTb AN
aBToOpM3aL MM B JOMeHe no npoTokoay Keberos.

Coenaem 310

ktpass -princ linuxlcv8/myserver.domain.ru@DOMAIN.RU -mapuser usrlcv8 -pass
<naposb AD nonb3oBatens> -out usrlcv8.keytab

BoT TyT cnenyeT yoenuTb ocoboe BHMMaHME UMeHaM NnoJib3oBaTesien. ITON KOMaHAOoW HaM HaJo,
41O bkl B (hann usrlcv8.keytab 6bin 3anuncaH KIY, C NOMOLLbLIO KOTOPOro linux-nonb30BaTenNb
usrlcv8 4yepes npotokon Keberos bynet npencrasieH B 4OMEHe Kak NoJsib3oBaTens AD
linuxlcv8@domain.ru Boweawmni B LOMEH C XoCTa myserver.domain.ru
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Mony4eHHbIn hann nepemMecTuTe No CETU B AOMALLHIOW Nanky Ha linux-cepsep \\myserver\user.
A Ha cepBepe ero Hy>KHO nepemMecTuUTb B KaTaJior, rae yctaHosneHo 1C:lMpepnpusatue, NnoMeHATb
eMy BJlagenbla U Ha3Ha4nTb 6e3onacHble npaBa

$ sudo mv /home/user/usrlcv8.keytab /opt/1C/v8.3/x86 64
$ sudo chown usrlcv8:grplcv8 /opt/1C/v8.3/x86 64/usrlcv8.keytab
$ sudo chmod 600 /opt/1C/v8.3/x86 64/usrlcv8.keytab

MpoBepuMm, BCe N1 CAENAHO NMPaBUIbHO
$ sudo -u usrlcv8 Kklist -e -k -t /opt/1C/v8.3/x86 64/usrlcv8.keytab
Ecnv Bbl BUOUTE HEYTO noxoxee Ha

Keytab name: FILE:usrlcv8.keytab
KVNO Timestamp Principal

4 01.01.1970 03:00:00 usrlcv8/myserver.domain.ru@DOMAIN.RU (arcfour-hmac)

To y Bac Bce nonyyunock, no3apasnsem!

®ann .keytab Hy>xHO caenaTb TONbKO AN OLHOrO nosb3oBaTens AD, B HalweM npuMepe 3710
linuxlcv8@domain.ru. He Hapo genaTh Takue annbl 419 BCeX Y4eTHbIX 3anucein AD nosib3oBaTenem
1C:Mpepnpuatue

B 1C:Mpeanpusatumn ona astopmsaumn Yyepes Active Directory y4eTHble 3anmncu HYXKHO YKa3blBaTb
ManeHbKUMy BykBaMun 1 C NOSHbIM HaVMeHOBaHWEM AoMeHa, BOT Tak: \\domain.ru\ivanov

NMyonukauusa Ha Beb-cepBepe Apache

icnonb3oBaTb OOUH M TOT XXe cepBep B KayecTBe cepBepa npusoxeHun (a Takxe CYBJ) n web-
cepsepa 6e30MacHO TOMBLKO B 3aKpbITOW CeTK npeanpuatns MHTpaHeT. Ona nybankaumm B UHTepHeT
npaBWJibHO ByaeT NCnonb3oBaTb OTAESNbHLIN web-cepBep 1 pa3mMecTuTh ero 8 DMZ

1C:MpepnpuaTue penusos go 8.3.9 noagepxusano nybankaumio nHpopmaLmnoHHon 6asel Ha Beb-
cepsepe Apache Bepcum He Bbilwe 2.2. Ond ncnonb3oBaHnsa Apache 2.4, BKIKOYEHHOr0 B Peno3nTopum
Ubuntu 16.04 LTS obHOBUTECH A0 aKTyanbHOr0 penn3a TEXHONOrM4eCKOn NnaThopMbl
1C:Mpeanpuartue.

Kak Bcerga, Ha4ymHaeM C YCTaHOBKUN HYXXHbIX HaM nakeToB. Ecav Bbl pa3BopaymBaeTe 0TAEe/bHbIN
cepep ans web-nybnmkaunm, npu yCTaHOBKE Ha HEr0 OMepaLoOHHON CUCTEMbl 4OCTAaTOYHO yKa3aTb,
4yTO 3TOT cepBep byneT paboTaTb kKak LAMP (Linux Apache MySQL Php).

Ecnn cepep yxe ycTaHoBneH 6e3 Apache

$ sudo apt install apache2

YTOYHUM, YTO Mbl YCTAHOBMAN U3 PENO3NTOPUSA
$ apache2 -v

3anomMnHaeM Bepcuio
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Server version: Apache/2.4.18 (Ubuntu) Server built: 2016-07-14T12:32:26

2.4 - 3TOT HOMEp BEpPCUM HaM HY)XHO ByaeT yka3aTb npu nybankauum, COOTBETCTBEHHO B NapameTpe
nybnmkaunm ykasoiBaem -apache24. Bce oCcTaNbHbIe NapaMeTpbl YKa3aHbl 415 YCTaHOBKKU Apache
2.4 No-yMonyaHuio.

$ sudo /opt/1C/v8.3/x86 64/webinst -apache24 -wsdir baselc -dir
/var/www/html/baselc -connstr "Srvr=myserver;Ref=baselc;" -confPath
/etc/apache2/apache2.conf

$ sudo service apache2 restart

MpoBepsiem, 3axoamm Yepes bpaysep http://myserver/baselc n sBugnum Beb-knmeHTa
1C:Mpeanpuartue.

Ony6ankyem Beb-cepBuchl. YTunnta webinst 3Toro He caenana, a 3Ha4uT NpuaeTCs caenaTb 370
caMuM. [119 3TOro Hy>XXHO OTpeAakTMpoBaThb (hann nybankaunm nHHopMaLMoHHON 6a3bl, CO3AaHHbIN
3TOW YyTUINTON

$ sudo nano /var/www/html/baselc/default.vrd

B aToT XML ¢hann nocne 610Ka, 0nmcbiBaloLLEero NoOAKMOYEHNE K MHGOPMaLMOHHON Ba3e HYXXHO
nobaBnTb 610KKM C onmucaHuem nybsmkyemblx Be6-CepBMCOB MHOPMaLMOHHON Ba3bl, HanpuMep, ANs
paboTbl MOBUALHOIO NpuoXxeHnsa 1C:3akasbl C NOAAEPKMBAEMbBIMU KOHPUTYPALMSMUN HY)KHO
onybankosaTb Beb-cepsuc CustomerOrdersExchange. MNoapobHee cM. nHGOpMaLnto B
LOKYMEHTaLUn K NPUKNagHoMy pelleHunto Ha nnaTtdgopme 1C:Mpeanpusture.

Mocne n3MeHeHnn B KOHPUrypaUmMoHHbIX hanax He 3abbiBanTe nepe3anyckaTb Apache.

Mbl HacTpounu nybankaumo nHpopmaumoHHon 6a3bl No NnpoTokoay HTTP. 3To BNOAHE roanTCs ANns
WHTpaHeT, HO HK B KOeM cilydae He nybankynTe Tak 6a3y B OTKpbITOM AocTyne B ceTu NHTepHeT. Mo
npotokony HTTP Bce gaHHbIe, B T.4. Mapoaun NoJsib3oBaTesien nepenatTcsa B He3alwmngppoBaHHOM
Buae. Obs3aTenbHO HacTponTe be3onacHbi NpoTokoa HTTPS

Hactpouka HTTPS

lns coBCceM npaBuabHOro 1 6e3onacHoro 4ocTyna no NpoTokony HTTPS HY>XXHO Noay4YnTb LMGPOBON
cepTudumKaT, NnoanucaHHbIn yaoctosepsaowmm ueHTpom (Certificate Authority). Takue cepTudukaTol
rapaHTUPYIOT He TOJIbKO LM poBaHME Tpadrka MeXay KJIMEHTOM 1 cepBepoM, HO 1 obesonacsaT
BalLMX MoJib30BaTesIen 0T Kpaxku naponen, 0cCobeHHo, ecnm oHn ByyT NOAKAYaTLCA U3 NYBANYHBIX
wi-fi ceTen.

Takon cepTnuKaT MOXXHO NpUObpecTn NpakTMYeckn y ntoboro XoCTUHr-NpoBangepa, MHorne
npegfiaraloT nepebiv BeiNyCK 6a30Boro cepTudurkaTa CPOKOM AencTens 3 nanm 12 mecsues
6ecnnaTtHo. CTOMMOCTb NPOANEHNA HAYMHAETCS NpUMepPHO oT $50, B 3aBMCMMOCTI OT OMNLMA.

Ewe BapuaHT - NONY4YNTb CePTUDMKAT LeHTpa cepTudukaumm Let's Encrypt. Ero Boinyck u
nNpoAfieHne coBepLUeHHo 6ecnnaTHbl. CepTudrKaT BbiMyCKaeTCs CPOKOM Ha 3 MecsLa, 3aTo npouecc
€ro BbiMycka, NPoANeHNS U YCTaHOBKN B Beb-cepBep Apache NONHOCTLIO aBTOMaTU3MPOBaHbI.

30eCb XXe Mbl ONuLLEeM BbIMYCK T.H. CaMONo4nMCcaHHOro cepTudgukaTa.
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H1KTO, KpomMe Bac He CMOXXeT NPOBEPUTb NPaBUILHOCTb CaMOMOANUCAHHOIo cepTudmKaTa 1 npu
NOOK/IOYEHUN K NH(OPMaLMOHHOW Ba3e y nosb3oBaTens He ByaeT HUKAKOM rapaHTumM, YTO OH
NnoaKYaeTcs MMeHHO K Bawemy cepsepy. Tpatumk 6yaeT WwndpoBaThCs, Tak 4TO 3TO
O0THOCMTeNbHO 6e30nacHo

Cospgaanm SSL cepTugukaT
$ openssl req -new -x509 -days 365 -keyout myserver.key -out myserver.pem

Ykaxunte PEM pass phrase - naponb NnpuBaTHOro Kjt4a. Ha ocTasnbHble BOMPOCHI MOXXeTe
oTBeYaTb Kak yrogHo, kpome Common Name (eg, YOUR name) []: - TyT cnenyeT ykasaTb
LLOMeHHOoe 1Ms canTa. B pe3ynbTaTe B JOMaLLUHEN Nanke nosasuTca ABa panna myserver.key -
NPUBaTHBIN KJIIOY M myserver.pem - nydanyHbin cepTuduxaT. YTo 66l Apache npu 3arpyske He
cnpaLmnsan HEMOHATHO Y KO0 Naposib NPUBATHOMO KJ04a, CHUMEM ero

$ cp myserver.key{, .orig}
$ openssl rsa -in myserver.key.orig -out myserver.key
$ rm myserver.key.orig

MepemecTnm nx B 6e3onacHoe MeCcTo 1 HAaCTPOMM MNpaBa AOCTYyNa ToJbKO Ans root
$ sudo mv myserver.pem /etc/ssl/certs/
$ sudo mv myserver.key /etc/ssl/private/
$ sudo chmod 0600 /etc/ssl/private/server.key
Mepexoanm K HacTporkam Apache, Bkato4aeM nognep>xky SSL
$ sudo a2enmod ssl
W HacTpamBaem poctyn rno HTTPS. OTKpbiBaeM (hainn KOHQUrypauum canTa no-yMoayaHuio
$ sudo nano /etc/apache2/sites-enabled/000-default
N NPUBOAMM €ro K TakoMmy Buay
<VirtualHost *:80>

# lMNepeHanpasum Bce noctynatowme no HTTP 3anpocel Ha HTTPS xocTt

Redirect / https://mysite.ru/ # mysite.ru - 3To nomeHoe ums uam IP

aZlpec Ballero canTa
</VirtualHost>
<IfModule mod ssl.c>
<VirtualHost *:443>

ServerAdmin webmaster@mysite.ru

ServerName mysite.ru
DocumentRoot /var/www/html # OTO NyTb MO-yMOJIHaHWUIO

ErrorLog /var/log/apache2/mysite.ru-error.log
CustomLog /var/log/apache2/mysite.ru-access.log combined
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# SSL
SSLEngine on
SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key
</VirtualHost>
</IfModule>

MNepe3anyckaeMm Apache
sudo service apache2 restart

[oToBO!

Mbl NOTHOCTbLIO 3aNpPEeTUIN NCNoJib30BaHNe He3alnLeHHOro npotokoaa HTTP. Bce 3anpochl,
nocTynatwme Ha Hero byayT nepeHanpaBasaTbCca Ha HTTPS

3T0 eLle He BCe, Bbl ocTaeTech yA3BMMbI, HanpmuMep, ANS aTaku NoCpedHnKa, nogpobHee cMm. B
OTOEe/IbHOW CTaTbe.

Pe3epBHOe KonupoBaHue

B knimeHT-cepBepHOM BapuaHTe paboThl 1C:Mpeanpuatmne pesepBHOE KOMMPOBaHME NPOU3BOANTCS
cpeacteamm CYBM. T.k. CYB[ PostgreSQL y Hac Tenepb paboTaeT Ha Linux-cepeepe pe3epBHoe
KOMmpoBaHue byaeT BbINONHATLCA CKPUNTaMU Ha 3TOM CcepBepe

Pe3epBHOe KonupoBaHue B PosegreSQL BbinosiHseTcs yTuanTon pg dump. MoapobHas cnpaBka Mo
CUHTaKCMCY BbIBOAUTCS KOMaHLOW

$ pg dump --help
Hanpumep, 410 6bl CoenaTb pe3epBHyt0 Konunto 6a3bl baselc Hy>XHO BbIMOJHUTL TaKyl KOMaHay

$ pg dump -f baselc.sql.tar -F t -d baselc -h localhost -U postgres

ObpaTuTe BHUMaHMe, 3anyCK yTUANT Pe3epBHOI0 KOMMPOBAHMA 1 BOCCTAHOBAEHNSA NPON3BOAMNTCA He
0T cynepnoJsib3oBaTens, 6e3 KoHCTpyKuum sudo. ®ann 63kana dyneTt chopMnpoBaH B TEKyLLEM
KaTasiore n ero Bnagesnsuem byaet nonb3oBaTesb

Ins BoccTaHoBneHUs 6a3bl M3 apxMBa, CO3AaHHOr0 KOMaHAon pg dump ncnosib3yeTcs KoMaHa
pg_restore. MoapobHasa cnpaBka Mo CUHTAKCUCY

$ pg restore --help
Mpumep BoccTaHoBNeHMA 6a3bl baselc n3 63kana baselc.sql.tar

$ pg restore -d baselc -F t -U postgres baselc.sql.tar

He nbiTanTecb BoCcCTaHOBUTL B3kan B 6a3y, NoaKNo4eHHY10 K cepsepy 1C:Mpeanpusture.
BoccTaHaBnMBaThb HYXXHO B HOBYIO 6a3y, Nocsie BOCCTaHOBIEHNS B KOHCON yNpaB/iieHns CepBepoM
1C:MpepnpuaTre nepenofkaymMTb 415 BOCCTaHaBAMBaeMon nHpopmMaunoHHom 6a3bl 1C 6a3y
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AaHHbIX PostgreSQL

Bakan coxpaHuics B fOMaLLHEN Marnke rnoJib3oBaTess, 3TO Jyylle, YeM HUYEro, HO XPaHUTb
pe3epBHble Konuu 6a3 gaHHbIX Ha camMoM cepBepe 6a3 AaHHbIX CANWKOM camMmoyBepeHHo. Korga-To
[laBHO pe3epBHbIe KOMUW Aenanun Ha JIeHTbl CTPUMepa 1 yBO3UAN X Kyda nofaJsiblie B HafexHoe
MecTo. Cenyac ons pe3epBHOro KONMMPOBaHMA UCNOb3YOTCA ceTeBble U obnayvyHblie NAS
XpaHWauLa, pacnosio)KeHHbIE B TAKOM HaJeXHOM MecTe. B HaleM npumepe KonuposaHue byaeT
BbINONHATLCA Ha ceTeBoe NAS xpaHuauLLe, BKIIOYEHHOE B JOMEH MO/ CETEBbIM UMEHEM Nnas.

Obecneynm K HeMy OOCTYnN Hallero nosib3oBaTens. B Active Directory co3gaanm nosnb3oBaTens
backupuser, pagum emMy npasa Ha 3anucb B Nanke, rae bynem cknagbiBaTe pe3epsBHbIe KOMuK.

MpoYMM Mo/Ib30BATENSIM MOJSIHOCTbLIO 3aNPEeTUTE AOCTYN K 3TON Manke Uy 0CTaBbTe NpaBa TOJIbKO Ha
yTeHue. Tak pe3epBHble Konuu bynyT Lenee.

MPUMOHTUPYEM CETEBYIO Manky, CHavyasa co3gaanM TOYKY MOHTUPOBAHNS
$ sudo mkdir /mnt/nas

3aTeM HaCTPOMM aBTOMaTUYECKOE MOHTUPOBAHME NPY CTapTe CUCTEMbI, A1 YEro CHavasa co3aalmm
dalin-MaHaaT Ha NOAKJIIOYEHNE K CETEBOMY XPaHMANLLY

$ sudo nano /root/.smbcredintals
MponuceiBaeM B hais napameTpbl NOAKIIOYEHUS
username=backupuser

password=backupuserpassword

domain=domain. ru

N CKPOEM ero 0T NOCTOPOHHUX rnas3

$ sudo chmode 0600 /root/.smbcredintals
Mponuwem NogktoYeHne ceTeBon Nanky Npu CTapTe CUCTEMb
$ sudo nano /etc/fstab

B KOHeL, (hanna gobasnsem

//nas/backups /mnt/nas cifs
credentials=/root/.smbcredentials,dir mode=0777,file mode=0777 0 0O

1N faeM KOMaHAy NPUMOHTMPOBATL BCE, YTO Mbl MPONMCanm
$ sudo mount -a

B pe3ynbTaTe B TO4Ke MOHTUPOBaAM /mnt/nas [o/mKHa NOSABUTLCA Nanka ceTeBoro XpaHunuLia
\\nas\backups, Kyia MOXXHO CKJlaflblBaTb pe3epBHble KOMuu.

N5 BbINOJIHEHNA aBTOMATMYECKOr0 pe3epBHONro KOMMPOBaHMS HY>KHO CO34aTb CKPUNT, KOTOPLIN
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OyLeT 3anyckaTbCa N0 pacnnCcaHnIo AEMOHOM Cron. K cHacTblo, NUCaTh 3TOT CKPUMKU CaMOMy He
HY>HO, B coobLiecTse PostgreSQL y»xe HanmcaHo MHOIO TakMX CKPUNTOB, PEKOMEHAYI0
MCMN0/b30BaTb KAHOHMYECKUN CKPUNT.

AnbTepHaTMBHbIN BapuaHT - ycTaHoBUTb Webmin - Beb nHtepdenc ons agMUHUCTPUpOBaHUS Linux-
CcepBepa, 1 y)Xe C ero NomMoLLbio HaCTPOUTbL Pe3epBHOE KonnpoBaHue B cyxbe PostgreSQL

Ncnonb3ynte ckpunt pg_backup rotated.sh, oH coxpaHseT pe3epBHble KOMUK 3a HECKOIbKO
[OHeln, aBToOMaTUYeCKMN yaansas ctapble Konuu.

Co3panTe B fOMaLLHel nanke nosib3osaTtens ann pg backup rotated.sh v pasmectnte B Hem
CKPUNT MO YKa3aHHOW BbiLLE CChIIKE.

He penante 310 B Windows pefakTopax. M3-3a pa3nun4ymsa B ciny)KebHbIX CMMBOJIaX, 0603HavatoLWmnx
KOHeL, cTpoku B Windows 1 Linux nHTepnpeTaTop cKkpunToB bash byaeT BbiaaBaTb OINOKMN.

YcTaHoBUTE ond 3TOro anna npu3Hak UCNoJIHAEMOCTH
$ chmod +x pg backup rotated.sh

B ToM e KaTanore co3gante ann HacTpoek pg backup.config v 3anonHuTe ero Kak no
YKa3aHHOW Bbille CCblIKe. BCce HAaCTPOMKIM MOXXHO OCTaBUTb MO YMOJYaHUIO, KpoMe

BACKUP DIR=/mnt/nas/
MpoBepbTe paboTOCNOCOOHOCTL, BLIMOMHNTE KOMaHAy
$ ./pg backup rotated.sh

Ecnn He yBuaenn HMKakmnx owmnbok n npoLuecc KonmnposaHu4d nowiesn, To BCe cAesiaHO NMpaBubHO,
MO>XHO NOCTaBUTb 3adavy B paCnncaHKe. PeuaKTmpyeM 3afaHna gnga nemMoHa cron

$ crontab -e
nobasniseM CTPOYKY C 3afaHneM
0 19 * * 1-5 /home/user/pg backup rotated.sh

Pe3epBHOe KonupoBaHme byaeT BbiNoNHATLCA B 19:00 ¢ noHeAeNnbHUKA NO NATHULY.

Mo3ppaBnsemM! TONbKO YTO Bbl COKOHOMMAM MHOTO ThiCAY pybnen Ha nuueH3nsax Microsoft. Ecnn
0CTaNNCb BOMPOCHI WM HY>XHa MOMOLLb - obpalanTecs, byaem pagbl MOMOYb.
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