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YctaHoBKa 1C:Mpepnpuatue 8.3 Ha Linux
cepsep

B 3TOoM cTaTbe Mbl NocTapanuck cobpaTb Hanbosiee NONHYIO MHOPMaLMIO MO YCTaHOBKE CepBepa
npunoxeHuin 1C:Mpennpuatue B cpefe Linux ¢ ucnonb3zosaHmem CYB[ PostgreSQL n nybnvkaunen
NH(opMaLmoHHon 6a3bl n Beb-cepBrncos Ha Beb-cepeepe Apache. PaccmaTpuBaeTtcs Hanbonee
noNHasa yCTaHOBKa cepBepa B AomeH Microsoft Windows. MNonb3oBaTenn paboTatoT Ha paboymx
CTaHumax B cpene Windows, asTopusauma B cucteme 1C:MpepnpuaTtue nponssoauntca vyepes Active
Directory.

MnaH pabot

YCTaHOBNTbL OMepauynoHHY0 CUCTeMy

YcTaHosuTb CYB[ PostgreSQL

YcTtaHoBuTb cepep 1C:Mpennpusatue
3aperncTpupoBaTb CepBep B lOMeHe

Ony6nmkoBaTb UHDOPMaLNOHHYI0 6a3y n Beb-cepBuchl
HacTponTb pe3epBHOe KonupoBaHue

oV hswWwNE

Mepen Havanom paboT TPe3BO OLEHUTE CBOM CUAbI. [115 NOATOTOBAEHHOrO CNeunanmcTa Bce
nepeyncyieHHbIe HUXXe ornepaLmmn 3aiMyT He 6osiee NooBMHbI paboyero gHA, Npu 4em 6onblias
4aCTb 3TOr0 BPEMEHW YAET Ha 0XKMAAHWNE 3aBEPLUEHNS ONepaLniA KONMMPOBAHNS, YCTaHOBKM,
3arpysku un T.m.

Ecnm ycTaHOBKa Npon3BOAMTCS NOBEPX y)Ke paboTatowen CUCTEMbI, CAENTANTE Pe3epBHYIO KOMUIo,
Hanpumep, coxpaHuTe obpa3 AnMCKoB. ECam 4To-TO NonaeT He Tak, Bbl cMoXXeTe 6bICTPO
BOCCTAHOBUTb MPEXHI0 paboTocnocobHOCTb CUCTEMBI

YCcTaHOBKa OnepauuoHHOW CUCTEMDbI

MoopepxuneatoTca Hanbonee nonynsapHele deb (Ububtu, Debian n np.) n rmp (CentOS, Fedora v np.)
ANCTPpNBYTUBLI. Kakux-nnbo SBHbIX peKoMeHaLui rno BbIbopy TOro nanm nHoro guctpubyTtmea Linux
He cyliecTByeT. PekomeHayeMm BbibpaTb Hanbonee 3HakoMbIn Bam guctpubyTus, B Hawem ciyyae
370 Ubuntu akTyanbHOW Ha MOMEHT HanucaHusa ctaTbh Bepcun 16.04 LTS, Bce aanbHenwee
onuncaHme byaeT 0CHOBLIBAaTLCS MMEHHO Ha 3ToM Bblibope. Ecniv Bil Boibpanun gpyron deb-based
AncTpnbyTus, TO BCE ONMCAHHOe NOAONAET U ANd Hero, rmp-based AncTpmbyTBLI MCNONL3YIOT
Lpyrve KoMaHabl 419 yrnpaBaeHna nakeTamu, y4uTbiBaTe 3TO NpU aganTauum cTaTbl 4S19 CBOUX
uenen. Ckavante auctpmnbyTtus Ubuntu Server. MpumeHuTensHo K Ubuntu xxenaTtenbHo
ncnonb3oBaThb LTS AncTpmbyTMBbI, OHW BbIMyCKalOTCA pa3 B ABa rofa v NOAAEP)KMBAIOTCS B TeYeHmne
5 net. AnuctpubyTtme pacnpocTpaHseTcs B Buae ISO obpa3a 3arpy304HOro AnCKa, MOXHO 3anuncaTb
obpas Ha DVD auck, Ho ropa3fo yaobHen noAroTOBUTL 3arpy304HY0 (haeLLKy.

B cepsepHom ancTtpubyTtmee Ubuntu oTcyTcTBYeT rpadmnyeckas ob6onoyvka. YCTaHOBKa U
nocnepytowas HacTpornka byaet Npon3BoAMTCA B KOMaHAHOW KOHCONIW. He Hafo yCTaHaB/MBaTb
rpaguryeckyto 060104Ky, XOTb 3TO 1 NPOCTO, HO COBEPLUEHHO HECCMbIC/IEHHO, OHA HUYEM He
NOMOXXeT B HacTporke. nsd yanobcTBa aoMUHNCTPUPOBAHNS MOTOM MOXKHO YCTaHOBUTb, Hanpumep,
Webmin
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CaMm npoLecc yCTaHOBKM A0CTAaTOYHO NpocT. MHcTannaTop 6yaeT 3anaBaTh Bam pasnmyHble
BOMPOCHI, BaM HY>XHO Ha HUX 0TBeYaTb, TEM CaMbIM BblOMpas Kak yCTaHaBMBaTb ONepaLOHHY0
cucTemy. BHavane Bam npennoxat BbibpaTb A3bIK U CTPaHy, YacoBOW Nosic, BbibupanTe B
COOTBETCTBUM CO CBOVMMN NPEANOYTEHNSMMU.

WHcTannaTop npeanoXxuT Bam pasmMeTnTb AMCKK NOA ONEPALIMOHHYI0 CUCTEMY. ITO CaMblil BaXKHbIiA
BOMPOC B yCTAaHOBKE. BHUMaTENbHO 03HAKOMbTECH C HUXXECEAYOLMMI PEKOMEHAALINAMM,

Ecnm y Bac oauH gumsundeckmnin guck (mnm RAID-mMaccuB), pasgennTe ero Ha 3 IorMyeckux gucka. B
Havane oucka sBblaennte 60-120 6 cobcTBEHHO NOA ONEPALMOHHYI0 CUCTEMY (ANCK 1), OCTaBLUYOCS
4aCTb NoAesInTe NPMMEPHO NOPOBHY NOA AOMalUHKe nanku (auck 2) n gannel CYBM (anck 3).
MoHTUpynTe cnegyowmm obpasom:

/- anck 1
/home - pguck 2
/var - Ouck 3

Ecnn e anckoBas cuctema Balero cepBepa 6oee pa3HoobpasHa, TO CaMblii MeasIeHHbI ee
3/1eEMEHT PeKOMeHayeM MOHTMPOBATbL Kak /home, a caMblil ObICTpLIA Kak /var.

Jlanee nHCTaNNsToOp NPeanoXuT Bam BbibpaTh Habopbl NaKeToB A/ yCTaHOBKU. Bbibepute ans
yCTaHOBKM cieaytolme Habopsbl:

(]

KakK MOXXHO 3aMeTUTb, MHCTANNATOP YCYXX/IMBO NpeasaraeT BapuaHT yCTaHOBKM PostgreSQL
database. He cobna3sHanTecb, Ham Hy>xeH gpyromn PostgreSQL, ¢ natyem gna 1C.

WHCcTannaTop 3aKOHYNT CBOO paboTy, nepe3anyCcTuT CUCTEMY M nNpea Bamn npeactaHeT
npurnaweHne B KOHCOJIb NPUMEPHO TAKOoro Buaa:

Ubuntu 16.04.1 LTS MyServer ttyl
MyServer login:

3axoamuTe, 1 YyBCTBYNTE cebs Kak goma.

nepBbIM OEJIOM HYXXHO HaCTPOUTb CETEBLIE MOAKTIOYEHNA. Mbl uMeeM neno ¢ cepBepoM n
noapasymMmeBaeM, 4HTO CETEBbLIX aJalTepoB B HEM MOXET 6bITb 60NbLIE 0gHOrO0. [laBanTe NOCMOTPUM,
4TO Y HaC eCTb, BBOAWNM B KOHCOJIb KOMaHAY

$ sudo lshw -C network

34ecb UCNosib30BaHa KOMaHAa sudo - cneuunansHasa KOHCTpyKumna deb-based gnctpubytmneos Linux
AN BbINOJIHEHNSA KOMaHA € npaBaMu root. Koraa Bbl AenaeTe 3TO NepsbI pa3 cucTema nonpocuT
Bac BBeCTM Maposib U Ha Kakoe-TO BPpeMS 3alOMHUT ero.

B oTBeT Bbl NoNy4nTE HEYTO MOXOXKEE Ha

*-network
description: Ethernet interface
product: L2 Mbit Ethernet Adapter
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vendor: Attansic Technology Corp.
physical id:

bus info: pci@0000:03:

logical name: enp0Os3

version: a0

serial: 00:00:00:00:00:00

size: 100MB/s

capacity: 100MB/s

Hac nHTepecyet BOT 3TOT (pparmeHT: Llogical name: enp0s3. Ecnm ceTeBbix aganTepoB HosbLie
O0AHOr0, TO 1 Taknx 610KOB B Bblgayve OyaeT No KONMYeCTBY CETEBLIX afanTepoB. 3aNoMMHaeEM
nornyeckune nmeHa. CeteBble NOAKIOYEHNA HACTPAUBAOTCSA B KOH(PMIypaUNOHHOM halnne, 0TKPOEM
ero ons pefakTupoBaHua

$ sudo nano /etc/network/interfaces

[lonycTuM, y Hac eCcTb ABa CeTeBbIX afanTepa. enp0s3, ero Mbl HACTPOUM Ha CTaTu4eckmn IP agpec
1 byaem ncrnonb3oBaThb A5 NOAKIIOYEHUS K foMeHy. Ewe ecTb enp0s8, oH nonyumt agpec ot DHCP
cepBsepa B JIOKaJIbHOW CeTW, MPOCTO Tak, AN14 npuMepa. Pans HaCTPOEK BbIMNAAUT TakK:

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
iface enp0s3 inet static

address 192.168.0.8 # 30€eCb yKa3blBaeM CTaTUYeCcKun agpec
netmask 255.255.255.0 # Macka nogceTu
gateway 192.168.0.1 # W03 Mo yMOJI4aHMIo

dns-nameservers 192.168.0.101 # DNS cepBepa, MOXXHO yKa3aTb HECKOJIbKO 4Yepe3 npoben
auto enp0s3

# The second network interface

iface enp0s8 inet dhcp
auto enp0s8

CoxpanuTte thann Haxxas Ctrl-O n 3akponTe pefnaktop Ctrl-X. [Mocne pegakTMpoBaHus nepesanyCcTum
CeTb:

$ sudo /etc/init.d/networking restart

N NPOBEPUM YTO Y HAC NONYy4YnIoCh

$ ifconfig

B Bblgaye 3TOM KOMaHAbl BHUMATE/IbHO CMOTPUM Ha 3HayveHus inet addr - B HaweMm nNpuMmepe Tam

[0JHKeH BbITb CTaTMYeCKMIA apec, 3afaHHbIN B KOHDUIrypaLMoOHHOM haitie ons NepBoro agantepa
N QMHaMUYeCcKnn agpec BolgaHHbIM DHCP cepBepom A BTOPOro.

Mocne Toro, Kak HaCTpPOEHbI CETEBbLIE NOAK/TIOYEHUA MOXXHO NMOKNHYTb CEPBEPHYIO. ﬂ,aﬂbHeVlLUle
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HaCTpOWKy yaobHee Npon3BoanTbL C paboyei CTaHUMK, NOAKMOYUBLLMCE MO NPOTOKOY SSH.

ANna DUCTaHUMOHHOIO ynpasseHunsa cepsepoM ¢ paboyen ctaHumm Windows mel byaem ncnosb3osaThb
PuTTy. Cka4anTe, yCTaHOBUTE U NOAKOYaNTeCk. ALpec cepBepa B HalleM nprMepe yKasblBaeTcs
Tak user@192.168.0.8, roe user - UMa NOMb30BaTESA, MOPT MO YMONYaHUIO 22.

Nanee HaM noTpebyeTca KONMPOBaTb haibl Ha Hal cepsep. YTo bbl AenaTb 3T0O MaKCMManNbHO
KOMOPTHO, HAaCTpoOUM nakeT Samba, No3BoNALWMIA NOAPYXNUTb Linux n Windows no nokasibHOn
ceTw.

3agadva MUHMMYM celyac - pacllapuTb Nanky Ha cepBepe, KyAa Mbl CMOXXEM KOMMUPOBATb HYXHble
hannbl.

$ sudo nano /etc/samba/smb.conf
B KoHMrypaunoHHOM hansie HaxoAnM N PaCKOMMeEHTUpyeM 610K
homes

comment Home Directories

browseable no

read only = no

create mask 0700

directory mask = 0700
JobaBnM Haluero nosb3oBaTens B Samba
$ sudo smbpasswd -a user
YKa3blBaeM eMy Naposib U BKIOYAEM
$ sudo smbpasswd -e user
1 nepesanyckaem Samba

$ sudo service smbd restart

Monpobyem 3anTn n3 nposodHnka Windows. B HaweM npumepe 310 byaeT BbIrNa4eTb Tak
\\192.168.0.8\user, BBOOMM UMS, NapOb U NoNagaeM B 4OMALLHIOW Marnky.

ObpaTnTe BHUMaHWNE, HY)KHO BBOAUTb CETEBOIN aflpec MNOJIHOCTbIO, YKa3blBasi HE TONIbKO aApec
cepBepa, HO U UMs KaTaslora NoJsib30BaTens

Ha Bcakni cnyyan 06HOBUTE PYCCKYIO JIOKab

$ sudo update-locale LANG=ru RU.UTF-8

YctaHoBka CYB]] PostgreSQL

1C:MpepnpuaTtne paboTaeT co cneunanbHO NnponaTyeHHon Bepcmen PostgreSQL 9.6.1. 3To He camas
CBeXas BepCus, HA MOMEHT HanuCcaHUs CTaTby BbiNyLweHa Bepcus 9.6.2, Ho 1C:Mpennpusatue ee
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NOKa HE NnoaaepXxnBaeT.

CyLLecTBYyeT HECKObKO NCTOYHUKOB, IFAe MOXXHO B3ATb AUCTpubyTme PostgreSQL cOBMECTUMbIN C
1C:Mpennpuatne. MoxxHO, HaNpuMep, Kak pekoMmeHayeT cama pupma «1C» ckayaTb ero C noprasa
NTC n ycTaHoBUTb M3 deb nnu rpm nakeTos, Takon NOAXO[ BMOJIHE NPUBbIYEH )19 NOJib30BaTenemn
Windows, cka4uBaTb M yCTaHaB/MBaTb. B Linux gpyron noaxon. Hanpumep, 419 NOKJIOHHWKOB
Gentoo Linux npmBbIYHO 6b110 Bbl CKavYaTb UCXoAHUKN PostgreSQL, nponaTynTb UX n
ckomnumnuposaTb. A punococdus Ubuntu basupyeTcsa Ha peno3uTopusx, OTKyAa Nosib30BaTesnm
NnoJly4yaloT Hy>KHble NporpamMMmbl, yCTaHaBANBasA UX MeHed)KepaMu nakeTos. K coxxasieHunto pupma
«1C» He 03aboTnnack CO34aHNEM TaKoro penosnTopusa Aas pacnpocTpaHeHUs cneunasbHoON Bepcum
PosgreSQL, 3aTo 3T0 caenana komnaHua Postgres Professional.

K coxxaneHuio, komnaHusa PostgresPro orpaHnyunaa gOCTyn K CBOMM Peno3nTopusaMm, Ha ohuLmanbHOM
CalTe yKa3aHo, YTO OHWN LOCTYMHbI B paMKax CepBUCHOro KoHTpakTa. CkavanTte n yctaHosuTe DEB
nakeTbl ¢ noptana 1C:UTC.

HacTtpoum npasa Ha nogkaodeHne Kk CYBJl n3 koHconu.

$ sudo nano /etc/postgresql/9.6/main/pg _hba.conf
B oTKpbIBLLEMCS (hansie HangEeM CTPOKY

local all postgres peer

W NpYBeLEM ee K BUuay

local all postgres trust

TosIbKO 4TO Mbl HacTpounu PostgreSQL foBepATb BCEM JIOKaJIbHbIM MOAKJIIOYEHUSAM. ITO He COBCEM
6e30nacHO, Mbl UICMPABUM 3TO YyThb MO3)Ke, MNOC/Ie TOro Kak YCTaHOBMM MapoJib MN0Ab30BaTENO
postgres.

Ecnm He xoTuTe, 4TO 6bI CepBep CYB[ 6bi1 BUAeH komy-nnbo, kpome cepsepa 1C:Mpeanpusdtue,
KOTOPbIA Mbl YyTb MO3)Xe YCTaHOBUM, MOMNPaBbTe HACTPONKM Be30nacHOCTK

$ sudo nano /etc/postgresql/9.6/main/postgresql.conf
B oTKpbIBLLIEMCA (halie HaX04UM CTPOKY

listen addresses = '*'

M MPUBOAUM €€ K By

listen addresses = 'localhost'

Takas HaCTPOMKa OrpaHNYnT BMAUMOCTb PostgreSQL Tonbko 3TUM cepeepoM. Ecnm cepsep
1C:MpepnpuaTtne 6yneT yCTaHOBNEH Ha APYron MalwwnHe, BMecTo localhost ykaxxuTe ee agpec.

Mocne Takon ycTaHoBKK PostgreSQL ero cny>xba cama He CTapTyeT U He NPONUCLIBAETCS B
aBTo3arpy3ky. Coenaem 370
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$ sudo service postgresql start
$ sudo update-rc.d postgresql enable

W ele HeMHOro HacTpoek 6e30MacHOCTM. YCTaHOBMM Naposib password Ha nosib3oBaTens
postgres, nMeHeM KOTOporo ByayT NpoM3BOAUTCS BCE onepaumnmn ¢ 6a3amn faHHbIX (BMeCTo
password yKa)kuTte CBOW Napob).

$ psql -U postgres -d templatel -c "ALTER USER postgres PASSWORD 'password'"
MonpaBuM MeToAbl ayTEHTU(MKALMM NONb30BaTENEN

$ sudo nano /etc/postgresql/9.6/main/pg hba.conf

B oTKpbIBLLIEMCSA (halsie yCTaHaB/MBaeM BCe MeToAbl B md5, HanpuMmep, Tak

local all postgres md5

Mepe3anyckaem cnyxby PostgreSQL

$ sudo service postgresql restart

[oTOBO!

YctaHoBKa cepBepa 1C:lMpepnpusartue

Mpwn BoIbOpe apxmMTeKTypbl AUCTpubyTrBa i386 nnn x86-64 cnefyeT y4nTbiBaTb HE TOJIbKO
apXUTEKTYPY CcepBepa 1 YCTaHOBJIEHHOW Ha HEro onepauUnoHHON CUCTEMBI, HO K MetoLwytoca Y Bac
nnueHsuio Ha cepeep 1C:Mpennpuatuna. 34ecb ONMUCbIBAETCA NPOLECC YCTaHOBKN 64-pa3paaHoro
cepBepa B x86-64 apxuTekTypy. YCTaHOBKa 32-pa3psa4HOro cepsepa B i386 apxuTekTypy
aHanornyHa ¢ TOYHOCTbIO A0 HAUMEHOBaHMA HEKOTOPbIX (haloB 1 KaTanoros. YCTaHOBKa 32-
pa3psLHOro cepeepa B apxuTekpyTy x86-64 notpebyeT pelueHns npobnem 3aBUCMMOCTEN NAKETOB,
M 3TOT NOABUI AOCTOUH OTAEJSIbHOM CTaTbU

MpeaBapuTenbHO YCTaHOBMM NakeTbl, Heobxoanmble ana paboTel cepeepa 1C:Mpeanpusatue
$ sudo apt install imagemagick unixodbc libgsf-bin ttf-mscorefonts-installer

B npouecce yctaHoBku nakeTa ttf-mscorefonts-installer noTpebyeTcs NpMHATL YCI0BUSA
NnoJIb30BaTesIbCKOro cornawenms EULA.

JItobbIM 3aKOHHBIM crocobom nonyyaem ancTpubyTmne naatdopmel 1C:Mpeanpuatuns ana deb-based
Linux, Hanpumep, ckavymsaem ero c noptana UTC. Cepsep 1C:Mpeanpuatne COCTOMT U3 3-X MAKETOB:

e 1c-enterprise83-common - 0bwmMe KOMMOHEHTHI
e 1c-enterprise83-server - cobCcTBEHHO CaM CepBep, NAKET 3aBUCUM OT OOLLNX KOMMOHEHT
e 1c-enterprise83-ws - Beb-pacumpeHns cepsepa, NakeT 3aBUCUM OT CaMOro cepeepa

Ecnn B 1C:MpeanpusaTim KpoMe pycCcKoro U aHriminckoro Bam notpebytotcs apyrve sa3biku, bepute
NakeTbl B HAMMEHOBAHMUN KOTOPbIX NpucyTcTeyeT NLS

https://wiki.lineris.ru/ Printed on 2026/05/15 15:15


https://wiki.lineris.ru/linux_server_32
https://releases.1c.ru/project/Platform83

2026/05/15 15:15 7/19 YcTaHoBka 1C:Mpepnpusatne 8.3 Ha Linux cepsep

CkonupynTe TONbKO 3TK 3 (harna no ceTu B LOMALLUHWIA KaTanor nosb30BaTens, B HalleM npumepe
\\192.168.0.8\user YcTaHaBAMBaTb NakeTbl HYXXHO NUMEHHO B TakOW NoC/ieL0BaTEIbHOCTML.
CnyYaiHO MM HEeT, OHW NO angaBUTHOMY NOPALKY BbICTPAUBAKOTCSA UMEHHO TakK, Kak HY>XHO, a
3HAYUT UX MOXKHO YCTAHOBUTb OLHOM KOMaHLOW

$ sudo dpkg -i 1lc*.deb
CepBep ycTaHOB/EH. 3anyCcKaem

$ sudo service srvlcv83 start
Mofapa3yMeBaeTCs, YTO aKTUBaLMA cepeepa OyaeT NpoBOAUTCS NPOrpaMMHON nuueHsnen. Ecam no
KaKMM-1mbo NprynHaM y BacC MNOSBUTCS XXeNaHue BOTKHYTb B cepBep ko4 HASP, ckavante u

ycTaHoBuTe nakeT haspd oT Etersoft
Ecnun kKoHpurypaumsa 1C:Mpeanpuatre nmeeT AONOJHUTENBbHYIO 3aWnTy, yctaHosuTe CJIK

K cepBepy y»e MOXXHO MOAK/04aThCS Yepe3 KOHCO/b aAMUHNCTPUPOBAHNS CEPBEPOB, aKTUBUPOBATb
NNLLEH3MMN 1 CO3[aBaTb MHGOPMALMOHHbIE 6a3bl.

Perncrpauusa cepeepa B AOMeHe

Mpouenypa UMeeT CMbIC/ TOJILKO eC/in UcnosiblyeTca goMeH Microsoft Windows n nnaHmpyeTcs
aBTopu3aumsa nonb3zoatenen 1C:Mpegnpusature no y4etHon 3anucy Active Directory

Kak 06bl4HO, Ha4YHEM C YCTAHOBKU HEOOXOAUMbIX MaKeTOB

$ sudo apt install krb5-user

Ecnv npu ycTaHOBKe CUCTEMbI HE YCTaHaB/IMBaAM Samba, TO camoe BpeMs caenaTb 3TO
$ sudo apt install samba

N ewe moxeT NOHaZobUTLCA, @ MOXKET HET, HO JlyHLle YCTaHOBUTb

$ sudo apt install libpam-krb5
HacTtpoum DNS

DNS noTpebyeTcs HaMm ans Toro, 4To Obl cepBep Mor 0bpaLlaThCs K PecypcaMm JIoKasbHOW CETU Mo
JIOTNYECKUM MMEHaM.

CHavana pa3bepemcs C MMEHeM CaMoro cepsepa
$ sudo nano /etc/hostname

B 3TOM thaiine f0mKHO BbiTh YKa3aHO UMS KOMMbOTEPaA, AAHHOE eMy MNpW YCTAaHOBKE ONepaLMoHHON
cucTembl. ECM No KakKUM-TO NPUYMHAM TaM HE OHO - UCMpaBbTE.

Tenepb Hay4YUM ero HaxoamTb CaMOro cebsa no CBOEMY KOPOTKOMY U NOJIHOMY OJOMEHHOMY NMEHN.
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$ sudo nano /etc/hosts
34€eCb HY>XHO COMOCTaBUTb UMeHa C IP agpecom ntoboro ceTeBoro CoeanHeHNs, Hanpumep, Tak

12
12

localhost

7.0.0.1
7.0.0.1 myserver.domain.ru myserver

Tenepb cobcTBEHHO HacTpoum DNS. lonyCTuUM, KOHTPONSIEP AOMEHA Y HAaC HaX0AUTCA Ha aapece
192.168.0.1. Ecnn IP agpec 3apgaeTcs CTaTU4eCKW, genaem Tak

$ sudo nano /etc/resolvconf/resolv.conf.d/head

1 NPONMCbIBAaEM MMEHa 1 agpeca

domain domain.ru

search domain.ru

nameserver 192.168.0.1

Ecnn ecTb elle oaunH cepeep Cyxbbl MeH B floMeHe, f06aBbTe B (haitfl eLle 0aHY CTPOYKY
nameserver C ero aflpecom.

Mpwn nony4vyeHun IP agpeca ot DHCP no naee Bce OO/XKHO HAaCTPOUTLCSH aBTOMATUYECKUN, HO eCTb
HIOQHCbI, 3aNnUCK JOMEeHa MOTyT He onpenennTbcsa. icnpasnsem

$ sudo nano /etc/dhcp/dhclient.conf
JobaBnsieM 3anncb AOMeHa
supersede domain-name "domain.ru";

YT106b1 LOBABMTL eLle 0anH cepBep CyXbbl UMeH LOMeHa HaXx04UM B 3TOM halne CTPoKy prepend
domain-name-servers, paCKOMMEHTUPYEM €e 1 yKa3blBaeM HYXHbI IP agpec.

Mepe3sanycTuM ciyxby cetn
$ sudo /etc/init.d/networking restart

MpoBepuM, YTO Y HAC Noay4mnock. MonpobyinTe NMHraHyTb KOHTPOJIIEP LOMEHA MO KOPOTKOMY U
NosioMy LOMEHHOMY UMEHW UMEHW, AoMYCTIM ero 30ByT server

$ ping server
$ ping server.domain.ru

CHMHXPOHU3UPYEM YacChl

l'|yTI:> hanee Mbl 6yp,eM NCnoJib30BaTb MPOTOKO Keberos, a ons ero KOppeKTHOI7I p360TbI Ba>XHO, 4TO
Obl CUCTEMHbIE YaChl KOHTpPOJ1/1€Pa AOMEHa N Hallero CEpBepa Obinn CUHXPOHN3NPOBaHHLI.

3aberas elle fanee CKaXeM, YTO A5 aBTopu3aLumm nonb3osatenein 1C:Mpennpusitne yepes
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y4YeTHYI0 3anucb Active Directory Hy>XHO 4TO Bbl 1 Hacbl paboynx CTaHLMN ObIN CUHXPOHU3MPOBAHBI
C KOHTPOJIEPOM [OMEHa.

YCTaHOBUM 4acOBOro AeMOoHa, KOTopbln byaeT nepnoamyeckn CUHXPOHU3MPOBaTb BpeMs C
KOHTpOepOM floMeHa no npoTokoay NTP

$ sudo apt install ntpd

HacTpoeM ero

$ sudo nano /etc/ntp.conf

YKa)KeM NCTOYHMK TOYHOr0 BPEMEHUN B JOMEHE - KOHTPO/1EP AOMEHA
server server.domain.ru

1 nepesanycTmm

$ sudo /etc/init.d/ntp restart

HacTtpoum aBTopusaumio yepes Kerberos

OTKpblBaeM KOHOUrypaLNOHHbIN (ann
$ sudo nano /etc/krb5.conf

A NnpuBOAMM €ro K TaKkoMy BUAY, Pa3yMeeTcs 3aMeHss uMeHa 1 IP agpeca Halero npyumepa nog CBow
yCnoBUA

libdefaults
default realm = DOMAIN.RU # 3arnaBHbiMu BykBamu
kdc timesync 1
ccache type = 4
forwardable = true
proxiable = true
v4 instance resolve = false
v4 name convert

host
rcmd host
ftp ftp
plain

something something-else

fcc-mit-ticketflags = true

realms
DOMAIN.RU
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kdc = server # cepsep cnyx6bbl UMeH

#kdc dns-server # BTOpOW CepBep UMEH, ecn ecTb
admin_server server # KOHTpoOJIep oOMEHa
default domain = DOMAIN.RU # 1MA JOMeHa yKa3blBaNTe MMEHHO Tak -

3alrJ1laBHbIMU 6yKBaMI/I

domain realm
.domain.ru = DOMAIN.RU
domain.ru = DOMAIN.RU
login
krb4 convert = false
krb4 get tickets = false

B Linux, B oTanymm oT Windows, peructp 6yks numeeT 3HayeHue. Hanprumep, B 04HOM Nanke
COBEpPLLUEHHO CMOKOMHO MOryT HaxoauTcs gea (anna file.txt n File.txt, n HUKTO He nomewaeT
co3naTh elle napy FILE.txt u file.TXT. ObpaTuTte BHMMaHME Ha HanNnUCaHWe UMEHN AOMEHa B
KOH(MIypaLMOHHOM (haiie - 3TO BaXKHO!

MpobyeM BONTK B JOMEH KaK ero nosb3oBaTesib ivanov
$ kinit ivanov@DOMAIN.RU

Ecnum BCce HaCTPOEHO NpaBMAbHO, CUCTEMa 3aMpoCUT Maposb NOAb30BaTeNsd LOMeHa U Bbl He yBuanTe
HUKaKunx coobuieHunn o6 owmbkax. MocMoTpeTb NOSyYeHHbIN BreT MOXHO KOMaHAOMN

$ klist

OH BbIFISANT NPUMEPHO TakK

Valid starting Expires Service principal

15.02.2017 23:08:18 16.02.2017 09:08:18 Kkrbtgt/DOMAIN.RU@DOMAIN.RU
renew until 16.02.2017 23:08:07

/1 oH Ham 6onbLUe He HYXXEH, yaanauM ero

$ kdestroy

HacTtpoum Samba u BKNlOYMM cepBep B A,O0MEH

Mbl y>Xe& HEMHOro HacTpauBasan Samba gns Toro, 4To 66l Ham 6bIN0 yaobHEE KONMPOBATb
ANCTPMOYTUBLI NO CETU. DTN HACTpPONKK ByayT nonesHsbl B Byayuiem npyn 06HOBNEHMM NAATHOPMbI
1C:MpennpuaTne, octaBbTe UX. B 3TOM pa3gene onucaHbl 4pyrue HaCTPOMKMK.

OTKpblBaeM tann KoHpurypaumm Samba
$ sudo nano /etc/samba/smb.conf

A NpMBOAMM €ro NPMMEpPHO K TakoMy BUIY
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global
workgroup DOMAIN # 3arnaBHbIMK ByKBaMu
realm = DOMAIN.RU # 3arnaBHbIMK BykBamu
security = ADS # aBTopu3auuns yepe3 Active Directory

encrypt passwords true # cwndgpoBaHMeM naponen

dns proxy no
socket options = TCP NODELAY

domain master = no # 3TOT 610K HAaCTPOEK YKa3bIBAET, YTO Mbl HE 1aBHbIE B
LlOMEeHe

local master = no

preferred master no

os level = 0

domain logons = no

load printers no # nNpuHTepamun ynpaensaTb He byaem

show add printer wizard no

printcap name = /dev/null

disable spoolss = yes

# pobaBbTe clofa B610KM M HACTPOWKK, KOTOPbIE Mbl A€NANIN B pa3fese YCTaHOBKM OnepaLvoHHON
cUCTeMsl

MpoBeprM NPaBUSILHOCTb HAaCTPOEK

$ testparm

Ecnn ownboK HET, 1 NpaBUIbHO YCTAaHOBMIEHA POJib
Server role: ROLE DOMAIN MEMBER

TO Mbl FOTOBbI BKJIIOYNTLCS B JOMEH, pa3yMeeTCs, eC/N 3HAaeM Naposib aAMUHUCTPATOPa AOMEHaA
domainadministrator

$ sudo net ads join -U domainadministrator -D DOMAIN
Ecnwn Bbl BUANTE HEYTO NOXOXKEE Ha

Using short domain name -- DOMAIN
Joined 'MyServer' to dns domain 'domain.ru'

To no3sgpasniseM, y Bac Bce nony4ymnock, Bel B goMeHe!

AsTOopu3auusa nonb3osateneun 1C:Mpepnpusatue Ha Linux cepBepe yepes
Active Directory

B knneHT-cepBepHOM BapuaHTe paboTbl 1C:Mpeanpustune ayTeHTUDMKaLMS NOAb30BaTENEN
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npoun3BoAMTCA Ha cepBepe. Ecnin cepsep paboTaeT noa ynpasneHrem Windows, To oH 6e3 npobiem
noJslydaeT Hy>XHble npasa /15 TOro, 4To 6bl NPoBepUTL YYeTHYI0 3anucb Active Directory.

B Linux nena obctosaT uHave. Cepsep 1C:MpeanpuaTtme y Hac paboTaeT nog y4€THOM 3anunChbio
usrlcv8, KoTopaa umeeT Kakne-nmbo NpaBa TONbLKO B Npefenax Hawero linux-cepsepa. B nomeHe y
3TOro linux-nosib30BaTesia HET HUKAKMX NpaB, COOTBETCTBEHHO cepBep 1C:Mpeanpuatmne He MoxXeT
noay4nTb Hu4ero oT Active Directory.

Y710 66l NCMpPaBUTL 3Ty Npobaemy cepsepy 1C:MpeanpusaTne Hy>XXHO BblAaTb CReUnanbHbIn «buneT» un
COMocCTaBUTb ero ¢ noab3oBaTesneM Active Directory no npotokony Keberos.

Co3panTe Takoro nosb3oBatend B Active Directory, Ha3oBuTe ero, HanpuMmep, Linux1lcv8. MNpaBay
Hero MoryT 6bITb COBEpLUEHHO Nitobble, raBHoe, 4TO Bbl B HACTPOMKaX ero y4eTHomn 3anucu bbina
oTko4yeHa onuusa Use DES encryption types with this account.

BbinonHseMble Ha cepBepe 1C:MpeanpusTue onepauun B AoMeHe byayT MMeTb NPUBUIET N UMEHHO
3TOro nosib3oBaTens. [laiiTe 3TOMy MoJib30BaTENIO NPaBa Ha YTEHNE 1 3aMNWCb CETEBbLIX PECYPCOB, C
KOTOpbIMK Bbl nnaHunpyeTe paboTaThb Yepe3 cepsep 1C:Mpeanpusatme. 3To MoryT ObITh, HanpuMep,
KaTanorn nns obMeHa faHHbIMM C APYrMMU UHDOPMALIMOHHBIMU CUCTEMAMM.

Tenepb HaM noTpebyeTcs KoMaHAHas cTpoka Windows pabo4yen cTaHUUK, BKAKOYEHHOW B OMEH ©
yTunuta ktpass, HanTu ee MOXXHO B nakeTte «Windows Support Tools» cepsepa nnamn «Cpenctaa
yOaNeHHOro agMUHUCTPUPOBAHUA» MOJHOMYHKLMOHANbHbBIX BEPCUIN HAacToNbHbIX Windows. ITa
YyTUANTa reHepupyeT cneumasnbHbI KoY, KOTOPbIA He-windows CUCTEMbl MOryT UCNOAb30BaTb AN
aBToOpM3aLMM B OMeHe no npoTokony Keberos.

Coenaem 310

ktpass -princ linuxlcv8/myserver.domain.ru@DOMAIN.RU -mapuser usrlcv8 -pass
<naponb AD nonb3oBaTens> -out usrlcv8.keytab

BoT TyT cnenyeT yoenuTb ocoboe BHMMaHMe MMeHaM NnoJib3oBaTesien. ITON KOMaHAOoW HaM HaJo,
410 bbI B (hann usrlcv8.keytab 6bin 3anuncaH KIY, C NOMOLLLIO KOTOPOro linux-nonb30BaTenNb
usrlcv8 4yepes npotokon Keberos byaeTt npeacrasieH B 4OMEHe KaK Nosib3oBaTens AD
linuxlcv8@domain.ru Boweawni B LOMEH C XoCcTa myserver.domain.ru

MonyyeHHbIN hann nepemMecTuTe NoO CETU B AOMALLHIOKW Nanky Ha linux-cepsep \\myserver\user.
A Ha cepBepe ero Hy>KHO nepemMecTUTb B KaTasor, rae yctaHosneHo 1C:Mpeanpnsatue, NnoMeHATb
emy Bnagenbla 1 Ha3Ha4ynTb 6e3onacHble npasa

$ sudo mv /home/user/usrlcv8.keytab /opt/1C/v8.3/x86 64

$ sudo chown usrlcv8:grplcv8 /opt/1C/v8.3/x86 64/usrlcv8.keytab

$ sudo chmod 600 /opt/1C/v8.3/x86 64/usrlcv8.keytab

MpoBepuMm, BCe N1 CAENAHO MPaBUILHO

$ sudo -u usrlcv8 Kklist -e -k -t /opt/1C/v8.3/x86 64/usrlcv8.keytab

Ecnn Bbl BUAUTE HEYTO MOXOXKEE Ha

Keytab name: FILE:usrlcv8.keytab
KVNO Timestamp Principal
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4 01.01.1970 03:00:00 usrlcv8/myserver.domain.ru@DOMAIN.RU (arcfour-hmac)

To y Bac BCe nosy4mnoce, nosapasnsem!

®ann .keytab Hy>XHO caenaTb TOJIbKO AN OLHOrO rnosb3oBaTens AD, B Hallem npuMepe 3710
linuxlcv8@domain.ru. He Hago oenaTb Takue hannbl 415 BCeX y4eTHbIX 3anuncen AD nonb3oBaTenen
1C:MpeanpusaTtne

B 1C:MNpennpusatum ana astTopm3saumm yepes Active Directory y4eTHble 3anmcu HY>XHO yYKa3blBaTb
ManeHbKMy 6yKBaMm 1 C MONHBLIM HAaMMEHOBaHWEM floMeHa, BOT Tak: \\domain.ru\ivanov

Nybnukauuna Ha Beb-cepBepe Apache

cnonb3oBaTb 04MH M TOT XXe CepBep B KavyecTBe cepsepa npunoxeHun (a Takxe CYB) n web-
cepsepa 6e30nacHO TOMLKO B 3aKpbITOW CeTU npeanpuatns MHTpaHeT. Ona nybankauum B UHTepHeT
npaBWJbHO DyeT NCnonb3oBaTb OTAESNbHbLIN web-cepBep 1 pasmMecTuTs ero 8 DMZ

1C:MpepnpuaTue pennsos Ao 8.3.9 noaaepxuneano nybankaumio nHGopmMaunoHHon 6asbl Ha Beb-
cepsepe Apache Bepcum He Bbilwe 2.2. [Ing ncnonb3osaHns Apache 2.4, BKJIKOYEHHOI0 B peNo3nTopumn
Ubuntu 16.04 LTS o6HOBMTECb A0 aKTYya/bHOro penn3a TEXHONOrMYeCKOoM NAaThopMbI
1C:MpepnpuaTue.

Kak Bcerfa, Ha4MHaeM C yCTaHOBKM HY>XXHbIX HaM nakeToB. Ecnm Bbl pa3BopaymBaeTe 0TAE/bHbIN
cepsep ans web-nybamkauum, npu yCTaHOBKE Ha HEro onepauyMoHHON CMCTEMbI 0CTAaTOYHO YKa3aThb,
4TO 3TOT cepBep byneT paboTaTb Kak LAMP (Linux Apache MySQL Php).

Ecnn cepep yxe ycTaHoBneH 6e3 Apache

$ sudo apt install apache2

YTOYHMM, 4YTO Mbl YCTAHOBUIN U3 PENO3UTOPUS

$ apache2 -v

3anoMnHaeM Bepcuio

Server version: Apache/2.4.18 (Ubuntu) Server built: 2016-07-14T12:32:26
2.4 - 3TOT HOMEp BEPCUM HaM HY)XHO ByaeT yka3aTb npu nybankauum, COOTBETCTBEHHO B NapameTpe
nybankauum ykasbiBaem -apache24. Bce ocTanbHble napaMeTpbl YKasaHbl 415 yCTaHOBKU Apache
2.4 no-ymonyaHuio.

$ sudo /opt/1C/v8.3/x86 64/webinst -apache24 -wsdir baselc -dir
/var/www/html/baselc -connstr "Srvr=myserver;Ref=baselc;" -confPath
/etc/apache2/apache2. conf

$ sudo service apache2 restart

MpoBepsiem, 3axoamMm Yepes bpaysep http://myserver/baselc n sBugnum Beb-knmeHTa
1C:MpepnpuaTue.

Onyb6nvkyem Beb-cepBUChl. YTUAIMTa webinst 3Toro He caenana, a 3Ha4YnT NPUAETCS caenaTb 3TO
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camMuM. 119 3TOr0 HYXXHO OTpeaakTUpoBaTb hann nydankauum nHGopMaLMoHHoN 6a3bl, CO3AaHHbIN
3TON YTUINTON

$ sudo nano /var/www/html/baselc/default.vrd

B 3ToT XML ¢hann nocne 6noka, onmcbiBatoLLEr0 NOAKMOYEHNE K MHOPMaLIMOHHON Ba3e HYXXHO
n06aBnTb 610KK C onucaHnem nybnnkyembix Beb-cepBncoB MHGOPMaLMOHHON 6a3bl, HaNpuMep, ans
paboTbl MOBUALHOrO NpuoXeHnsa 1C:3akasbl C NOAAEPKMBAEMbBIMU KOHPUTYPALMSAMUN HY)KHO
onybavnkosaTb Beb-cepsuc CustomerOrdersExchange. MNoapobHee cM. nHpoOpMaLMiO B
JOKYMeHTauun K NpukJagHoMy peLleHunio Ha nnatgopme 1C:Mpennpustue.

Mocne n3MeHeHWn B KOH(UIypaLMOHHbIX (hannax He 3abbiBanTe nepesanyckaTb Apache.

Mbl HacTpounu nybankauunio nHpopmaunoHHon 6asel No npoTokoay HTTP. 3To BNofHe roanTcs Ans
WHTpaHeT, HO HK B KOEM Cily4ae He nybnnkynTe Tak 6a3y B OTKPLITOM AoCTyne B ceTu MHTepHeT. Mo
npoTokony HTTP Bce gaHHbIe, B T.4. Mapoau NoJib30BaTesien nepenaTcsa B He3alwmngppoBaHHOM
Buae. O6s3aTenbHO HacTponTe be3onacHbin npoTokon HTTPS

Hactpouka HTTPS

Ansa coBceM npaBuabHOro 1 6esonacHoro Joctyna no NpoTokoay HTTPS HY>XHO nony4nTb LU poBoW
cepTuUKaT, NnoAnNuCcaHHbIN yaoctosepsowmmM LeHTpom (Certificate Authority). Takne cepTudukaTsl
rapaHTMPYIOT He TOJIbKO WngpoBaHme Tpadrka Mexay KIMEeHTOM 1 cepBepoM, HO 1 obe3zonacaT
BaLUMX MoNb30BaTeNen 0T Kpaxkm naposien, ocobeHHo, ecnm oHM ByayT NoAKN0YaTbCsA U3 NyBANYHbIX
wi-fi ceTen.

Takoii cepTuduKaT MOXKHO NPMOBPECTN NPaKTUYECKN Y N0BOro XOCTUHI-NPoBanaepa, MHorve
npeanaratoT Nnep.biii BbINYCK 6a30BOro cepTudukaTa CPOKOM AeincTeus 3 nnm 12 mMecsues
6ecnnaTtHo. CTOMMOCTb NPOAJIEHNS HAYMHAETCS NPUMeEpPHO oT $50, B 3aBUCMMOCTM OT OMLMNA.

Ewe BapuaHT - NONYy4YNTb CepTUDMKAT LleHTpa cepTudukaumm Let's Encrypt. Ero Boinyck u
npoAJfieHne coBepLUeHHo becnnaTHbl. CepTUgUKaT BbiMyCcKaeTCs CPOKOM Ha 3 MecsLa, 3aTo npouecc
€ro BblMycka, NpoANIeHNs U YCTaHOBKK B Beb-cepBep Apache NosHOCTLIO aBTOMaTU3MPOBaHbI.

30ecCb XXe Mbl OnuLIeM BbIMYCK T.H. CaMornoanmcaHHoOro CepTI/I(pI/IKaTa.

HWKTO, KpoMe Bac He CMOXXeT NPoBepuUTb NPaBUJIbHOCTb CaMOMOLMNUCAaHHOIo cepTudmKaTa 1 npu
NOOKJIOYEHUN K MH(OPMaLMOHHON Ba3e y nofb3oBaTens He ByaeT HUKAKOW rapaHTumM, YTO OH
noakYaeTcs MMeHHO K Bawemy cepsepy. Tpatuk byneT WwWngpoBaTbCs, Tak 4TO 3TO
OTHOCMTeNIbHO He3onacHo

Co3pagum SSL cepTudmkaTt
$ openssl req -new -x509 -days 365 -keyout myserver.key -out myserver.pem

Ykaxute PEM pass phrase - naposib NpuBaTHOro Kjto4a. Ha ocTasibHble BOMPOChl MOXKeTe
oTBeYaTb Kak yrogHo, kpome Common Name (eg, YOUR name) []: - TyT cnefyet ykasaTb
LOMeHHOe 1Ms canTa. B pe3ynbTaTe B JOMaLUHEN Nanke nosasuTca ABa anna myserver.key -
NPVBaTHLIN KJIIOY M myserver.pem - nybanyHbin cepTudukaT. YTo 6bl Apache npu 3arpyske He
cnpaLwmnsan HeMoOHATHO Y KO0 Naposib NPUBATHOMO KJ04a, CHUMEM ero
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$ cp myserver.key{,.orig}
$ openssl rsa -in myserver.key.orig -out myserver.key
$ rm myserver.key.orig

MNepeMecTnM nx B 6e3onacHoe MecTo U HaCTpoOWM npaBa AOCTYyMNa TOJILKO o4 root

$ sudo mv myserver.pem /etc/ssl/certs/
$ sudo mv myserver.key /etc/ssl/private/
$ sudo chmod 0600 /etc/ssl/private/server.key

Mepexoanm K HacTporkam Apache, Bkato4aeM noaaep>xky SSL

$ sudo a2enmod ssl

W HacTpamBaem poctyn no HTTPS. OTKpbiBaeM (hatnn KOHQUrypaLumum canTa no-yMoa4aHUIo
$ sudo nano /etc/apache2/sites-enabled/000-default

1 NPVBOAUM €ro K TaKkoMy BUay

<VirtualHost *:80>
# lMNepeHanpasum Bce noctynatowme no HTTP 3anpocel Ha HTTPS xocTt
Redirect / https://mysite.ru/ # mysite.ru - 3To fomeHoe ums uam IP
agpec Balwero canta
</VirtualHost>

<IfModule mod ssl.c>
<VirtualHost *:443>
ServerAdmin webmaster@mysite.ru

ServerName mysite.ru
DocumentRoot /var/www/html # OTO0 NyTb MNO-yMOJIHAHUIO

ErrorLog /var/log/apache2/mysite.ru-error.log
CustomLog /var/log/apache2/mysite.ru-access.log combined

# SSL
SSLEngine on
SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key
</VirtualHost>
</IfModule>

MNepesanyckaem Apache
sudo service apache2 restart

[oTOBO!
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Mbl NOJIHOCTbLIO 3aNpPeTUan NCNosib30BaHNe He3aluLeHHOoro npotokoaa HTTP. Bce 3anpocsl,
nocTynarwwme Ha Hero byayT nepeHanpaasaTbca Ha HTTPS

9T0 elle He BCe, Bbl ocTaeTech yA3BMMbI, HaNnpuMep, ANs aTakn NoCpeaHnKa, nogpobHee cMm. B
OTAEeNbHON CTaTbe.

Pe3epBHOe KOonupoBaHue

B knmeHT-cepBepHOM BapuaHTe paboThl 1C:Mpeanpnatmne pe3epBHOE KOMMPOBaHME NPON3BOANTCS
cpeactBamm CYBM. T.k. CYB[ PostgreSQL y Hac Tenepb paboTaeT Ha Linux-cepeepe pe3epBHoOe
KonunpoBaHue ByaeT BbINONHATLCA CKPUNTaMM Ha 3TOM cepBepe

Pe3epBHoe KonupoBaHue B PosegreSQL BeinonHsaeTcs ytuamton pg_dump. MoapobHasa cnpaBka no
CMHTaAKCKCY BbIBOAUTCA KOMaHL0MN

$ pg dump --help

Hanpl/lMep, 470 BbI COENATH PE3EPBHYIO KOMUIO 6a3bl baselc HY>XHO BbIMNOJIHATb TaKyt0o KOMaHAY

$ pg dump -f baselc.sql.tar -F t -d baselc -h localhost -U postgres

ObpaTuTe BHUMaHUE, 3aMyCcK YTUINT Pe3ePBHOr0 KOMUPOBAHNSA U BOCCTAHOB/IEHNS NPOU3BOANTCS He
0T Cynepnosib3oBaTens, 6e3 KoHCTpykumu sudo. ®aiin 63kana byneT chopMUMpoBaH B TEKYLLEM
KaTaJslore u ero BnajenbLem byaeT nNoib30BaTeNb

Ins BoccTaHoBeHUs 6a3bl M3 apxmBa, CO3AaHHOro KOMaHaon pg dump ncnosib3yeTcs KoMaHa
pg_restore. MoapobHas cnpaBka No CUHTaAKCUCY

$ pg restore --help
Mpumep BoccTaHoBNeHMA 6a3bl baselc n3 63kana baselc.sql.tar

$ pg restore -d baselc -F t -U postgres baselc.sql.tar

He nbiTanTecb BoCcCTaHOBUTL 63Kan B 6a3y, NoakaYeHHYto K cepeepy 1C:Mpeanpustue.
BoccTaHaBnMBaTh HY)XHO B HOBYI0 6a3y, Noc/iie BOCCTAaHOBAEHNSA B KOHCON yNpaB/iieHNs CepBEpPOM
1C:MpepnpuaTtre nepenoaknoyYnTb 419 BOCCTaHaBAMBaeMon NHGopMaLumnoHHon 6a3sel 1C 6a3y
AaHHbIX PostgreSQL

bakan coxpaHuacs B AOMaLLHEN Marnke noJib3oBaTens, 370 Jyylle, YEM HMUYEro, HO XPaHUTb
pe3epBHble Konun 6a3 gaHHbIX Ha camMoM cepBepe 6a3 AaHHbIX CANWKOM camMoyBepeHHo. Korga-To
[aBHO pe3epBHbIe KOMUW Aenanun Ha JIeHTbl CTPUMepa 1 yBO3WAN UX Kyda nofaJsiblie B HafexHoe
mMecTo. Cenyac ons pe3epBHOro KOMMPOBaHMA UCNOb3YOTCA ceTeBble M obnayvyHblie NAS
XPaHUANLLA, pacnosio)KeHHbIE B TAKOM HafeXHOM MecTe. B Halwem npumepe KonvposaHue bynet
BbINONHATLCA Ha ceTeBoe NAS xpaHuauLLe, BKIIOYEHHOE B JOMEH MOJ CeTEBbIM UMEHEM nas.

Obecneynm K HeMy AOCTYN Hallero nosib3oBaTens. B Active Directory co3gaanm nosib3oBaTens
backupuser, fagum emy npasa Ha 3anuck B Narnke, rae 6yaem CKiaAbiBaTh Pe3epBHbIe KOMuu.

MpoYMM Mo/b30BATENSIM MOJSIHOCTbIO 3aNpPeTUTE AOCTYN K 3TON Nanke Uiy 0CTaBbTe NpaBa TOJIbKO Ha
yTeHue. Tak pe3epBHble Konuu bynyT Lenee.

MPpMMOHTUPYeM CeTeBYIo Nnanky, CHavyana co3gafnm TO4YKY MOHTUPOBAHUA

https://wiki.lineris.ru/ Printed on 2026/05/15 15:15


https://wiki.lineris.ru/web_security

2026/05/15 15:15 17/19 YcTaHoBka 1C:Mpepnpusatne 8.3 Ha Linux cepsep

$ sudo mkdir /mnt/nas

3aTeM HaCTPOMM aBTOMaTUYECKOE MOHTMPOBAHME MpPU CTapTe CUCTEMbI, 415t YEro CHavana co3faanm
dalf-MaHOaT Ha NOAKJIIOYEHNE K CETEBOMY XPaHMANLLY

$ sudo nano /root/.smbcredintals
MponuceiBaem B hana napameTpbl NOAKIOYEHMNSA

username=backupuser
password=backupuserpassword
domain=domain.ru

N CKPOEM ero OT NMOCTOPOHHUX rna3
$ sudo chmode 0600 /root/.smbcredintals
Mponuwem NogktoYeHne CeTEBON NankKyM Npu CTapTe CUCTEMBI
$ sudo nano /etc/fstab

B KOHeL, (hanna nobasnsem

//nas/backups /mnt/nas cifs
credentials=/root/.smbcredentials,dir mode=0777,file mode=0777 0 0

1 0AeM KOMaHAy MPUMOHTUPOBATbL BCE, YTO Mbl MPOMNMCaIn
$ sudo mount -a

B pe3ynbTaTe B TO4Ke MOHTUpPOBaAM /mnt/nas fo/mKHa NOSBUTLCA Nanka CeTeBOro XpaHunuLia
\\nas\backups, Kyia MOXXHO CKNaAblBaTb pe3epBHbIE KOMUMW.

L1 BbINOJIHEHWS aBTOMATUYECKOr0 Pe3epPBHOM0 KOMMPOBAHMSA HY)KHO CO34aTb CKPUMT, KOTOPbIN
OymeT 3anyckaTbCs MO pacnucaHnio AEMOHOM cron. K c4acTblo, NUCaTb 3TOT CKPUMK CAMOMY He
HY>XHO, B coobuiecTBe PostgreSQL y>xe HanmcaHo MHOMO TakMX CKPUMTOB, PEKOMEHYI0
CMOb30BaTb KAHOHNYECKMNIA CKPUMT.

AnbTepHaTUBHbLIN BAapWaHT - ycTaHoBUTL Webmin - Beb nHTepdeic ans agMMHUCTPUPOBAHUS Linux-
cepBepa, 1 y>XXe C ero NoMolLblo HACTPOUTL pe3epBHOE KonupoBaHue B cyxbe PostgreSQL

Wcnonb3yinTe ckpunT pg_backup rotated.sh, oH coxpaHsieT pe3epBHbIe KOMM 338 HECKOJIbKO
QHeN, aBTOMaTUYeCKMN yAanas cTapble Konuu.

Co3panTe B LOMalUHel narnke noJsib3oBaTtens ann pg backup rotated.sh v pa3mecTute B Hem
CKPUNT MO YKa3aHHOW BbILLE CCbISIKE.

He penante 370 B Windows pefaktopax. /13-3a pa3nimyna B cyxebHblX cMMBOJ1ax, 0603HavaloLwmx
KOHeL, cTpoku B Windows 1 Linux nHTepnpeTaTop cCkpunToB bash byaeT BbifaBaTh OLWMOKN.

YcTaHoBMTE 415 3TOro hanna npmsHak UCNOJHAEMOCTH
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$ chmod +x pg backup rotated.sh

B ToM xe kaTanore co3gante ann HacTpoek pg backup.config v 3anonHuTe ero kKak no
YKa3aHHOW Bbille CCblIKe. BCce HAaCTPOMKM MOXXHO OCTaBMTb MO YMOJYaHMIO, KpoMe

BACKUP DIR=/mnt/nas/
MpoBepbTe paboTOCNOCOOHOCTD, BLIMOAHUTE KOMaHAY
$ ./pg backup rotated.sh

Ecnum He yBnaeNn HMKaKUX ownbOK 1 NPOoLIECC KOMMPOBAHMA MOLLEN, TO BCE CENAaHO NPaBUIbHO,
MOXHO MOCTaBUTb 3aJa4vy B pacnuncaHune. PegakTupyem 3afaHus ana geMoHa cron

$ crontab -e
nobaBnsem CTPOUKy C 3afjaHNEM
© 19 * * 1-5 /home/user/pg backup rotated.sh

Pe3epBHOe KonupoBaHme byaeT BbiNoNHATLCA B 19:00 ¢ noHeAeNbHUKA MO NATHULY.

Mo3gpasnsem! ToNbKO YTO Bbl CIKOHOMMAN MHOMO ThiCAY pybnei Ha nuueH3nax Microsoft. Ecam
0CTa/MCb BOMPOCHI UM HY>KHa NoMoLb - obpallanTtecs, byaem pagbl MOMOYb.
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