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YctaHoBKa 1C:Mpepnpuatue 8.3 Ha Linux
cepsep

B 3TOoM cTaTbe Mbl NocTapanuck cobpaTb Hanbosiee NONHYIO MHOPMaLMIO MO YCTaHOBKE CepBepa
npunoxeHuin 1C:Mpennpuatue B cpefe Linux ¢ ucnonb3zosaHmem CYB[ PostgreSQL n nybnvkaunen
NH(opMaLmoHHon 6a3bl n Beb-cepBrncos Ha Beb-cepeepe Apache. PaccmaTpuBaeTtcs Hanbonee
noNHasa yCTaHOBKa cepBepa B AomeH Microsoft Windows. MNonb3oBaTenn paboTatoT Ha paboymx
CTaHumax B cpene Windows, asTopusauma B cucteme 1C:MpepnpuaTtue nponssoauntca vyepes Active
Directory.

MnaH pabot

YCTaHOBNTbL OMepauynoHHY0 CUCTeMy

YcTaHosuTb CYB[ PostgreSQL

YcTtaHoBuTb cepep 1C:Mpennpusatue
3aperncTpupoBaTb CepBep B lOMeHe

Ony6nmkoBaTb UHDOPMaLNOHHYI0 6a3y n Beb-cepBuchl
HacTponTb pe3epBHOe KonupoBaHue

oV hswWwNE

Mepen Havanom paboT TPe3BO OLEHUTE CBOM CUAbI. [115 NOATOTOBAEHHOrO CNeunanmcTa Bce
nepeyncyieHHbIe HUXXe ornepaLmmn 3aiMyT He 6osiee NooBMHbI paboyero gHA, Npu 4em 6onblias
4aCTb 3TOr0 BPEMEHW YAET Ha 0XKMAAHWNE 3aBEPLUEHNS ONepaLniA KONMMPOBAHNS, YCTaHOBKM,
3arpysku un T.m.

Ecnm ycTaHOBKa Npon3BOAMTCS NOBEPX y)Ke paboTatowen CUCTEMbI, CAENTANTE Pe3epBHYIO KOMUIo,
Hanpumep, coxpaHuTe obpa3 AnMCKoB. ECam 4To-TO NonaeT He Tak, Bbl cMoXXeTe 6bICTPO
BOCCTAHOBUTb MPEXHI0 paboTocnocobHOCTb CUCTEMBI

YCcTaHOBKa OnepauuoHHOW CUCTEMDbI

MoopepxuneatoTca Hanbonee nonynsapHele deb (Ububtu, Debian n np.) n rmp (CentOS, Fedora v np.)
ANCTPpNBYTUBLI. Kakux-nnbo SBHbIX peKoMeHaLui rno BbIbopy TOro nanm nHoro guctpubyTtmea Linux
He cyliecTByeT. PekomeHayeMm BbibpaTb Hanbonee 3HakoMbIn Bam guctpubyTus, B Hawem ciyyae
370 Ubuntu akTyanbHOW Ha MOMEHT HanucaHusa ctaTbh Bepcun 16.04 LTS, Bce aanbHenwee
onuncaHme byaeT 0CHOBLIBAaTLCS MMEHHO Ha 3ToM Bblibope. Ecniv Bil Boibpanun gpyron deb-based
AncTpnbyTus, TO BCE ONMCAHHOe NOAONAET U ANd Hero, rmp-based AncTpmbyTBLI MCNONL3YIOT
Lpyrve KoMaHabl 419 yrnpaBaeHna nakeTamu, y4uTbiBaTe 3TO NpU aganTauum cTaTbl 4S19 CBOUX
uenen. Ckavante auctpmnbyTtus Ubuntu Server. MpumeHuTensHo K Ubuntu xxenaTtenbHo
ncnonb3oBaThb LTS AncTpmbyTMBbI, OHW BbIMyCKalOTCA pa3 B ABa rofa v NOAAEP)KMBAIOTCS B TeYeHmne
5 net. AnuctpubyTtme pacnpocTpaHseTcs B Buae ISO obpa3a 3arpy304HOro AnCKa, MOXHO 3anuncaTb
obpas Ha DVD auck, Ho ropa3fo yaobHen noAroTOBUTL 3arpy304HY0 (haeLLKy.

B cepsepHom ancTtpubyTtmee Ubuntu oTcyTcTBYeT rpadmnyeckas ob6onoyvka. YCTaHOBKa U
nocnepytowas HacTpornka byaet Npon3BoAMTCA B KOMaHAHOW KOHCONIW. He Hafo yCTaHaB/MBaTb
rpaguryeckyto 060104Ky, XOTb 3TO 1 NPOCTO, HO COBEPLUEHHO HECCMbIC/IEHHO, OHA HUYEM He
NOMOXXeT B HacTporke. nsd yanobcTBa aoMUHNCTPUPOBAHNS MOTOM MOXKHO YCTaHOBUTb, Hanpumep,
Webmin
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CaMm npoLecc yCTaHOBKM A0CTAaTOYHO NpocT. MHcTannaTop 6yaeT 3anaBaTh Bam pasnmyHble
BOMPOCHI, BaM HY>XHO Ha HUX 0TBeYaTb, TEM CaMbIM BblOMpas Kak yCTaHaBMBaTb ONepaLOHHY0
cucTemy. BHavane Bam npennoxat BbibpaTb A3bIK U CTPaHy, YacoBOW Nosic, BbibupanTe B
COOTBETCTBUM CO CBOVMMN NPEANOYTEHNSMMU.

WHcTannaTop npeanoXxuT Bam pasmMeTnTb AMCKK NOA ONEPALIMOHHYI0 CUCTEMY. ITO CaMblil BaXKHbIiA
BOMPOC B yCTAaHOBKE. BHUMaTENbHO 03HAKOMbTECH C HUXXECEAYOLMMI PEKOMEHAALINAMM,

Ecnm y Bac oauH gumsundeckmnin guck (mnm RAID-mMaccuB), pasgennTe ero Ha 3 IorMyeckux gucka. B
Havane oucka sBblaennte 60-120 6 cobcTBEHHO NOA ONEPALMOHHYI0 CUCTEMY (ANCK 1), OCTaBLUYOCS
4aCTb NoAesInTe NPMMEPHO NOPOBHY NOA AOMalUHKe nanku (auck 2) n gannel CYBM (anck 3).
MoHTUpynTe cnegyowmm obpasom:

/- anck 1
/home - pguck 2
/var - Ouck 3

Ecnn e anckoBas cuctema Balero cepBepa 6oee pa3HoobpasHa, TO CaMblii MeasIeHHbI ee
3/1eEMEHT PeKOMeHayeM MOHTMPOBATbL Kak /home, a caMblil ObICTpLIA Kak /var.

Jlanee nHCTaNNsToOp NPeanoXuT Bam BbibpaTh Habopbl NaKeToB A/ yCTaHOBKU. Bbibepute ans
yCTaHOBKM cieaytolme Habopsbl:

(]

KakK MOXXHO 3aMeTUTb, MHCTANNATOP YCYXX/IMBO NpeasaraeT BapuaHT yCTaHOBKM PostgreSQL
database. He cobna3sHanTecb, Ham Hy>xeH gpyromn PostgreSQL, ¢ natyem gna 1C.

WHCcTannaTop 3aKOHYNT CBOO paboTy, nepe3anyCcTuT CUCTEMY M nNpea Bamn npeactaHeT
npurnaweHne B KOHCOJIb NPUMEPHO TAKOoro Buaa:

Ubuntu 16.04.1 LTS MyServer ttyl
MyServer login:

3axoamuTe, 1 YyBCTBYNTE cebs Kak goma.

nepBbIM OEJIOM HYXXHO HaCTPOUTb CETEBLIE MOAKTIOYEHNA. Mbl uMeeM neno ¢ cepBepoM n
noapasymMmeBaeM, 4HTO CETEBbLIX aJalTepoB B HEM MOXET 6bITb 60NbLIE 0gHOrO0. [laBanTe NOCMOTPUM,
4TO Y HaC eCTb, BBOAWNM B KOHCOJIb KOMaHAY

$ sudo lshw -C network

34ecb UCNosib30BaHa KOMaHAa sudo - cneuunansHasa KOHCTpyKumna deb-based gnctpubytmneos Linux
AN BbINOJIHEHNSA KOMaHA € npaBaMu root. Koraa Bbl AenaeTe 3TO NepsbI pa3 cucTema nonpocuT
Bac BBeCTM Maposib U Ha Kakoe-TO BPpeMS 3alOMHUT ero.

B oTBeT Bbl NoNy4nTE HEYTO MOXOXKEE Ha

*-network
description: Ethernet interface
product: L2 Mbit Ethernet Adapter
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vendor: Attansic Technology Corp.
physical id:

bus info: pci@0000:03:

logical name: enp0Os3

version: a0

serial: 00:00:00:00:00:00

size: 100MB/s

capacity: 100MB/s

Hac nHTepecyet BOT 3TOT (pparmeHT: Llogical name: enp0s3. Ecnm ceTeBbix aganTepoB HosbLie
O0AHOr0, TO 1 Taknx 610KOB B Bblgayve OyaeT No KONMYeCTBY CETEBLIX afanTepoB. 3aNoMMHaeEM
nornyeckune nmeHa. CeteBble NOAKIOYEHNA HACTPAUBAOTCSA B KOH(PMIypaUNOHHOM halnne, 0TKPOEM
ero ons pefakTupoBaHua

$ sudo nano /etc/network/interfaces

[lonycTuM, y Hac eCcTb ABa CeTeBbIX afanTepa. enp0s3, ero Mbl HACTPOUM Ha CTaTu4eckmn IP agpec
1 byaem ncrnonb3oBaThb A5 NOAKIIOYEHUS K foMeHy. Ewe ecTb enp0s8, oH nonyumt agpec ot DHCP
cepBsepa B JIOKaJIbHOW CeTW, MPOCTO Tak, AN14 npuMepa. Pans HaCTPOEK BbIMNAAUT TakK:

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
iface enp0s3 inet static

address 192.168.0.8 # 30€eCb yKa3blBaeM CTaTUYeCcKun agpec
netmask 255.255.255.0 # Macka nogceTu
gateway 192.168.0.1 # W03 Mo yMOJI4aHMIo

dns-nameservers 192.168.0.101 # DNS cepBepa, MOXXHO yKa3aTb HECKOJIbKO 4epes
3anaTylo
auto enp0s3

# The second network interface
iface enp0s8 inet dhcp
auto enp0s8

CoxpaHuTe thann Haxxas Ctrl-O n 3akponte penaktop Ctrl-X. MNocne peaakTnpoBaHns nepesanyctum
CeThb:

$ sudo /etc/init.d/networking restart

1 NPOBEPUM YTO Y HAC NOJIy4nsoChb

$ ifconfig

B Bblgaye 3TOM KOMaHAbl BHUMATE/IbHO CMOTPUM Ha 3HadveHus inet addr - B HaweMm npumepe Tam

[OJHKeH BbITb CTaTMYeCKMIA afpec, 3aflaHHbIN B KOHDUIrypaLMOHHOM haitie Ons NepBoro agantepa
M OUHaMM4ecKun agpec BbligaHHbI DHCP cepsepoM a5 BTOPOro.

JINHEPWUC - https://wiki.lineris.ru/



Last update: 2019/07/21 10:05 linux_server https://wiki.lineris.ru/linux_server?rev=1563703501

Mocne TOoro, Kak HaCTPOEHbI CETEBbLIE MNOAK/OYEHNS MOXXHO NOKUHYTb CEPBEPHYI0. JanbHelnLyto
HaCTpoWKy yaobHee nNpon3BoanTbL C paboyein CTaHUMK, NOAKMOYUBLLMCH MO NPOTOKOY SSH.

0N ANCTaAHUMOHHOMO ynpaBfieHnsa cepeepoM ¢ paboyen ctaHuum Windows Mbl bByaem ncnosib3oBaTb
PuTTy. Cka4anTe, yCTaHOBUTE 1 NOAKOYaNTECh. AQpec cepBepa B HalleM NpruMepe yKasblBaeTCs
Tak user@l92.168.0.8, roe user - UM NONbL30BaTENSA, MOPT MO YMOJYaHUIO 22.

lanee HaMm noTpebyeTcsa KONMPOBaTb (haiibl Ha Hal cepsep. YTo bbl genaTb 370 MaKCMManbHO
KOM(OPTHO, HAaCTpouM nakeT Samba, NO3BONALLNA NOAPYXUTb Linux 1 Windows no nokKasibHON
ceTwm.

3ajadya MMHMMYM Celyac - pacllapuTh Nanky Ha cepBepe, KyAa Mbl CMOXKEM KOMUPOBATh HY>XHble
thannbl.

$ sudo nano /etc/samba/smb.conf
B KOH(MrypaunoHHOM hansie HaxoAnM N PaCKOMMeHTUpyeM 610K
homes

comment Home Directories

browseable no

read only no

create mask 0700

directory mask = 0700
[obaBnM Haluero nosb3oBaTens B Samba
$ sudo smbpasswd -a user
YKa3blBaeM eMy NnapoJsib U BKIOYAEM
$ sudo smbpasswd -e user
N nepesanyckaem Samba

$ sudo service smbd restart

Monpobyem 3anTtn n3 nposoaHuka Windows. B Hawem npumepe 3T0 6yaeT BbirnsaeTb Tak
\\192.168.0.8\user, BBOAMM NM$, NapoJib 1 NoNagaem B 4OMALUHIOW Marky.

ObpaTnTe BHUMAHWE, HYXKHO BBOAUTbL CETEBOW aflpec NOJIHOCTLIO, YKa3biBas HE TOJIbKO afapec
cepBepa, HO U UMs KaTaslora Nosib3oBaTens

Ha BcAkui cnyvam obHOBUTE PYCCKYO NI0Kab

$ sudo update-locale LANG=ru RU.UTF-8
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YctaHoBka CYB]] PostgreSQL

1C:MpepnpuaTtne paboTaeT co cneunanbHO NnponaTyeHHon Bepcmen PostgreSQL 9.6.1. 3To He camas
CBeXas BepCus, Ha MOMEeHT HanucaHus CTaTby BbiNyweHa Bepcud 9.6.2, Ho 1C:MpepnpuaTtue ee
Nnoka He nogaepXxnBeaer.

CyLLecTByeT HECKOIbKO NCTOYHUKOB, IFAe MOXXHO B3ATb AUCTpubyTre PostgreSQL coBMECTUMbIN C
1C:MpeanpunaTtme. MoXxHO, HanpuMep, Kak pekoMeHayeT cama pupma «1C» ckavyaTb ero € noprana
WTC n ycTaHoBUTL 13 deb nnu rpm nakeTos, Takon NOAXOL BMOJIHE NPUBLIYEH A4J1A NOJib30BaTenewn
Windows, cka4mnBaTb 1 yCTaHaBAMBaThb. B Linux gpyron noaxon. Hanpumep, 415 NOKAOHHUKOB
Gentoo Linux npuBbI4HO BbIN0 Bbl CKaYaTb MCXOAHUKKM PostgreSQL, nponaTymTb UX 1
ckomnunuposaTb. A punocous Ubuntu ba3supyeTcs Ha peno3uTopusx, 0TKya Nojib30BaTesNu
MONYyHaloT HY>XXHbIe NPOorpaMMbl, yCTaHaBAMBasA X MeHed)xepaMum nakeTos. K coxaneHuio pupmMa
«1C» He 03aboTunacb co3gaHMeM Takoro peno3nTopua Aas pacnpocTpaHeHUs cnewnanbHoN Bepcum
PosgreSQL, 3aTo 3T0 caenana komnaHma Postgres Professional.

K coxaneHuto, komnaHua PostgresPro orpaHuymaa fOCTyn K CBOMM Peno3nTopusM, Ha opuLanbHOM
CalTe yKa3aHo, YTO OHWN AOCTYMHbI B paMKax CEPBUCHOro KOHTpakTa. CkavanTe n yctaHosuTe DEB
naketobl ¢ noptana 1C:UTC.

HacTpoum npasa Ha noakntwyeHne kK CYB[ n3s koHconn.

$ sudo nano /etc/postgresql/9.6/main/pg hba.conf
B oTKpbIBLEMCS (haisie HanJeM CTPOKY

local all postgres peer

W NpuBegeM ee K By

local all postgres trust

Tonbko 4TO Mbl HacTpounn PostgreSQL foBepsATb BCEM NIOKabHbIM NOLK/IOHEHUAM. ITO HE COBCEM
6e30nacHoO, Mbl UCAPABUM 3TO YyThb MO3XKE, NOCAE TOr0 Kak YCTaHOBMM Mapob N0Jib30BaTENO
postgres.

Ecnn He xoTuTe, 4TO ObI CepBep CYB[ 6b11 BUAeH KoMy-nubo, kpome cepsepa 1C:MpeanpusTue,
KOTOPbIA Mbl 4yTb M03)Xe YCTaHOBWUM, MONpaBbTe HAaCTPOMKM Be3onacHOCTM

$ sudo nano /etc/postgresql/9.6/main/postgresql.conf
B oTKpbIBLLIEMCSA (halsie HAXOAUM CTPOKY

listen addresses = '*!

W NPVBOAUM €€ K BUay

listen addresses = 'localhost'

Takas HacTponKa orpaHNYmMT BMANUMOCTb PostgreSQL TonbKo 3TuM cepsepoMm. Ecnm cepeep
1C:MpepnpuaTtre byneT yCTaHOBNEH Ha ApYyron MalwwnHe, BMecTo localhost ykaxxuTe ee agpec.
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Mocne Takon ycTaHoBkK PostgreSQL ero cny>kba cama He CTapTyeT U He NPONUCLIBAETCS B
aBTo3arpysky. Coenaem 310

$ sudo service postgresql start
$ sudo update-rc.d postgresql enable

W ele HeMHOro HacTpoek 6e30MacHOCTW. YCTaHOBMM Naposib password Ha nosib3oBaTens
postgres, nMeHeM KOTOporo ByayT NpoM3BOAUTCS BCE onepaumnmn ¢ 6a3amn faHHbIX (BMeCTo
password yKa)kuTte CBOW Napob).

$ psql -U postgres -d templatel -c "ALTER USER postgres PASSWORD 'password'"
MonpaBuM MeToAbl ayTEHTU(MKALMM NONb30BaTENEN

$ sudo nano /etc/postgresql/9.6/main/pg hba.conf

B oTKkpbiBLIEMCS (haisie yCTaHaBMBaeM Bce MeToabl B md5, HanpumMep, Tak

local all postgres md5

Mepe3anyckaem cnyxby PostgreSQL

$ sudo service postgresql restart

[oToBO!

YctaHoBKa cepBepa 1C:l[pepnpusartue

Mpwn BoIbOpe apxmMTeKTypbl AUCTpubyTrBa i386 Mnn x86-64 cnefyeT y4nTbiBaTb HE TOJIbKO
apXUTEKTYPY CcepBepa 1 YCTaHOBJIEHHOW Ha HEro onepaunoHHON CUCTEMBI, HO K MMetoLwLytoca Y Bac
nnueHsuio Ha cepeep 1C:Mpennpuatua. 34ecb ONUCbIBAETCA NPOLECC YCTaHOBKN 64-pa3paaHoro
cepBepa B x86-64 apxuTekTypy. YCTaHOBKa 32-pa3psafHOro cepsepa B i386 apxuTekTypy
aHanornyHa ¢ TOYHOCTHIO 40 HAUMEHOBaHMA HEKOTOPbIX (haloB 1 KaTanoros. YCTaHOBKa 32-
pa3psLHOro cepeepa B apxutekpyTy x86-64 notpebyeT pelueHns npobnem 3aBUCMMOCTEN NAKETOB,
M 3TOT NOABUI AOCTOUH OTAEJSIbHOM CTaTbU

MpeaBapuTenbHO YCTaHOBMM NakeTbl, Heobxoanmble ana paboTel cepeepa 1C:Mpeanpusatue
$ sudo apt install imagemagick unixodbc libgsf-bin ttf-mscorefonts-installer

B npouecce ycTaHoBku NakeTa ttf-mscorefonts-installer notpebyeTca NpuHATL yCcnoBua
NnoJib30BaTeNbCKOro corsiaweHms EULA.

JItobbIM 3aKOHHBIM cnocobom nonyyaem anctpmnbyTme nnatdopmel 1C:Mpeanpusatus ons deb-based
Linux, Hanpumep, ckavmeaem ero c noptana UTC. Cepsep 1C:Mpeanpuatne CoOCTOMT U3 3-X MAKETOB:

e 1c-enterprise83-common - obwme KOMMNOHEHTHI
e 1c-enterprise83-server - cobcTBEHHO CaM CepBep, NAKET 3aBUCKUM OT OOLLNX KOMMOHEHT
e 1c-enterprise83-ws - Beb-paclumpeHns cepsepa, NakeT 3aBUCUM OT CaMOro cepeepa
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Ecnn B 1C:MpeanpusaTim KpoMe pyccKoro U aHriMinckoro Bam notpebytotcs apyrve sa3biku, bepute
NakeTbl B HAMMEHOBAHUUN KOTOPbIX NpucyTcTeyeT NLS

CkonupynTe TONbKO 3TK 3 (harna no ceTu B LOMALLUHWIA KaTanor nosb3oBaTens, B HalleM npumepe
\\192.168.0.8\user YcTaHaBAMBaTb NakeTbl HYXXHO NUMEHHO B TaKOW NoC/ieL0BaTE/IbHOCTML.
CnyYaiHO MM HET, OHW NO aNnMaBUTHOMY NOPALKY BbICTPAUBAKOTCSA UMEHHO TakK, Kak HY>XHO, a
3HAYUT UX MOXKHO YCTAHOBUTbL OLHOM KOMaHOOoWM

$ sudo dpkg -i 1lc*.deb
CepBep ycTaHOB/EH. 3anycKkaem

$ sudo service srvlcv83 start

Moopa3ymeBaeTCs, YTO akTMBauua cepepa byaeT npoBOANTCA NPOrPaMMHON nuLEeH3nen. Ecnm no
KaKMM-11bo NprymnHaM y BacC MNOSBUTCA XXeNaHue BOTKHYTb B cepBep ko4 HASP, ckavante u
ycTaHoBuTe nakeT haspd ot Etersoft

Ecnun kKoHpurypaumsa 1C:Mpennpuatre nmeeT AOMNOJHUTENBbHYIO 3aWnTy, ycTaHosuTe CJIK

K cepBepy y>xe MOXXHO NoAKI04YaTbCA Yepe3 KOHCOb afMUHUCTPUPOBAHNS CEPBEPOB, aKTUBMPOBATb
JINLEH3UM N co34aBaTb MHPOPMaLMOHHbIE 6a3bl.

Perncrpauusa cepeepa B AOMeHe

Mpoueaypa UMeET CMbIC/ TOJIbKO eC/in UcnosiblyeTca gomMeH Microsoft Windows n nnaHmpyeTcs
aBTopu3aumsa nonb3zoatenen 1C:Mpegnpusatue no y4etHon 3anucy Active Directory

Kak 06bl4HO, Ha4YHEM C YCTAaHOBKU HEOOXOAUMbIX MaKeTOB

$ sudo apt install krb5-user

Ecnm npu ycTaHOBKe CUCTEMbI HE YCTaHaB/IMBaAM Samba, To camoe BpeMsi cienaTb 3TO
$ sudo apt install samba

N ewe MoxeT NOHa#obUTLCA, @ MOXXET HET, HO JlyyLle YCTaHOBUTb

$ sudo apt install libpam-krb5

HacTtpoum DNS

DNS noTpebyeTcs HaMm ans Toro, 4To Obl cepBep Mor 0bpaLlaThCs K PpecypcaMm JIoKasbHOW CETU Mo
NIOTNYECKMM MMEHaM.

CHavana pa3bepemcs C MMeHeM CcamMoro cepsepa
$ sudo nano /etc/hostname

B 3TOM thaiine f0mKHO BbiTh YKa3aHO UMS KOMMbOTEPA, AAHHOE MY MPW YCTAaHOBKE ONepaLNoHHON
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CUCTEeMbI. ECn No KakKnM-TO npn4MHaM TaM He OHO - NCMpPaBbTE.

Tenepb Hay4MM ero HaxoAUTb CamMoro cebs No cBOeMy KOPOTKOMY M MOJSIHOMY IOMEHHOMY UMEHM.
$ sudo nano /etc/hosts
34€eCb HY>KHO CONOCTaBUTb MMeHa C IP agpecom noboro ceTeBoro coeMHeHUs, HanpuMmep, Tak

127
127

localhost

.0.0.1
.0.0.1 myserver.domain.ru myserver

Tenepb cobcTBEHHO HacTpoum DNS. lonyCTuUM, KOHTPOJIIEP AIOMEHA Y HAaC HaX0AUTCA Ha aapece
192.168.0.1. Ecnn IP agpec 3apaeTcs CTaTUYeCKN, feflaeM TakK

$ sudo nano /etc/resolvconf/resolv.conf.d/head

1N NPOMNMCbIBaeM NMeHa 1 agpeca

domain domain.ru

search domain.ru

nameserver 192.168.0.1

Ecnm ecTb elle oanH cepaep ciyxbbl MMeH B foMeHe, obaBbTe B Dalin eLle 04HY CTPOYKY
nameserver C ero agpecom.

Mpwn nony4veHun IP agpeca ot DHCP no naee Bce O0MKHO HAaCTPOUTLCSA aBTOMATUYECKU, HO eCTb
HIOAHCbI, 3aNnUCK OMEHa MOTyT He onpenennTbcsa. icnpasnsem

$ sudo nano /etc/dhcp/dhclient.conf
Hobasnsem 3anuce foMeHa
supersede domain-name "domain.ru";

YT106bI 0BABMTL eLLe 0AMH cepBep CyXObl UMEH OMeHa Hax04UM B 3TOM haline CTPoKy prepend
domain-name-servers, paCKOMMEHTUPYEM ee 1 YKa3blBaeM HYXHbI IP agpec.

Mepe3sanycTum cnyxby cetu
$ sudo /etc/init.d/networking restart

MpoBeprM, YTO Y HAC Noay4mnock. MonpobyinTe NMHraHyTb KOHTPOJINEP AOMEHA MO KOPOTKOMY U
NosIOMy LOMEHHOMY UMEHW UMEHW, JOMYCTKM ero 30ByT server

$ ping server
$ ping server.domain.ru

CUHXPOHM3UPYEM Yachbl
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l'|yTI:: hanee Mbl 6yp,eM NCnoJib30BaTb MPOTOKO Keberos, a ons ero KOppeKTHOI7I pa6OTbI Ba>XHO, 4TO
Obl CUCTEMHbIE YacCbl KOHTpPOJ1JIeEpa AOMEHa N Hallero cepsepa Obln CUHXPOHN3MNPOBaHbI.

3aberas elle fanee CKaxeM, YTo 415 aBTopmsaumm nonb3osatenen 1C:Mpeanpustre yepes
y4YeTHyIo 3anucb Active Directory Hy>KHO 4TO Bbl 1 Hacbl paboymnx CTaHLMN ObIN CUHXPOHU3MPOBAHDI
C KOHTPOJIIEPOM [OMEHa.

YCTaHOBMM 4aCOBOro AeMOHa, KOTOpbIN byaeT nepnoanyeckn CMHXPOHU3NPOBaTbL BPEMS C
KOHTPOI1IepOM floMeHa Mo npoTokoay NTP

$ sudo apt install ntpd

HaCTpoeMm ero

$ sudo nano /etc/ntp.conf

YKaXKeM NCTOYHMK TOYHOr0 BPEMEHUN B JOMEHE - KOHTPO/1EP AOMEHA
server server.domain.ru

1 nepesanycTmm

$ sudo /etc/init.d/ntp restart

HacTtpoum aBTopu3aumio yepes Kerberos

OTKpbIBaeM KOHOUIYPaLMOHHbIN ainn
$ sudo nano /etc/krb5.conf

I npnBoauM ero K TakoMy BUAY, pa3ymMeeTcsa 3aMeHAd UMeHa 1 IP agpeca Halero npumepa noj CBou
ycnosus

libdefaults
default realm = DOMAIN.RU # 3arnaBHbiMu BykBamu
kdc timesync 1
ccache type = 4
forwardable = true
proxiable = true
v4 instance resolve = false
v4 name_convert

host
rcmd host
ftp ftp
plain

something something-else
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fcc-mit-ticketflags = true

realms
DOMAIN.RU
kdc server # cepBep cnyxbbl UMeH
#kdc = dns-server # BTOpPOW CEpBEpP MMEH, eCN eCTb
admin_server = server # KOHTpOJIIEp AOMEHa
default domain = DOMAIN.RU # 1MS LOMeHa YKa3blBaTe NMEHHO TakK -

3arJlaBHbIMK 6yKBaMVI

domain_ realm
.domain.ru = DOMAIN.RU
domain.ru = DOMAIN.RU
login
krb4 convert = false
krb4 get tickets = false

B Linux, B oTanyum ot Windows, pernctp byks nmMeeT 3HaveHne. Hanpumep, B 04HON Narnke
COBEpPLLEHHO CMOKOMHO MOryT HaxoauTcsa aea (awnna file.txt n File.txt, n HUKTO He nomewaeT
co3aaTh elle napy FILE.txt n file.TXT. ObpaTuTe BHMMaHNE Ha HanUCaHWe UMEHN AOMEHa B
KOH(UrypaunoHHoM anne - 3T0 BaXHo!

I'Ip06yeM BOWTWN B JOMEH Kak ero noJsib3oBaTtesb ivanov

$ kinit ivanov@DOMAIN.RU

Ecnn BCe HacTpoeHO NpaBWIbHO, CMCTEMA 3aNpPOCUT Naposib NoJib30BaTeNs AJOMeHa U Bbl He yBuanTe
HUKakKunx coobleHnin 06 owmnbkax. MocMoTpeTb NONyYEHHbIN BUNeT MOXXHO KOMaHAOM

$ klist
OH BbIrISANT NPUMEPHO Tak

Valid starting Expires Service principal
15.02.2017 23:08:18 16.02.2017 09:08:18 krbtgt/DOMAIN.RU@DOMAIN.RU
renew until 16.02.2017 23:08:07

N oH Ham BonbLue He HY>XXEH, yaaJnMm ero

$ kdestroy

HacTtpoum Samba un BKNIOYMM cepBep B AOMEeH

Mbl y>Xxe HEMHOro HacTpauBaam Samba gns Toro, 41o 66l Ham BbINo yaobHee KONMPOBaTb
ANCTPNOYTUBLI MO CETU. ITW HAaCTPONKM ByayT nonesHbl B byaywem npym 06HOBIEHUN NNAT¢HOPMBI
1C:MpennpuaTtune, ocTaBbTe UX. B 3TOM pa3gene onncaHbl Apyrne HaCcTPOMKMN.

OTkpbIBaeM pann KoHpuUrypaumm Samba
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$ sudo nano /etc/samba/smb.conf

 npuBoanM ero NpMMeEpPHO K TakoMy Buay

global
workgroup DOMAIN # 3arnaBHbIMK ByKBaMu
realm = DOMAIN.RU # 3arnaBHbIMK BykBamu
security = ADS # aBTopu3aumsa Yepe3 Active Directory

encrypt passwords true # cwwndgpoBaHMeM naponen

dns proxy no
socket options = TCP NODELAY

domain master = no # 3TOT 610K HaCTPOEK YKa3bIBaET, YTO Mbl HE I1aBHblE B
LOMeHe

local master = no

preferred master = no

os level = 0

domain logons = no

load printers no # npuHTepamm ynpaBnsiTb He bynem

show add printer wizard no

printcap name = /dev/null

disable spoolss = yes

# nobasbTe ctoga 6710KM M HACTPOWKK, KOTOPbIE Mbl AeNann B pa3fefie yCTaHOBKMU OnepaLnoHHON
CUCTEMBI

MpoBeprM NpPaBuUSIbHOCTb HAaCTPOEK

$ testparm

Ecnm ownboK HeT, N NpaBMALHO YCTAaHOBEHA POJIb
Server role: ROLE DOMAIN MEMBER

TO Mbl FOTOBbI BKJIIOYNTLCS B OMEH, pa3yMeeTCs, eC/M 3HaeM Naposib aAMUHUCTPATOPa AOMEHaA
domainadministrator

$ sudo net ads join -U domainadministrator -D DOMAIN
Ecnn Bbl BUOUTE HEYTO MOXOXKEe Ha

Using short domain name -- DOMAIN
Joined 'MyServer' to dns domain 'domain.ru'

TO no3gpasniseM, y Bac Bce nony4ymnocs, Bel B foMeHe!
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AsTOopu3auusa nonb3osateneun 1C:Mpepnpusatue Ha Linux cepBepe yepes
Active Directory

B knimeHT-cepBepHOM BapuaHTe paboTel 1C:Mpeanpnatne ayTeHTUdUKaLma noab3osaTenemn
npovn3BoaMTCA Ha cepBepe. Ecnin cepsep paboTaeT noa ynpasneHvem Windows, To oH 6e3 npobiem
noJslydaeT Hy>XHble npasa /15 TOro, 4To 6bl NPoBepUTL YYeTHYI0 3anucb Active Directory.

B Linux nena obctosaT uHave. Cepsep 1C:MpegnpuaTtme y Hac paboTaeT nog y4€THOM 3anNunChbio
usrlcv8, KoTopasa umeeT Kakne-nmbo NpaBa TONbLKO B Npefenax Hawero linux-cepsepa. B nomeHe y
3TOro linux-nosib30BaTesia HeT HUKAKMX NpaB, COOTBETCTBEHHO cepBep 1C:Mpeanpuatne He MoxeT
noay4nTb Hu4ero oT Active Directory.

Y10 66l MCNpaBUTbL 3Ty Npobnemy cepeepy 1C:MpeanpusaTue Hy>XHO BblAaTb CNeUnanbHbIA «BuneT» un
COMNOCTaBUTb ero ¢ nosab3osaTtesieM Active Directory no npotokosny Keberos.

Co3panTe Takoro nosb3oBatend B Active Directory, Ha3oBuTe ero, Hanpumep, Linux1lcv8. MNpaBay
Hero MoryT 6bITb COBepLUEHHO Nitobble, raBHoe, 4TO Obl B HACTPOMKaX ero y4eTHomn 3anucu bbina
oTko4YeHa onuusa Use DES encryption types with this account.

BbinonHseMble Ha cepBepe 1C:MpeanpusTue onepauun B AoMeHe byayT MMeTb NPUBWUIET N UMEHHO
3TOro nosib3oBaTens. [laiTe 3TOMy Mosib30BaTENIO NPaBa Ha YTEHNE 1 3aNnCb CETEBbLIX PECYPCOB, C
KOTOpbIMK Bbl NnaHupyeTe paboTaTh Yepe3 cepsep 1C:Mpeanpustme. 3To MoryT 6bITb, HanpuMep,
KaTanorn nns obMeHa faHHbIMMW C APYrMMU UHDOPMALMOHHBIMU CUCTEMAMM.

Tenepb HaM noTpebyeTcs KoMaHAHas cTpoka Windows pabo4yen cTaHUUK, BKAKOYEHHOW B OMEH U
yTunuta ktpass, HanTu ee MOXXHO B nakeTe «Windows Support Tools» cepsepa nnmn «Cpenctaa
YyOANeHHOro agMUHUCTPUPOBAHUA» MONHOMYHKLMOHANbHbBIX BEPCUIN HAacToNbHbIX Windows. ITa
YyTUANTA reHepupyeT cneumasnbHbI KoY, KOTOPbIA He-windows CUCTeMbl MOryT UCNOAb30BaTb AN
aBTOpM3aLMM B OMeHe no npoTokoay Keberos.

Coenaem 310

ktpass -princ linuxlcv8/myserver.domain.ru@DOMAIN.RU -mapuser usrlcv8 -pass
<naponb AD nonb3oBaTena> -out usrlcv8.keytab

BoT TyT cnenyeT yoenuTb ocoboe BHMMaHME UMeHaM NnoJib3oBaTesien. ITON KOMaHAOoW HaM HaJo,
41O bkl B (hann usrlcv8.keytab 6bin 3anmncaH KY, C NOMOLLLIO KOTOPOro linux-nonb30BaTenNb
usrlcv8 4yepes npotokon Keberos byaet npencrasieH B 4OMEHE KaK Nosib3oBaTens AD
linuxlcv8@domain.ru Boweawni B LOMEH C XoCTa myserver.domain.ru

MonyyYeHHbIN hann nepemMecTuTe NO CETU B AOMALLHIOKW Nanky Ha linux-cepsep \\myserver\user.
A Ha cepBepe ero Hy>KHO nepemMecTUTb B KaTasor, rae yctaHosneHo 1C:MpennpnsaTtune, NnoMeHATb
emy Bnagenbla 1 Ha3Ha4ynTb 6e3onacHble npasa

$ sudo mv /home/user/usrlcv8.keytab /opt/1C/v8.3/x86 64
$ sudo chown usrlcv8:grplcv8 /opt/1C/v8.3/x86 64/usrlcv8.keytab
$ sudo chmod 600 /opt/1C/v8.3/x86 64/usrlcv8.keytab

lMpoBepuM, BCe N1 CAeflaHo NpaBuSibHO

$ sudo -u usrlcv8 Kklist -e -k -t /opt/1C/v8.3/x86 64/usrlcv8.keytab
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Ecnu Bbl BUONTE HEYTO NOXOXKEe Ha

Keytab name: FILE:usrlcv8.keytab
KVNO Timestamp Principal

4 01.01.1970 03:00:00 usrlcv8/myserver.domain.ru@DOMAIN.RU (arcfour-hmac)

To y Bac Bce nonyyunnock, no3apasnsem!

®ann .keytab Hy)XHO coenaTb TONbKO AN OAHOro nofb3oBaTtensd AD, B HalleM NpuMepe 3To
linuxlcv8@domain.ru. He Hafo oenatb Takue annbl 4sa BCEX YYETHbIX 3anuncen AD nonb3oBaTenen
1C:Mpepnpuatue

B 1C:MNpennpusatum ana astopm3saumm yepes Active Directory y4eTHble 3anmMcu HY>XHO yYKa3blBaTb
MafieHbKMMK ByKBaMu 1 C NOJIHBIM HAUMEHOBAHNEM AOMeHa, BOT Tak: \\domain.ru\ivanov

NMyonukauusa Ha Beb-cepBepe Apache

cnonb3oBaTb 04MH M TOT XXe CepBep B KavyecTBe cepsepa npunoxeHun (a Takxe CYB) n web-
cepsepa 6e30MacHO TOMLKO B 3aKpbITOW CeTW npeanpusatTns MHTpaHeT. Ona nybankaumm B UHTepHeT
npaBuJibHO ByaeT Ncnonb3oBaTb OTAENbHLIN web-cepBep 1 pa3MecTuTh ero 8 DMZ

1C:MpepnpuaTtue penusos go 8.3.9 nogaepxunsano nybankaumio nHpopmaLmnoHHon 6asel Ha Beb-
cepsepe Apache Bepcum He Bbile 2.2. g ncnonb3oBaHnsa Apache 2.4, BKNIOYEHHOr0 B Peno3nTopum
Ubuntu 16.04 LTS obHOBMTECH 40 aKTyaslbHOro pesn3a TEXHONOrMYeCKon naaThopMbl
1C:Mpepnpuatne.

Kak Bcerfa, Ha4MHaeM C YCTaHOBKM HY>XHbIX HaM NMakeToB. Ecnm Bbl pa3BopaymBaeTe 0TAE/bHbIN
cepep ons web-nybnmkaumum, npu yCTaHOBKE Ha HEr0 ONepaLnoOHHON CUCTEMbI 4OCTATOYHO yKa3aTb,
4yTO 3TOT cepBep byneT paboTaTh kak LAMP (Linux Apache MySQL Php).

Ecnn cepep yxe ycTaHoBneH 6e3 Apache

$ sudo apt install apache2

YTOYHUM, 4YTO Mbl YCTAHOBUAUN U3 PENO3UTOPUS

$ apache2 -v

3anoMnHaem Bepcuio

Server version: Apache/2.4.18 (Ubuntu) Server built: 2016-07-14T12:32:26
2.4 - 5TOT HOMEp BepCUM HaM HY>XXHO ByaeT yKa3aTb npu nybanmkaunm, COOTBETCTBEHHO B NapaMeTpe
nybnmkaunm ykasolBaem -apache24. Bce ocTasibHble NapaMeTpbl YKa3aHbl 415 YCTaHOBKKU Apache
2.4 no-ymMonyaHuio.

$ sudo /opt/1C/v8.3/x86 64/webinst -apache24 -wsdir baselc -dir
/var/www/html/baselc -connstr "Srvr=myserver;Ref=baselc;" -confPath

/etc/apache2/apache2. conf
$ sudo service apache2 restart
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MpoBepsiem, 3axoamM Yepes bpaysep http://myserver/baselc n Bugnum Beb-knmeHTa
1C:MpepnpuaTue.

Onybnunkyem Beb-cepsBuchl. YTuamTa webinst 3Toro He caenana, a 3Ha4MT NpPUAETCA cAenaTb 3TO
caMuM. 1119 3TOro Hy>XHO OTpedakTupoBaTb hann nybankaumm nHpopMaumMoHHon 6a3bl, CO3a4aHHbIN
3TOW YTUANTOWN

$ sudo nano /var/www/html/baselc/default.vrd

B 3ToT XML ¢hann nocne 6noka, onmcbiBatoLLEr0 NOAKMOYEHNE K MHHOPMaLIMOHHON Ba3e HYXXHO
n06aBuTb 6710KK € onucaHnem nybsmkyemMbix Beb-cepBrCcOB MH(OPMaLMOHHOW Ba3bl, Hanpumep, 4N
paboTbl MOBUALHOrO NpunoXxeHnsa 1C:3aKasbl C NOAAEPXKMBAEMbBIMU KOHPUIYPALMSAMUN HY)KHO
onybnnkosaTb Beb-cepsuc CustomerOrdersExchange. MNogpobHee cM. nHpopMaLuio B
JOKYMeHTauun K NpukJagHoMy peLleHnio Ha nnatgopme 1C:Mpepnpusatue.

Mocne n3MeHeHWn B KOH(OUIypaLMOHHbIX (harnax He 3abbiBanTe nepesanyckaTb Apache.

Mbl HacTpounm nybankaumo nHgpopmauoHHon 6a3bl No NpoTokoay HTTP. 3To BMOAHE roanTCS ANS
WHTpaHeT, HO HK B KOeM cily4ae He nybnnkynTe Tak 6a3y B OTKPbITOM JoCTyne B ceTu MHTepHeT. Mo
npotokony HTTP Bce gaHHbIe, B T.4. MApoau NoJib30BaTesien nepenatnTcs B He3alwmngppoBaHHOM
Bnae. Obs3aTenpHO HacTponTe 6e3onacHbin NpoTokoa HTTPS

HacTtpouka HTTPS

Ansa coBcem npaBuibHOro 1 6esonacHoro 4octyna no NpoTokoay HTTPS Hy>XHO nony4nTe LMdpoBoW
cepTugumKaT, nognncaHHbln ygoctosepsaowmm ueHTpom (Certificate Authority). Takue cepTudukaTol
rapaHTUPYIOT HE TONIbKO LN pOoBaHME Tpathka MeXAY KIMEHTOM 1 CepBepoM, HO 1 obe3onacsaT
BaLLMX MOb30BaTeNeNn OT KpaXkn naponen, 0CobeHHo, ecnm oHn ByayT NoAKAYaTbLCA U3 NYyBANYHBbIX
wi-fi ceTen.

Takon cepTUMKaT MOXXHO NPUOBPeCcTn NpakTU4eckn y atoboro XoCTUHI-NpoBangepa, MHorme
npennaratoT Nepsbln BbiNYCK 6a30BOro cepTugrKaTa CPOKOM AenCTBUS 3 unm 12 mecsues
6ecnnaTtHo. CTOMMOCTb NPOANIEHMNA HAYMHAETCS NpuMepHo oT $50, B 3aBMCMMOCTI OT OMNUMA.

ElLle BapnaHT - NONly4YnTb CEPTUPUKAT LieHTpa cepTudmrkaumm Let’'s Encrypt. Ero Beinyck u
npoAasieHne coseplleHHo becnnaTHbl. CepTUMUKAT BbiNyCKaeTCA CPOKOM Ha 3 Mecsua, 3aTo npouecc
ero BbiNyCKa, NPOANEHNSA 1 YCTaHOBKM B Beb-cepBep Apache NonHOCTbIO aBTOMaTU3MPOBAHbI.

30eCb XXe Mbl OMnuLIeM BbIMYCK T.H. CAMOMNOAMNNCaHHOIro cepTuguKkaTa.

HnKTO, KpomMe Bac He CMOXXeT NPOBEPUTL NPaBUILHOCTb CaMOMOANUCAaHHOro cepTudmKaTa 1 npu
NOOK/OYEHUN K MH(OPMaLMOHHON Ba3e y nosb3oBaTens He OyaeT HUKAKOW rapaHTumM, YTO OH
noakKaYaeTcs MMeHHO K Bawemy cepsepy. Tpatumk 6yaeT WwWndpoBaThCs, Tak 4TO 3TO
O0THOCMTeNbHO Be3onacHo

Co3papgum SSL ceptudumkat
$ openssl req -new -x509 -days 365 -keyout myserver.key -out myserver.pem

Ykaxunte PEM pass phrase - naponb NnpuBaTHOro Kjt4a. Ha ocTasbHble BOMPOCHI MOXeTe
oTBeYaTb Kak yrogHo, kpome Common Name (eg, YOUR name) []: - TyT cnenyet ykasaTb
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LLOMeHHoe 1Ms canTa. B pe3ynbTaTe B JOMaLLUHEN Nanke nosasuTca ABa hanna myserver.key -
NPUBaTHBIN KJIIOY M myserver.pem - nydanyHbin cepTudukaT. YTo 6bl Apache npu 3arpyske He
cnpaLwmnsan HEMOHATHO Y KOro Naposib NPUBATHOMO KJ04a, CHUMEM ero

$ cp myserver.key{, .orig}
$ openssl rsa -in myserver.key.orig -out myserver.key
$ rm myserver.key.orig

lNepeMecTnM nX B 6e3onacHoe MecTo U HaCTpoUM npaBa AOCTYyNa TOJILKO ANng root

$ sudo mv myserver.pem /etc/ssl/certs/
$ sudo mv myserver.key /etc/ssl/private/
$ sudo chmod 0600 /etc/ssl/private/server.key

MNepexoanm K HacTporkaM Apache, BKJlOHaeM noaaepxky SSL

$ sudo a2enmod ssl

W HacTpamBaem poctyn rno HTTPS. OTKpbiBaeM (hainn KOHGUrypaumum canTa no-yMosa4aHUIo
$ sudo nano /etc/apache2/sites-enabled/000-default

N MPUBOLUM €ro K TakoMy BMAY

<VirtualHost *:80>
# lMNepeHanpasum Bce noctynatowme no HTTP 3anpocel Ha HTTPS xocTt
Redirect / https://mysite.ru/ # mysite.ru - 3To fomeHoe ums uam IP
aZlpec Ballero canTa
</VirtualHost>

<IfModule mod ssl.c>
<VirtualHost *:443>
ServerAdmin webmaster@mysite.ru

ServerName mysite.ru
DocumentRoot /var/www/html # OTO0 NyTb MNO-yMOJIHaHUIO

ErrorLog /var/log/apache2/mysite.ru-error.log
CustomLog /var/log/apache2/mysite.ru-access.log combined

# SSL
SSLEngine on
SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key
</VirtualHost>
</IfModule>

Mepe3anyckaem Apache
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sudo service apache2 restart

[oToBO!

Mbl NOIHOCTbLIO 3anNpeTuan NCnosib30BaHne He3aluweHHoro npotokoaa HTTP. Bce 3anpocel,
nocTynawwme Ha Hero 6ynyT nepeHanpanaaTbCcs Ha HTTPS

IT0 elle He Bce, Bbl ocTaeTech yA3BUMbI, HanpuMep, 415 aTaku NnocpefHrKa, nogpobHee cM. B
OTOeNIbHOWN CTaTbe.

Pe3epBHOe KonupoBaHue

B knneHT-cepBepHOM BapuaHTe paboTel 1C:Mpeanpuatmne pesepBHOe KONMPOBaHNE NPOMN3BOAUTCS
cpeactBamm CYBM. T.k. CYB[ PostgreSQL y Hac Tenepb paboTaeT Ha Linux-cepeepe pe3epBHoOe
KOMMpoBaHme byaeT BbINONHATLCA CKPUNTaMN Ha 3TOM CcepBepe

Pe3epBHOe KonupoBaHue B PosegreSQL BbinonHaeTcs yTunutoin pg dump. MoapobHas cnpaeka no
CUHTAKCUCY BbIBOAUTCS KOMaHAO0M

$ pg dump --help

Hanpumep, 4To 6bl caenaTb pe3epBHYto Konuio 6a3bl baselc HyXXHO BbINOAHUTL TaKyto KOMaHay

$ pg dump -f baselc.sql.tar -F t -d baselc -h localhost -U postgres

ObpaTnTe BHUMaHWeE, 3anycK yTUANT Pe3epBHOr0 KOMMPOBAHMS U BOCCTAHOB/EHUS MPOU3BOAMUTCS He
OT cynepnosib3oBaTens, 6e3 KoHCTpyKumuy sudo. ®ain 63kana ByaeT chopMMPOBaH B TEKYLLEM
KaTaJslore u ero Bnagesbliem 6yaeT nosib3oBaTesb

Ins BoccTaHoBneHUs 6a3bl M3 apxuBa, CO3AaHHOr0 KOMaHAon pg dump ncnosib3yeTcs KoMaHaa
pg_restore. NMoapobHas cnpaBka No CUHTAKCUCY

$ pg restore --help
Mpumep BoccTaHoBNeHMA 6a3bl baselc n3 63kana baselc.sql.tar

$ pg restore -d baselc -F t -U postgres baselc.sql.tar

He nbiTaTecb BOCCTaHOBUTL 63kan B 6a3y, noakntoyeHHyo K cepsepy 1C:MpeanpuaTue.
BoccTaHaBnMBaTbL HY>XHO B HOBYIO 6a3y, Moc/iie BOCCTAHOBNEHMSA B KOHCOM YNPaB/IEHNS CEPBEPOM
1C:MpepnpuaTue nepenofKNo4nTb A8 BOCCTaHaBAMBaeMon MHopMaumnoHHon 6asbl 1C 6asy
AaHHbIX PostgreSQL

Bakan coxpaHWnCcs B lOMaLLUHEN Nanke nonab30BaTenNs, 3TO NyHlle, YEM HUYEro, HO XPaHUTb
pe3epBHble Konun 6a3 AaHHbIX Ha caMoM cepBepe 6a3 AaHHbIX CIMWKOM CaMOyBepeHHO. Koraa-To
[1IaBHO pPe3epBHbIE KOMWU AeNaal Ha IEHTbI CTPUMEpPa 1 YBO3WIUN UX KyAa Nnofasblue B HafleXXHoe
mMecTo. Ceivac ons pe3epBHOro KONMpPOBaHUS UCMONb3YIOTCS ceTeBble uan 061avyHble NAS
XPaHWNLLA, PACMONOXKEHHbIE B TAKOM HaleXXHOM MecTe. B Hallem npumepe KonvpoBaHue byneT
BbINOJIHATLCS Ha ceTeBoe NAS xpaHunuLlie, BKIOYEHHOE B OMEH M0J CETEBLIM UMEHEM Nas.

Obecneymm K HeMy [OCTYN Hallero nosb3oBaTtens. B Active Directory co3gaaum nonb3oBaTens
backupuser, nagmMm eMy npaBa Ha 3anucb B nanke, rae bynem cknagbliBaTb pe3epBHbLIE KOMUN.
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MpoYrM NoMb30BATENSIM MOJHOCTbLIO 3aNPeTUTE JOCTYMN K 3TON Nanke Uiy 0CTaBbTe NpaBa TOJIbKO Ha
yTeHune. Tak pe3epBHble Konun ByayT uenee.

MPYMOHTMpPYEM CETEBYIO Namnky, CHa4yana Co3aaAanuM TOYKY MOHTMPOBAHWSA
$ sudo mkdir /mnt/nas

3aTeM HaCcTPOMM aBTOMaTUYECKOE MOHTMPOBAHME MPU CTapTe CUCTEMbI, 415t YEro CHavyana co3faanm
ann-maHAaT Ha NOAKJIIOYEHNE K CETEBOMY XPaHWUIMNLLY

$ sudo nano /root/.smbcredintals
MponucbiBaeM B thann napaMeTpbl NOAKIOYEHNS

username=backupuser
password=backupuserpassword
domain=domain.ru

N CKPOEM €ro OT NOCTOPOHHUX rna3
$ sudo chmode 0600 /root/.smbcredintals
Mponuwem NoAKI0YEHNEe CETEBON NanNKu Npu CTapTe CUCTEMbI
$ sudo nano /etc/fstab

B KOHeL, (hanna nobasnsem

//nas/backups /mnt/nas cifs
credentials=/root/.smbcredentials,dir mode=0777,file mode=0777 0 0

N 0AeM KOMaHAY NMPUMOHTUPOBATbL BCE, YTO Mbl MPOMNMCaIn
$ sudo mount -a

B pe3ynbTaTe B TO4KE MOHTUPOBaAM /mnt/nas [O/MKHA NOSBMTLCS Nanka CeTeBOro XpaHuamLLa
\\nas\backups, Kyfa M0OXHO CKnafblBaTb pe3epBHbIe KOMUN.

N9 BbINOSIHEHNS aBTOMATUYECKOr0 Pe3epPBHOM0 KOMMPOBAHUSA HY)KHO CO34aTh CKPUNT, KOTOPLIN
byneT 3anyckaTbCsA MO pacnucaHunio 4eMOHOM cron. K cHacTbto, M1caTb 3TOT CKPUMKU CAMOMY He
HY>XHO, B coobuecTBe PostgreSQL y>xe HannmcaHo MHOr0 TakKUX CKPUMTOB, PEKOMEHAYIO
MNCNOJIb30BaTb KAHOHWNYECKUI CKPUMT.

AnbTepHaTMBHbIA BapuaHT - ycTaHOBUTb Webmin - Beb nHTepdenc ons aaAMMHUCTPUPOBaHMS Linux-
cepBepa, U y)Ke C ero NoMOLLbI0 HaCTPOUTb pe3epBHOE KonuposaHue B ciyxbe PostgreSQL

Ncnonb3ynte ckpunt pg_backup rotated.sh, oH coxpaHseT pe3epBHbIe KOMNUKN 3a HECKONbKO
LHEN, aBTOMaTUYeCKM yaanas ctapble Konuu.

Co3panTe B fOMaLLHel nanke nosib3osatensa dann pg backup rotated.sh un pasmectute B HeM
CKPWMT MO YKa3aHHOW BbiLle CCbIJIKE.
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He penanTte 370 B Windows pefaktopax. M3-3a pa3nunyma B cny>ebHblx CMMBOax, 0603HavaloLWmx
KOHeL, cTpoku B Windows 1 Linux nHTepnpeTaTop ckpuntos bash byaeT BbifaBaTh OLWMOKN.

YcTaHoBUTE ANs 3TOro hana Npm3Hak UCNOSHAEMOCTH
$ chmod +x pg backup rotated.sh

B ToM e KaTanore co3gante ann HacTpoek pg backup.config n 3anonHuTe ero kKak no
YKa3aHHOW BblLle CCblJIKe. Bce HAaCTPONKN MOXXHO OCTaBMTb MO YMOJIHaHUIO, KpOMe

BACKUP_DIR=/mnt/nas/
MpoBepbTe paboTOCNOCOOHOCTL, BLIMOJHATE KOMAHAY
$ ./pg backup rotated.sh

Ecnn He yBuaenn HMKakmnx owmnboK n npouecc KonnmpoBaHn4d nowiesn, To BCe caesiaHo npaBnsibHO,
MO>XHO MOCTaBUTb 3afa4y B pacnucaHue. Pegaktupyem 3afaHna ons geMoHa cron

$ crontab -e
fobaBnseM CTPOYKY C 3afilaHNeM
0 19 * * 1-5 /home/user/pg backup rotated.sh

Pe3epBHOe KonupoBaHme byaeT BbiNoNHATLCA B 19:00 ¢ noHeAeNbHUKA MO NATHULLY.

Mo3snpasnsem! ToNbKO 4TO Bbl CIKOHOMUIM MHOTO ThiCAY pybnien Ha nuueH3usax Microsoft. Ecnium
0CTa/nCb BOMPOCHI UM HY>KHa NoMoLb - obpallanTtecs, byaem pagbl MOMOYb.
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