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YctaHoBKa 1C:Mpepnpuatue 8.3 Ha Linux
cepsep

B 3TOoM cTaTbe Mbl NocTapanuck cobpaTb Hanbosiee NONHYIO MHOPMaLMIO MO YCTaHOBKE CepBepa
npunoxeHuin 1C:Mpennpuatue B cpefe Linux ¢ ucnonb3zosaHmem CYB[ PostgreSQL n nybnvkaunen
NH(opMaLmoHHon 6a3bl n Beb-cepBrncos Ha Beb-cepeepe Apache. PaccmaTpuBaeTtcs Hanbonee
noNHasa yCTaHOBKa cepBepa B AomeH Microsoft Windows. MNonb3oBaTenn paboTatoT Ha paboymx
CTaHumax B cpene Windows, asTopusauma B cucteme 1C:MpepnpuaTtue nponssoauntca vyepes Active
Directory.

MnaH pabot

YCTaHOBNTbL OMepauynoHHY0 CUCTeMy

YcTaHosuTb CYB[ PostgreSQL

YcTtaHoBuTb cepep 1C:Mpennpusatue
3aperncTpupoBaTb CepBep B lOMeHe

Ony6nmkoBaTb UHDOPMaLNOHHYI0 6a3y n Beb-cepBuchl
HacTponTb pe3epBHOe KonupoBaHue

oV hswWwNE

Mepen Havanom paboT TPe3BO OLEHUTE CBOM CUAbI. [115 NOATOTOBAEHHOrO CNeunanmcTa Bce
nepeyncyieHHbIe HUXXe ornepaLmmn 3aiMyT He 6osiee NooBMHbI paboyero gHA, Npu 4em 6onblias
4aCTb 3TOr0 BPEMEHW YAET Ha 0XKMAAHWNE 3aBEPLUEHNS ONepaLniA KONMMPOBAHNS, YCTaHOBKM,
3arpysku un T.m.

Ecnm ycTaHOBKa Npon3BOAMTCS NOBEPX y)Ke paboTatowen CUCTEMbI, CAENTANTE Pe3epBHYIO KOMUIo,
Hanpumep, coxpaHuTe obpa3 AnMCKoB. ECam 4To-TO NonaeT He Tak, Bbl cMoXXeTe 6bICTPO
BOCCTAHOBUTb MPEXHI0 paboTocnocobHOCTb CUCTEMBI

YCcTaHOBKa OnepauuoHHOW CUCTEMDbI

MoopepxuneatoTca Hanbonee nonynsapHele deb (Ububtu, Debian n np.) n rmp (CentOS, Fedora v np.)
ANCTPpNBYTUBLI. Kakux-nnbo SBHbIX peKoMeHaLui rno BbIbopy TOro nanm nHoro guctpubyTtmea Linux
He cyliecTByeT. PekomeHayeMm BbibpaTb Hanbonee 3HakoMbIn Bam guctpubyTus, B Hawem ciyyae
370 Ubuntu akTyanbHOW Ha MOMEHT HanucaHusa ctaTbh Bepcun 16.04 LTS, Bce aanbHenwee
onuncaHme byaeT 0CHOBLIBAaTLCS MMEHHO Ha 3ToM Bblibope. Ecniv Bil Boibpanun gpyron deb-based
AncTpnbyTus, TO BCE ONMCAHHOe NOAONAET U ANd Hero, rmp-based AncTpmbyTBLI MCNONL3YIOT
Lpyrve KoMaHabl 419 yrnpaBaeHna nakeTamu, y4uTbiBaTe 3TO NpU aganTauum cTaTbl 4S19 CBOUX
uenen. Ckavante auctpmnbyTtus Ubuntu Server. MpumeHuTensHo K Ubuntu xxenaTtenbHo
ncnonb3oBaThb LTS AncTpmbyTMBbI, OHW BbIMyCKalOTCA pa3 B ABa rofa v NOAAEP)KMBAIOTCS B TeYeHmne
5 net. AnuctpubyTtme pacnpocTpaHseTcs B Buae ISO obpa3a 3arpy304HOro AnCKa, MOXHO 3anuncaTb
obpas Ha DVD auck, Ho ropa3fo yaobHen noAroTOBUTL 3arpy304HY0 (haeLLKy.

B cepsepHom ancTtpubyTtmee Ubuntu oTcyTcTBYeT rpadmnyeckas ob6onoyvka. YCTaHOBKa U
nocnepytowas HacTpornka byaet Npon3BoAMTCA B KOMaHAHOW KOHCONIW. He Hafo yCTaHaB/MBaTb
rpaguryeckyto 060104Ky, XOTb 3TO 1 NPOCTO, HO COBEPLUEHHO HECCMbIC/IEHHO, OHA HUYEM He
NOMOXXeT B HacTporke. nsd yanobcTBa aoMUHNCTPUPOBAHNS MOTOM MOXKHO YCTaHOBUTb, Hanpumep,
Webmin
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CaM npouecc yCTaHOBKM AOCTAaTOYHO NpocT. MHcTannsTop byaeT 3afaBaTh BaM pasnunyHble
BOMPOCHI, BaM HY>KHO Ha HMUX OTBEYaTb, TEM CaMblM BbIOUpPas Kak yCTaHaBMBaTb ONePaLMOHHYIO
cuctemy. BHavane Bam npennoxat BelibpaThb A3bIK 1 CTPaHy, 4aCoOBOMN NOsC, BbibnpanTe B
COOTBETCTBUM CO CBOMMM NPELNOYTEHNSMU.

WHcTannaTop npeanoXxuT Bam pasmMeTnTb AMCKK NOA ONEPALIMOHHYI0 CUCTEMY. ITO CaMblil BaXKHbIiA
BOMPOC B yCTAaHOBKE. BHUMaTENbHO 03HAKOMbTECH C HUXXECEAYOLMMI PEKOMEHAALINAMM,

Ecnm y Bac oauH gumsundeckmnin guck (mnm RAID-mMaccuB), pasgennTe ero Ha 3 IorMyeckux gucka. B
Havane oucka sBblaennte 60-120 6 cobcTBEHHO NOA ONEPALMOHHYI0 CUCTEMY (ANCK 1), OCTaBLUYOCS
4aCTb NoAesInTe NPMMEPHO NOPOBHY NOA AOMalUHKe nanku (auck 2) n gannel CYBM (anck 3).
MoHTUpynTe cnegyowmm obpasom:

/- anck 1
/home - pguck 2
/var - Ouck 3

Ecnn e anckoBas cuctema Balero cepBepa 6oee pa3HoobpasHa, TO CaMblii MeasIeHHbI ee
3/1eEMEHT PeKOMeHayeM MOHTMPOBATbL Kak /home, a caMblil ObICTpLIA Kak /var.

Jlanee nHCTaNNsToOp NPeanoXuT Bam BbibpaTh Habopbl NaKeToB A/ yCTaHOBKU. Bbibepute ans
yCTaHOBKM cieaytolme Habopsbl:

- |
1 L!] Bubop nporpaMHdHOro obecnedeHus |

B A3HHWA MOMEHT, YCTEHOBAEHE TOABKD ODCHOEE CUCTEMH. MCXDAA W3 BawMy NMOTPEOHOCTEA, BW
MOXETE BMﬁFaTh 0aMH W Gonee w3 YXE MOTOBbIX HE&DFUB NPOrpaMEHOro obecneyeH1a.

EMEEPHTE YCTAHEEMMEIEMOE NPOrPaMMHDE DEECNEYEHWE ©

select ion

nutilities
host

<[Poao s Te>

Kak MOXXHO 3aMeTUTb, MHCTANNATOP YCAYXMBO NpeasaraeT BapuaHT yCTaHOBKM PostgreSQL
database. He cobnasHanTecb, Ham Hy>xeH gpyromn PostgreSQL, ¢ natyem gna 1C.

WHCTannaTop 3akKoHYMT CBOtO paboTy, NnepesanycTuT CUCTeMy U Npea Bamu npenctaHeT
npurnaLleHne B KOHCOJb NPUMEPHO TaKoro BUaa:

Ubuntu 16.04.1 LTS MyServer ttyl
MyServer login:

3axoamnTe, 1 YyBCTBYINTE cebs Kak goMa.

MepBbiM AENOM HY>XHO HAaCTPOUTh CETEBbIE NMOAK/OYEHUS. Mbl UMEeM [1e/10 C CEPBEPOM U
nofipa3yMeBaeM, YTO CETEBbLIX aAanTePOB B HEM MOXET ObITb 60MbLUE 0fHOr0. [laBaiTe NOCMOTPUM,
4TO Yy HaC eCTb, BBOAMM B KOHCOJIb KOMaHIy
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$ sudo lshw -C network

34ecb UCNosib3oBaHa KoOMaHAa sudo - cneuunanbHasa KOHCTpyKumna deb-based anctpubytmneos Linux
ANS BbINOJIHEHNS KOMaHA C npaBaMu root. Koraa Bbl fenaeTe 3TO NepsbI pa3 cucTemMa nonpocuT
Bac BBeCTM Naposib U Ha Kakoe-TO BpeMS 3alOMHUT ero.

B oTBeT Bbl NONIy4nTE HEYTO NOXOXKEE Ha

*-network
description: Ethernet interface
product: L2 Mbit Ethernet Adapter

vendor: Attansic Technology Corp.
physical id:

bus info: pci@0000:03:

logical name: enpOs3

version: a0

serial: 00:00:00:00:00:00

size: 100MB/s

capacity: 100MB/s

Hac nHTepecyeT BOT 3TOT pparmeHT: Logical name: enp0s3. Ecav ceTeBbiX afanTepos 6osibLle
O[HOro, TO 1 Taknx 6/10K0B B Bblaaye 6yeT No KOMYeCTBY CETEBbIX aAanTepoB. 3arNoMUHaEM
nornyeckme nmeHa. CeteBble NOAKIOYEHNS HACTPANBAIOTCA B KOH(UIYpPaLMOHHOM halifie, OTKPOeM
€ro ons pefakTnpoBaHms

$ sudo nano /etc/network/interfaces

[lonyCcTuM, y Hac eCTb ABa CeTeBbIX afganTepa. enp0s3, ero Mbl HACTPOMM Ha cTaTu4eckui IP agpec
n bygem ncnonb3oBaTb 415 NOAKOYEHUSA K AoMeHY. Ewe ecTb enp0s8, oH nonyymT agpec ot DHCP
cepBepa B JIOKaJIbHOWM CeTU, NPOCTO Tak, And npumepa. Pann HaCcTPOEK BbIrNAQUT Tak:

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
iface enp0s3 inet static

address 192.168.0.8 # 3[eCb yKa3blBaeM CTaTUYECKUN agpec
netmask 255.255.255.0 # Macka nomcetu
gateway 192.168.0.1 # W03 MO YMOJIHaHUIO

dns-nameservers 192.168.0.101 # DNS cepBepa, MOXHO yKa3aTb HECKOJIbKO Yepe3
3anaTyto
auto enp0s3

# The second network interface
iface enp0s8 inet dhcp
auto enp0s8

CoxpaHuTe hainn Haxas Ctrl-O n 3akpoiiTe pegakTop Ctrl-X. Mocne penakTMpoBaHna nepesanycTum
ceTb:
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$ sudo /etc/init.d/networking restart
1 MPOBEPUM YTO Y HAC NOAY4YUSIOCh
$ ifconfig

B BblAayve 3TON KOMaHAbl BHUMATENIbHO CMOTPUM Ha 3HayveHMs inet addr - B HalweM npumepe Tam
LOMKeH BbITb CTaTUYECKMIN aapec, 3a4aHHbIN B KOHUrypaLMOHHOM (hanne Aas nepBoro agantepa
N QMHaMUYyeCcKnin agpec BolgaHHbIN DHCP cepBepom Asis BTOPOro.

Mocne Toro, Kak HaCTPOEHbl CETEBbIE NMOAK/IOYEHNS MOXHO NMOKMHYTb CepBEPHYI0. JanbHenLyo
HaCTpOWKy yaobHee nNpon3BoanTbL C paboyein CTaHUMK, NOAKMOYUBLLMCE MO NPOTOKOY SSH.

Ons AMCTaHUMOHHOIO ynpassieHns cepsepom ¢ paboyen ctaHuum Windows Mbl 6yem ncrnosb3oBaTb
PuTTy. Cka4yanTe, yCTaHOBUTE U NOAKJOYaNTeCk. ALpec cepBepa B HalleM nprMepe yKasblBaeTcs
Tak user@192.168.0.8, roe user - UMa NOMb30BaTESNA, MNOPT MO YMONYaHUIO 22.

Nanee HaMm noTpebyeTca KONMPoBaTb hanbl Ha Hal cepsep. YTo bbl AenaTb 3TO MaKCMManbHO
KOMOPTHO, HAaCTpoUM nakeT Samba, No3BonALWMIA NOAPYXUTL Linux n Windows no nokasibHon
ceTw.

3agadva MUHMMYM Celyac - paclapuTb Nanky Ha cepBepe, Ky4a Mbl CMOXXEM KOMUPOBATb HYXHble
thannebl.

$ sudo nano /etc/samba/smb.conf
B KoHMrypaunoHHOM haisie HaxoaAnM N PaCKOMMeHTUpyeM 610K
homes

comment Home Directories

browseable = no

read only = no

create mask = 0700

directory mask = 0700
NobaByM Hawero nosb3oBaTens B Samba
$ sudo smbpasswd -a user
YKa3blBaeM eMy Naposib U BKIOYAEM
$ sudo smbpasswd -e user
1 nepesanyckaem Samba

$ sudo service smbd restart

Monpobyem 3anTn n3 nposogHnka Windows. B HaweM npumepe 310 byaeT BbIrNa4eTh Tak
\\192.168.0.8\user, BBOOMM UMS, NapoJb U NonagaeM B OMALLHIOW Marnky.

ObpaTnTe BHUMaHMWE, HYXKHO BBOAUTL CETEBOW aflpec NOJIHOCTbIO, YKa3biBasi He TOJIbKO afpec
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cepeepa, HO U M4 KaTaJlora noJib3oBaTenA

Ha BcsikMin cnyyait 06HOBUTE PYCCKYHO JIOKasb

$ sudo update-locale LANG=ru RU.UTF-8

YctaHoBKa CYB]] PostgreSQL

1C:MpepnpuaTtne paboTaeT co cneunanbHO NnponaTyeHHon Bepcmen PostgreSQL 9.6.1. 3To He camas
CBeXas BepCUs, Ha MOMEHT HanucaHUs CTaTby BbinyLweHa Bepcus 9.6.2, Ho 1C:Mpennpusatue ee
NMoKa He nogaepXxuBaer.

CyLLecTBYeT HECKOIbKO UCTOYHWUKOB, I4e MOXXHO B3ATb AUCTpubyTmB PostgreSQL coBMeCTUMbIN C
1C:Mpepnpuatne. MoxHoO, Hanpumep, Kak pekoMmeHayeT cama pupmMa «1C» ckayaTb ero C noprasa
NTC n ycTaHoBUTb 13 deb nnm rpm nakeTos, Takon Noaxon BNoJsIHE NPMBbIYEH A5 NOJib30BaTENEN
Windows, cka4uBaTb M ycTaHaB/avBaTb. B Linux gpyron noaxon. Hanpumep, 4719 NOKJIOHHWKOB
Gentoo Linux npmBbI4HO 6b110 Bbl CKaYaTb UCXOAHUKN PostgreSQL, nponaTynTb UX n
ckomnunuposaTb. A punocodus Ubuntu ba3supyeTcsa Ha peno3uTopusx, OTKya Nosib30BaTesNu
MoJly4aloT Hy>KHble NporpamMmMmbl, yCTaHaBANBasA UX MeHed)KepaMu nakeTos. K coxKasieHunto pupma
«1C» He 03aboTnnack CO34aHNEM TaKOro penos3nTopusa a8 pacnpoCcTpaHeHNs CneunasbHON BepCUn
PosgreSQL, 3aTo 3To caenana komnaHus Postgres Professional.

K coxaneHnuto, komnaHnsa PostgresPro orpaHnynaa gocTyn K CBOMM Peno3nTopusaM, Ha ohuLmaibHOM
CalTe yKa3aHo, YTO OHW LOCTYMHbI B paMKax CepBUCHOIro KOHTpaKTa.

MOAKN0YUM PENO3NTOPUM K HalleMy cepBepy 1 0OHOBMM CMMCOK MakeToB

$ sudo sh -c 'echo "deb http://lc.postgrespro.ru/deb/ $(lsb release -cs)
main" > /etc/apt/sources.list.d/postgrespro-1c.list'’

$ wget --quiet -0 - http://1lc.postgrespro.ru/keys/GPG-KEY-POSTGRESPRO-1C |
sudo apt-key add - && sudo apt update

Tenepb MOXHO ycTaHaBnuBaTb PostgreSQL npuebivHbIM Ans Ubuntu cnocobom

$ sudo apt install postgresql-pro-1c-9.6

HacTtpoum npasa Ha nogkatodeHne K CYBJl n3 koHconu.

$ sudo nano /etc/postgresql/9.6/main/pg hba.conf

B oTKpbiBLIEMCS (hane HanZeM CTPOKY

local all postgres peer

n npmnBeneM €e K suay

local all postgres trust

Tonbko 4TO Mbl HacTpounn PostgreSQL foBepATL BCEM JIOKaIbHLIM NMOLK/IIOHEHUAM. DTO HE COBCEM
6e3onacHo, Mbl NCMIPaBUM 3TO YyTb NO3Xe, MOC/e TOr0 KakK YCTaHOBMM NapoJib Nob30BaTesNto
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postgres.

Ecnn He xoTuTe, 4TO 66l CepBep CYB[ 6b11 BUAeH Komy-nubo, kpome cepsepa 1C:Mpeanpustue,
KOTOPbIA Mbl 4yTb MO3)Xe YCTaHOBUM, MONpaBbTe HAaCTPOMKM Be3onacHOCTK

$ sudo nano /etc/postgresql/9.6/main/postgresql.conf
B oTKpbIBLLIEMCS (haisie HAaXOOAUM CTPOKY

listen addresses = '*!

W NPYBOAUM €e K BUay

listen addresses = 'localhost'

Takas HacTpoWKa orpaHnyYnT BUANMMOCTb PostgreSQL Tonbko 3TMM cepBepom. Ecnn cepsep
1C:MpepnpuaTtve byneT yCTaHOBNEH Ha ApYyron MawwnHe, BMecTo localhost ykaxxuTe ee agpec.

Mocne Takon ycTaHoBkK PostgreSQL ero cny>kba cama He CTapTyeT U He NPONUCLIBAETCS B
aBTo3arpysky. Coenaem 310

$ sudo service postgresql start
$ sudo update-rc.d postgresql enable

W ewe HeMHOro HacTpoek 6e3onacHOCTU. YCTaHOBMM Naposb password Ha Nosb3oBaTens
postgres, nmeHeM KoToporo 6yayT NPon3BOANTCS BCe onepauun ¢ 6azamMn gaHHbIX (BMeCTo
password yKaXxuTe CBOW naposib).

$ psql -U postgres -d templatel -c "ALTER USER postgres PASSWORD 'password'"
MonpaBmMM METOAbI ayTEHTU(DMKALMIN NONb30BaTENEN

$ sudo nano /etc/postgresql/9.6/main/pg hba.conf

B oTKpbIBLLEMCSA (halsie yCTaHaB/MBaeM BCe MeToAbl B md5, HanpuMmep, Tak

local all postgres md5

Mepe3anyckaem cnyxby PostgreSQL

$ sudo service postgresql restart

[oToBO!

YcTtaHoBKa cepBepa 1C:lMpepnpusatue

Mpwn BoIBOpE apxmuTeKTypbl AUCTpubyTrBa i386 Mnn x86-64 cnefyeT y4nTbiBaTh HE TOJIbKO
apPXUTEKTYpPY CepBepa U YCTAHOBJ/IEHHOW Ha Hero onepaunoHHON CUCTEMbI, HO U UMetoLLytocs y Bac
nnueHsuio Ha cepeep 1C:Mpennpuatua. 34ecb ONUCbIBAETCA NPOLECC YCTaHOBKN 64-pa3paaHoro
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cepBepa B x86-64 apxuTekTypy. YCTaHOBKa 32-pa3psiAHOro cepsepa B i386 apxutekTypy
aHasIorM4yHa C TOYHOCTbIO A0 HAMMEHOBAHUSA HEKOTOPLIX (halnsioB U KaTanoros. YCTaHOBKa 32-
pa3psAHOro cepBepa B apxnTekpyTy x86-64 notpebyeT peleHns npobnem 3aBNCMMOCTEN NAKETOB,
M 3TOT NOABUI AOCTOWUH OTAENbHOM CTaTby

MpeaBapuTenbHO YCTaHOBMM NakeTbl, Heobxoanmblie ana paboTtel cepeepa 1C:Mpeanpuatme
$ sudo apt install imagemagick unixodbc libgsf-bin ttf-mscorefonts-installer

B npouecce yctaHoBku nakeTa ttf-mscorefonts-installer noTpebyeTcs NpMHATL YCI0BUSA
NnoJsib30BaTesIbCKOro cornawenms EULA.

JItobbIM 3aKOHHBLIM cnocobom nonyyvaem anctpmnbyTme nnatdopmel 1C:Mpeanpusatusa onsa deb-based
Linux, HanpumMep, ckaymeaem ero c noptana UTC. Cepsep 1C:Mpeanpuatmne coCTOUT U3 3-X NaKeTOB:

e 1c-enterprise83-common - obwme KOMMNOHEHTHI
e 1c-enterprise83-server - cobCTBEHHO CaM CepBep, NAKET 3aBUCUM OT 0BLLNX KOMMOHEHT
e 1c-enterprise83-ws - Beb-paclumpeHns cepsepa, NakeT 3aBUCUM OT CaMOro cepeepa

Ecnv B 1C:MpeanpmaTum KpomMe pyccKoro 1 aHramnckoro Bam notpebyotcs apyrue a3biku, bepute
nakeTbl B HAUMEHOBaHUN KOTOopbIX NpucyTcTeyeT NLS

CkonupynTe TONbKO 3TK 3 hana no ceTn B AOMALUHUIA KaTasior NoJib30BaTesid, B HalleM npuMepe
\\192.168.0.8\user YcTaHaBAMBaTb NaKeTbl HY)XHO MMEHHO B TaKOW MoC/e0BaTEIbHOCTMW.
CnyyYaiHO NN HeT, OHW MO andaBUTHOMY NOPAAKY BbICTPANBAOTCS UMEHHO TaK, Kak HY>KHO, a
3HAYUT UX MOXKHO YCTAHOBUTb OLHON KOMaHAOW

$ sudo dpkg -i 1lc*.deb

CepBep ycTaHOB/EH. 3anyckaem

$ sudo service srvlcv83 start

Moopa3ymMeBaeTCs, YTO akTMBaLUuUsa cepepa byaeT npoBOANTCA NPOrPaMMHON nuueH3nen. Ecnm no
KakKuM-nmbo NpuyYmMHaM y Bac NOSIBUTCSA XKeslaHue BOTKHYTb B cepBep katod HASP, ckavanTe u

ycTaHoBuTe nakeT haspd ot Etersoft
Ecnn koHpurypauwms 1C:Mpeonpuatne umeet AONOJAHUTENbHYIO 3awwnTy, ycTaHosuTe CJIK

K cepBepy yxe MOXXHO NoAKI0YaTbCA Yepe3 KOHCOb afAMUHUCTPUPOBAHNS CEPBEPOB, aKTUBMPOBATb
JINLEH3UM N co34aBaTb MHPOPMaLMOHHbIe 6a3bl.

Peructpauusa cepsepa B OMeHe

Mpoueaypa MMeeT CMbICN TOSIbKO eCn ncnosb3lyeTcs aomeH Microsoft Windows n nnaHupyeTcs
aBTopusaumsa nonb3losaTtenen 1C:Mpegnpusatre no yv4etHon 3anucy Active Directory

Kak 06bl4HO, Ha4YHEM C YCTAaHOBKUN HEODXOAUMbIX MaKeToB
$ sudo apt install krb5-user

Ecnm npn ycTaHOBKE CUCTEMBI HE YCTaHaBAMBaan Samba, To camoe BpeMs caenaTh 3TO
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$ sudo apt install samba
N ewe moxxeT NOHaZobNTLCSA, @ MOXKET HET, HO JlyHLle YCTaHOBUTb

$ sudo apt install libpam-krb5

HacTtpoum DNS

DNS noTtpebyeTcs Ham ons Toro, 4To 6bl cepBep Mor obpallaTbCs K pecypcam JI0KaJibHON CETU MO
NOrNYECKMUM NMEHaM.

CHavana pa3bepemcs C MMEeHeM CamMoro cepsepa
$ sudo nano /etc/hostname

B 3ToM (haiine posixKHO BbITh YKa3aHO UMs KOMMblOTepa, LaHHOEe eMy Npu YCTAaHOBKE onepaLvioHHON
cucTeMmsbl. ECiM Mo KakMM-TO NPUYMHAM TaM He OHO - UCMpaBbTE.

Tenepb Hay4MM ero HaxoauTb camoro cebs No CBOEMY KOPOTKOMY M MOAHOMY LOMEHHOMY UMEHN.
$ sudo nano /etc/hosts
346eCb HY>XHO COMOCTaBUTb UMeHa ¢ IP agpecom ntoboro ceTeBoOro COeANHEHNS, HanpuMmep, Tak

127.0.0.1 localhost
127.0.0.1 myserver.domain.ru myserver

Tenepb cobcTBEHHO HacTpoum DNS. lonyCTuUM, KOHTPOSISIEP AOMEHa Y HAaC HaX0AUTCA Ha aapece
192.168.0.1. Echm IP appec 3afaeTca cTaTU4ecku, enaem Tak

$ sudo nano /etc/resolvconf/resolv.conf.d/head
1 NPONMNCbIBAEM MMEHa N agpeca

domain domain.ru

search domain.ru

nameserver 192.168.0.1

Ecnm ecTb ewe oauH cepsep cnyxbbl UMeH B foMeHe, AobaBbTe B (halsl elle 04HY CTPOYKY
nameserver C ero alpecom.

Mpu nony4veHnn IP agpeca ot DHCP ro naee BCe JO/KHO HAaCTPOUTbLCA aBTOMATUYeCKN, HO eCTb
HIOQHCbI, 3aNnCK JOMeHa MOTyT He onpenennTtbcs. icnpasnsem

$ sudo nano /etc/dhcp/dhclient.conf
JlobaBnsieM 3anncb AoMeHa

supersede domain-name "domain.ru";
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YT106b1 0BABMTL eLLe 0aVH cepBep CyXObl UMeH LOMeHa Hax0A4UM B 3TOM halne CTPoKy prepend
domain-name-servers, paCKOMMEHTUPYEM ee 1 YKa3blBaeM HyXHbI IP agpec.

Mepe3sanycTuMm cnyxby cetu
$ sudo /etc/init.d/networking restart

MpoBeprM, YTO Y HAC NOAy4Mnock. MonpobynTe NMHraHyTb KOHTPOIEP AOMEHA MO KOPOTKOMY U
NosIOMy LOMEHHOMY UMEHW UMEHW, JOMYCTKM ero 30ByT server

$ ping server
$ ping server.domain.ru

CMHXpPOHM3UPYEM YacChbl

YyTb nanee mMbl 6yaem ncnosb3oBaTb NpoTokos Keberos, a ons ero KoppekTHol paboTbl BaXKHO, YTO
Obl CUCTEMHBIE Yacbl KOHTPOJIIEPa AOMEHA M Hallero cepeepa bl CUHXPOHN3MPOBAHDI.

3aberas ewle ganee CKaxkem, 4To AN aBTopusauum nonb3osatenen 1C:Mpeanpuatue vyepes
y4YeTHyto 3anucb Active Directory Hy>HO 4T0 Bbl 1 Yacbl paboynx cTaHLM ObINN CUHXPOHU3MPOBAHBI
C KOHTPOJIJIEPOM JOMEHa.

YCTaHOBMM 4aCcoOBOro AeMOHa, KOTopbI ByaeT nepuoanyeckn CUHXPOHU3MPOBaTb BPEMS C
KOHTPOI1epOM floMeHa no npoTokoay NTP

$ sudo apt install ntpd

HaCTpoeM ero

$ sudo nano /etc/ntp.conf

YKa)XeM NCTOYHWNK TOYHOIrO BPEMEHN B OMEHE - KOHTPOJIIEp AOMEHA
server server.domain.ru

N nepe3anycTmm

$ sudo /etc/init.d/ntp restart

HacTpoum aBTopusaumio yepes Kerberos

OTKpblBaeM KOHMUrypaLNOHHLIN (ann
$ sudo nano /etc/krb5.conf

A npvBOAUM €ro K TakoMy By, pa3yMeeTcsi 3aMeHss MeHa 1 IP agpeca Hawero npumepa noj CBow
yCJI0BUS
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libdefaults
default realm = DOMAIN.RU # 3arnaBHbiMu BykBamu
kdc timesync 1
ccache type = 4
forwardable = true
proxiable = true
v4 instance resolve = false
v4 name convert

host
rcmd host
ftp ftp
plain

something something-else

fcc-mit-ticketflags = true

realms
DOMAIN.RU
kdc server # cepBep cnyxbbl UMeH
#kdc = dns-server # BTOpPOW CepBep MMEH, eCn eCcTb
admin_server server # KOHTpOJIIep AOMeHa
default domain = DOMAIN.RU # 1MA LOMeHa YKa3blBaTe NMEHHO TakK -

3arJlaBHbIMK 6yKBaMVI

domain realm
.domain.ru = DOMAIN.RU
domain.ru = DOMAIN.RU
login
krb4 convert = false
krb4 get tickets = false

B Linux, B oTanyum ot Windows, pernctp byks nmeeT 3HaveHne. Hanpumep, B 04HON Nanke
COBEpPLLEHHO CMOKOMHO MOryT HaxoauTcsa gea (anna file.txt n File.txt, n HUKTO He nomewaeT

co3aaTh elle napy FILE.txt u file.TXT. ObpaTuTe BHMMaHNE Ha HanUCaHWe UMEHN AOMEHa B
KOH(MIypaLMOHHOM (haiie - 3TO BaXKHO!

MpobyeM BONTM B JOMEH KaK ero nosb3oBaTeslb ivanov
$ kinit ivanov@DOMAIN.RU

Ecnn BCe HacTpoeHO NpaBWJIbHO, CMCTEMA 3aNPOCUT Naposib NoJib30BaTeNs AJOMeHa U Bbl He yBuanTe
HUKaKunx coobuieHunn 06 owmbkax. MocMoTpeTb NOJyHeHHbIN BIeT MOXHO KOMaHAOMN

$ klist
OH BbIFSANT NPUMEPHO TakK

Valid starting Expires Service principal
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15.02.2017 23:08:18 16.02.2017 09:08:18 krbtgt/DOMAIN.RUGDOMAIN.RU
renew until 16.02.2017 23:08:07

/ oH Ham 6onblUue He HYXXeH, yaanauM ero

$ kdestroy

HacTtpoum Samba u BKNlOYMM cepBep B A,OMEH

Mbl y>Xe HEMHOro HacTpauBaan Samba gnga Toro, 4To 66l Ham 6bIN0 yaobHee KONMPOBaTb
ANCTPUOYTUBLI MO CETU. DTN HACTPOWNKKN ByayT nonesHbl B Oyayuiem npm 06HOBAEHUN NNATHOPMbI
1C:MpepnpuaTue, ocTaBbTe NX. B 3TOM pa3aene onucaHbl Apyrme HaCTPONKW.

OTKpblBaeM tann KoHpurypaumm Samba
$ sudo nano /etc/samba/smb.conf

I npvBOAUM €ro NpUMEepHO K TakoMy BUIY

global
workgroup DOMAIN # 3arnaBHbIMU BykBaMun
realm DOMAIN.RU # 3arnaBHbIMK ByKBaMu
security = ADS # aBTOpM3auus 4yepe3 Active Directory

encrypt passwords true # cwudpoBaHMeM naposen

dns proxy = no
socket options = TCP NODELAY

domain master = no # 3TOT 610K HACTPOEK YKA3bIBAET, YTO Mbl HE IJTaBHbIE B
LlOMeHe

local master = no

preferred master no

os level = 0

domain logons = no

load printers no # npuHTepamun ynpaensaTb He byaem
show add printer wizard no

printcap name = /dev/null

disable spoolss = yes

# nobasbTe Clofa 610K 1 HACTPOMKM, KOTOPbIE Mbl Aeflanun B pasfesie yCTaHOBKN onepaLoHHOM
cucTeMmsl

MpoBepyM NPaBUALHOCTb HAaCTPOEK
$ testparm

Ecnn ownboK HeT, 1 NPaBU/IbHO YyCTaHOBMIEHA POJib

JINHEPWUC - https://wiki.lineris.ru/



Last update: 2019/07/21 09:53 linux_server https://wiki.lineris.ru/linux_server?rev=1563702781

Server role: ROLE DOMAIN MEMBER

TO Mbl FOTOBbI BKJIOYUTLCS B JOMEH, pa3yMeeTCs, eC/in 3HaeM naposib agMUHUCTpaTopa AOMEHA
domainadministrator

$ sudo net ads join -U domainadministrator -D DOMAIN
Ecnn Bbl BUAUTE HEYTO MOXOXKEe Ha

Using short domain name -- DOMAIN
Joined 'MyServer' to dns domain 'domain.ru'’

TO no3gpasnsemM, y Bac Bce nony4umnoch, Bel B foMeHe!

ABTOopu3auusa nonb3osateneun 1C:Mpepnpusatue Ha Linux cepBepe yepes
Active Directory

B knimeHT-cepBepHOM BapuaHTe paboTsl 1C:Mpeanpuatmne ayTeHTUdUKaLmMa noib3oBaTenen
Npoun3BOAMTCA Ha cepBepe. Ecnn cepsep paboTaeT noa ynpasneHnem Windows, To oH 6e3 npobiem
nony4yaeT Hy>XHble nNpaea Ans Toro, 4To bbl NpoBepuTh y4eTHyto 3anucb Active Directory.

B Linux nena obctosT uHave. Cepsep 1C:MpeanpuaTtme y Hac paboTaeT nog y4€THOM 3anuncbio
usrlcv8, KoTopas umeeT Kakme-nnmbo npasa TOJIbKO B Npefeniax Hawero linux-cepeepa. B gomeHe y
3TOro linux-nosib30BaTesia HeT HUKAKMX NpaB, COOTBETCTBEHHO cepBep 1C:Mpeanpuatve He MoxeT
nonay4uTb HUYero ot Active Directory.

Y710 BbI NCNpPaBUTL 3TY Npobnemy cepsepy 1C:MpeanpusaTrie HY>XXHO BblAaTb CReunanbHbIn «bunet» un
COMOCTaBUTb ero ¢ nosb3osaTenieM Active Directory no npotokony Keberos.

Co3pante Takoro nosb3oBaTtens B Active Directory, HaszoBuTe ero, Hanpumep, Linux1cv8. MpaBay
Hero MoryT 6bITb COBepLUEHHO Ntobble, rNaBHOe, 4TO Obl B HACTPOMKAX ero y4eTHoM 3anuncu bbina
oTkJo4eHa onuna Use DES encryption types with this account.

BbinonHsemble Ha cepeepe 1C:MpeanpuaTtme onepaunn B goMeHe byayT nMeTb NpuMBUAErnn MUMeHHo
3TOro noJsib3oBaTtesna. Jante 3TOMy NoJib30BaTeSIO NPaBa Ha YTEHMe 1 3anucb CETEBbLIX PECYPCOB, C
KOTOpbIMK Bbl naHmpyeTe paboTaTb Yepes cepeep 1C:Mpeanpuatne. 3To MOryT 6bITh, HanpuMep,
KaTanorn gna obmMeHa AaHHbIMU C APYTrMMU UHOPMALMOHHBIMU CUCTEMAMMN.

Tenepb HaMm noTpebyeTcs KomaHAHas cTpoka Windows paboyen CTaHLUUK, BKIKOYEHHON B OMEH U
yTunnTa ktpass, HanTu ee MoXxHO B nakeTe «Windows Support Tools» cepsepa unm «Cpeacrea
yOaJIeHHOr0 aAMUHUCTPUPOBAHMNA» MONMHOPYHKLMOHAJIbHBIX BEPCMIA HAaCcTONbHbIX Windows. 3Ta
YyTUANTA FreHepupyeT creLmanbHbI KoY, KOTOPbIA He-windows CUCTeMbl MOryT UCNOJSIb30BaTh A1
aBTOpM3aLMmM B JlOMeHe rno npoTokosy Keberos.

Cpenaem 3710

ktpass -princ linuxlcv8/myserver.domain.ru@DOMAIN.RU -mapuser usrlcv8 -pass
<naposib AD nonb3oBatens> -out usrlcv8.keytab

BoT TyT cnepyeT yoennTb ocoboe BHMMaHMe MMeHaM NoJib30BaTesleNn. ITON KOMaHAON HaM Hago,
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410 bbI B (hann usrlcv8.keytab 6bin 3anmncaH KY, C NOMOLLbIO KOTOPOro linux-nonb3oBaTenb
usrlcv8 4epes npotokon Keberos bynet npencrasieH B 4OMEHe Kak NoJsib3oBaTens AD
linuxlcv8@domain.ru Boweawunin B AOMEH C X0CTa myserver.domain.ru

Mony4eHHbIN hann nepemecTUTe No CETU B AOMALLHIOW Nanky Ha linux-cepsep \\myserver\user.
A Ha cepBepe ero Hy>KHO NepemMecTuUTb B KaTanor, rge yctaHosneHo 1C:Mpeanpusatme, NOMeHATb
emy Bnagenbla 1 Ha3HauynTb 6e3onacHble npaBsa

$ sudo mv /home/user/usrlcv8.keytab /opt/1C/v8.3/x86 64
$ sudo chown usrlcv8:grplcv8 /opt/1C/v8.3/x86 64/usrlcv8.keytab
$ sudo chmod 600 /opt/1C/v8.3/x86 64/usrlcv8.keytab

MpoBepuM, BCe NN CAENAHO NPaBUILHO
$ sudo -u usrlcv8 klist -e -k -t /opt/1C/v8.3/x86 64/usrlcv8.keytab
Ecnn Bbl BUANTE HEYTO NOXOXKEE Ha

Keytab name: FILE:usrlcv8.keytab
KVNO Timestamp Principal

4 01.01.1970 03:00:00 usrlcv8/myserver.domain.ru@OMAIN.RU (arcfour-hmac)

To y Bac Bce nony4unock, no3apasnsem!

®ainn .keytab HyxxHO coenaTb TOIbKO AN OLHOr0 nosb3oBaTens AD, B Hallem npuMepe 370
linuxlcv8@domain.ru. He Hapo genaTb Takue annbl 4519 BCeX y4eTHbIX 3anucein AD nosib3oBaTenen
1C:MpeanpusaTtne

B 1C:Mpeanpuatnn gns asTopu3saunn yepes Active Directory y4eTHble 3anncu HYXKHO yKa3blBaTb
ManeHbKnMy 6yKBaMm 1 C MONHbLIM HAaMMEHOBaHWEM LOMeHa, BOT Tak: \\domain.ru\ivanov

NMyonukauusa Ha Bed-cepBepe Apache

Micnonb3oBaTb OAMUH M TOT XXe CepPBEP B Ka4ecTBe cepaepa npuioxxeHun (a Takxe CYbM) n web-
cepsepa 6e30nacHO TONLKO B 3aKpbITON ceTn npeanpuatns MHTpaHeT. Onsa nybnankaumm B UHTepHeT
npaBuNbLHO ByaeT MCNob30BaTb OTAE/bHbIN Web-cepBep 1 pa3MecTuTb ero 8 DMZ

1C:Mpepnpuatue penusos fo 8.3.9 nonaepxusano nybankaumio nHpopmaLmnoHHon 6asel Ha Beb-
cepsepe Apache Bepcum He Bbilwe 2.2. [Ina ncnonb3oBaHns Apache 2.4, BKJIOYEHHOI0 B peno3nTopumn
Ubuntu 16.04 LTS o6HOBMTECb A0 aKTYya/lbHOr0 pen3a TEXHONOrNYeCKon NaaThopMbl
1C:Mpennpuatne.

Kak Bcerfa, Ha4MHaeM C yCTaHOBKM HY>XXHbIX HaM nakeToB. Ecnm Bbl pa3BopaymBaeTe OTAEMbHbIN
cepsep ans web-nybnmkaumm, npu yCTaHOBKE Ha HEro onepaumnoHHON CUCTEMbl 4OCTATOYHO yKa3aTb,
4yTO 3TOT cepBep byneT paboTaTb kKak LAMP (Linux Apache MySQL Php).

Ecnn cepsep yxxe ycTaHoBneH 6e3 Apache
$ sudo apt install apache2

YTOYHUM, 4YTO Mbl YCTaHOBWJIN U3 PENO3NTOPUA
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$ apache2 -v
3anoMnHaeM Bepcuio
Server version: Apache/2.4.18 (Ubuntu) Server built: 2016-07-14T12:32:26

2.4 - 5TOT HOMep BepCUY HaM HYXXHO ByaeT yka3aTb npu nybamkaumm, COOTBETCTBEHHO B NapaMeTpe
nybnmkauum ykasoiBaem -apache24. Bce ocTanbHble NapaMeTpbl ykasaHbl Ans ycTaHoBKM Apache
2.4 no-ymonyaHuio.

$ sudo /opt/1C/v8.3/x86 64/webinst -apache24 -wsdir baselc -dir
/var/www/html/baselc -connstr "Srvr=myserver;Ref=baselc;" -confPath
/etc/apache2/apache2.conf

$ sudo service apache2 restart

MpoBepsiem, 3axoamM Yepes bpaysep http://myserver/baselc n sBugmum Beb-knmeHTa
1C:MpepnpuaTue.

Onybnnkyem Beb-cepBuchl. YTunnta webinst 3Toro He caenana, a 3Ha4uT NpuaeTcs caenatb 3TO
camMuM. 119 3TOr0 HY)KHO OTpeaakTUpoBaTb (hann nydbankauum nHGopMaLnoHHon 6a3bl, CO3AaHHbIN
3TON YTUANTON

$ sudo nano /var/www/html/baselc/default.vrd

B aToT XML ¢hann nocne 6nokKa, 0nmcbiBaloLEro NOAKMOYEHNE K MHGOPMaLMOHHON Ba3e HYyXXHO
no6aBnTb 610KKM C onncaHuem nybnmkyembix Be6-cepBMCOB MHOPMaLMOHHOM H6a3bl, Hanpumep, A5
paboTbl MOBUNLHOrO NpunoxeHnsa 1C:3akKa3bl C NOAAEPKNBAEMbBIMU KOHMUIYPALMAMN HY)KHO
onybankosaTb Beb-cepsuc CustomerOrdersExchange. MNoapobHee cM. nHGOpMaLMiO B
[OKYMEHTaLUN K NpuKIagHOMY peLleHnio Ha nnatgopme 1C:Mpeanpusatue.

Mocne U3MeHeHN B KOHUIypaLMOHHbIX (haitnax He 3abbiBaiiTe nepe3anyckaTb Apache.

Mbl HacTpounm nybankaumo nHpopmaumoHHon 6a3bl No NpoTokoay HTTP. 3To BNOAHE roanTCS ANS
WHTpaHeT, HO HK B KOeM ciydae He nybankynTe Tak 6a3y B OTKpbITOM focTyne B ceTu NHTepHeT. Mo
npoTokony HTTP BCe AaHHble, B T.4. MAp0JiM NoJib30BaTesien nepefanTcs B He3allnppoBaHHOM
Buae. Obs3aTtenbHO HacTponTe be3onacHbi NpoTokoa HTTPS

HacTtpouka HTTPS

[nda coBceM npaBuabHOro n 6esonacHoro 4octyna no npotokoay HTTPS Hy>XHO nony4nTe LU poBoW
cepTuduKaT, NoANUCaHHbIN yaocTosepsowmmM LeHTpom (Certificate Authority). Takne cepTudukaTsl
rapaHTUPYIOT He TOJIbKO LN poBaHMe Tpadrka MexXay KJIMEHTOM 1 cepBepoM, HO 1 obesonacaT
BaLUMX MONb30BaTeNen 0T Kpaxkm naposen, ocobeHHo, ecnm oHM ByayT NoAKNoYaTbCs U3 NyBANYHbIX
wi-fi ceTen.

Takon cepTnrKaT MOXXHO NPUOBPEeCTN NpakTUYeCcKn y Ntoboro XoCTUHIr-NpoBanaepa, MHorme
npennaratoT Nepsbi BbiNyCK 6a30BOro cepTudmkKaTa CPOKOM AenCTBUS 3 unm 12 mecsiues
6ecnnaTHo. CTOMMOCTb NPOAJIEHNSA HAaYNHAETCa NpuMepHo oT $50, B 3aBUCUMOCTHY OT ONUUA.

Ewe BapuaHT - NONYYNTb CepTUDMKAT LLeHTpa cepTudumkaumm Let's Encrypt. Ero Boinyck u
npoAfieHne coBepLUeHHo becnnaTHbl. CepTUgUKaT BbiNyCcKaeTcs CPOKOM Ha 3 MecsLa, 3aTo npouecc
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€ro BbifMyCKa, npoaneHna n yCtaHoBku B Be6-cepBep Apache MOJIHOCTbO aBTOMAaTU3NPOBaAHbI.
30ecCb XKe Mbl OnuLIeM BbIMYCK T.H. CaMmonoanncaHHoOro cepTl/lcpleaTa.

HuKTO, KpOMe Bac He CMOXEeT NPoBEepPUTbL NPaBUILHOCTL CaMOMOAMNCAHHOIo CepTudmrKkaTa u npu
NoOKAYEHUN K NHGOPMaLMOHHON Ba3e y nonb3oBaTens He ByaeT HUKAKOM rapaHTumM, YTO OH
noakaYaeTcs MMeHHO K Bawemy cepsepy. Tpadumk byneT WwWngpoBaTbCs, Tak 4TO 3TO
OTHOCUTENIbHO Be3onacHo

Cospanum SSL cepTudgukaTt
$ openssl req -new -x509 -days 365 -keyout myserver.key -out myserver.pem

Ykaxute PEM pass phrase - naposib NpuBaTHOro Kjto4a. Ha ocTasibHble BOMPOChl MOXKeTe
oTBeYaTb Kak yrogHo, kpome Common Name (eg, YOUR name) []: - TyT cnenyet ykasaTb
[OMeHHOoe UM canTa. B pesynbTaTe B LOMalUHeW Nanke nosBUTCA ABa (hansia myserver.key -
NPUBATHLIN KNOY U myserver. pem - nybanyHbii cepTudunkat. YTo 66l Apache npu 3arpyske He
crpawmBan HEMOHATHO Y KOro NapoJsib NMPMBATHOrO KJk04a, CHUMEM €ro

$ cp myserver.key{, .orig}
$ openssl rsa -in myserver.key.orig -out myserver.key
$ rm myserver.key.orig

MepemecTM nx B 6e3onacHoe MecTo U HaCTPOMM NpaBa AOCTyMna ToAbKo Ans root
$ sudo mv myserver.pem /etc/ssl/certs/
$ sudo mv myserver.key /etc/ssl/private/
$ sudo chmod 0600 /etc/ssl/private/server.key
Mepexoaum K HacTporkam Apache, Bkato4aeM noaaepxky SSL
$ sudo a2enmod ssl
W HacTpausaem poctyn no HTTPS. OTKpbiBaeM (a1 KOHUrypaLmm canTa no-ymosiHaHuIo
$ sudo nano /etc/apache2/sites-enabled/000-default
1 NPUBOLMM €ro K TakoMy BULy
<VirtualHost *:80>

# lMNepeHanpasum Bce noctynatowme no HTTP 3anpocel Ha HTTPS xocTt

Redirect / https://mysite.ru/ # mysite.ru - 3To gomeHoe umsa unum IP

agpec Balwero canta
</VirtualHost>
<IfModule mod ssl.c>
<VirtualHost *:443>

ServerAdmin webmaster@mysite.ru

ServerName mysite.ru
DocumentRoot /var/www/html # OTO0 NyTb MNO-yMOJIHAHUIO
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ErrorLog /var/log/apache2/mysite.ru-error.log
CustomLog /var/log/apache2/mysite.ru-access.log combined

# SSL
SSLEngine on
SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key
</VirtualHost>
</IfModule>

Mepe3anyckaem Apache
sudo service apache2 restart

[oTOBO!

Mbl NOJIHOCTbLIO 3aNPeTUInN NCNofib30BaHNe He3allnLeHHOro npotokoaa HTTP. Bce 3anpocel,
nocTynarwwme Ha Hero byayT nepeHanpaaaTbCca Ha HTTPS

970 elle He BCe, Bbl ocTaeTech yA3BMMbI, HanpuMep, 415 aTaky NocpedHnKa, nogpobHee cMm. B
OTAEeNbHOWN CTaTbe.

Pe3epBHOe KOonupoBaHue

B knimeHT-cepBepHOM BapuaHTe paboTel 1C:Mpeanpusatme pesepBHOe KONMPoBaHWe NPOU3BOANTCS
cpeactBamm CYBM. T.k. CYB[ PostgreSQL y Hac Tenepb paboTaeT Ha Linux-cepeepe pe3epBHoOe
KonvpoBaHue byLeT BbIMOMHATLCA CKPUNTaMn Ha 3TOM cepBepe

Pe3epBHoe KonupoBaHue B PosegreSQL BoinonHsaeTcs ytuamton pg dump. MoapobHasa cnipaBka no
CMHTAKCKCY BbIBOAUTCA KOMaHLOMN

$ pg dump --help
Hanpumep, 410 6bl cienaTb pe3epBHY0 Konuio 6a3bl baselc HY>XXHO BbINOMHUTL TaKylo KOMaHA4y

$ pg dump -f baselc.sql.tar -F t -d baselc -h localhost -U postgres

ObpaTunTe BHUMaHWeE, 3anyCcK YTUANT Pe3epPBHOI0 KOMMPOBAHNS U BOCCTAHOB/IEHMS MPOM3BOANTCS He
OT cynepnonb3oBaTens, 6e3 KoHCcTpykuun sudo. ®ann 63kana byaet chopMnpoBaH B TEKYLLEM
KaTaJsiore n ero Bnagenbuem byaeTt nonb3oBaTeNb

[Ins BoccTaHoBneHMs Ba3bl U3 apxmBa, CO3JaHHOIr0 KOMaHAoN pg dump UCNONb3yeTCs KOMaHAa
pg_restore. MoapobHas cnpaBka No CUHTAKCUCY

$ pg restore --help
Mpumep BoccTaHoBNeHMA 6a3bl baselc n3 63kana baselc.sql.tar

$ pg restore -d baselc -F t -U postgres baselc.sql.tar
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He nbiTanTech BocCTaHOBUTL 63Kan B 6a3y, NoakI4YeHHY10 K cepeepy 1C:Mpeanpustue.
BoccTaHaBAMBaTb HY>XHO B HOBYIO 6a3y, Moc/ie BOCCTAHOB/IEHUSA B KOHCOJIM YNpPaB/eHUs CeEpBEPOM
1C:MpepnpuaTue NepenoakMoYnTb A5 BOCCTaHaBIMBaEMON MHAOpMaumnoHHon 6a3bl 1C 6a3y
OaHHbIX PostgreSQL

Bakan coxpaHuacsa B JOMaLLHEN Nanke nosiib30BaTeNs, 3TO Jiyylle, YEM HUYEro, HO XPaHUTb
pe3epBHble Konuu 6a3 AaHHbIX Ha caMoM cepBepe 6a3 JaHHbIX CAUWKOM caMoyBepeHHo. Koraa-To
LLAaBHO pe3epBHbIE KOMWMN AeNanun Ha IEHTbl CTPUMEpPa M YBO3WAUN UX Ky[a Nofablie B HALeXXHoe
mMecTo. Cervyac oNns pe3epBHOro KONMMpPOBaHUS UCMONb3YOTCS ceTeBble uan o6navyHble NAS

XpaHnuLla, pacnosio)XXeHHble B TaKOM HaeXXHOM MecTe. B Hawem npumepe KonnposaHue 6yueT
BbIMOJIHATLCA Ha ceTeBoe NAS XpaHunuule, BKJItO4EHHOE B JOMEH NoJ CETEBBIM MMEHEM Nas.

Obecneynm K HeMy O0CTYnN Hallero nosib3oBaTens. B Active Directory co3gaavm nosb3oBaTens
backupuser, naaum emMy npasa Ha 3anucb B Nanke, rae bynem cknagbiBaTb pe3epBHbIE KOMUK.

Mpo4YnM Nob30BaTENAM MNOSHOCTbLIO 3aNpeTuTe AOCTYN K 3TON Narnke uan ocTaBbTe NpaBa TOJIbKO Ha
yTeHue. Tak pe3epBHble konuu byayT uenee.

MPMMOHTMpPYEM CETEBYIO Nanky, CHavyasa Co34aAuM TOYKY MOHTUPOBAHMSA
$ sudo mkdir /mnt/nas

3aTeM HaCTPOMM aBTOMaTUYECKOE MOHTMPOBAHME MpPU CTapTe CUCTEMbI, A5t YEro CHavyana co3faanm
dalf-MaHaaT Ha NOAKJIIOYEHNE K CETEBOMY XPaHMANLLY

$ sudo nano /root/.smbcredintals

MponuceiBaem B hans napameTpbl NOAKNOYEHMNSA
username=backupuser

password=backupuserpassword

domain=domain. ru

N CKPOEM €ro OT NOCTOPOHHUX rna3

$ sudo chmode 0600 /root/.smbcredintals
Mponuwem nogktoYeHne CeTEBON Nanky Npu CTapTe CUCTEMb
$ sudo nano /etc/fstab

B KOHel, (haiina gobasnsem

//nas/backups /mnt/nas cifs
credentials=/root/.smbcredentials,dir mode=0777,file _mode=0777 0 0

1 0AeM KOMaHAy MPUMOHTUPOBATb BCE, YTO Mbl MPOMNMCaIn
$ sudo mount -a

B pe3ynbTaTe B TO4Ke MOHTMpPOBaAM /mnt/nas [O/KHA NOSBMTHLCSA Narnka CETEBOro XpaHuaunLLa
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\\nas\backups, Kyfia MOXXHO CKNaAblBaTb Pe3E€PBHbLIE KOMUMW.

019 BbINOSIHEHNS @aBTOMATUYECKOr0 pe3epBHOIr0 KOMMPOBAHUSA HYXKHO CO34aTb CKPUNT, KOTOPbIN
OyLeT 3anyckaTbCa N0 pacnncaHnIo 4EMOHOM Cron. K cHacTblo, NUCaTh 3TOT CKPUMKU CaMOMy He
HY>HO, B coobLuecTse PostgreSQL y»xe HanmcaHo MHOIO TaknX CKPUNTOB, PEKOMEHAYI0
MCMN0/b30BaTb KAHOHUYECKUA CKPUNT.

AnbTepHaTMBHbLIN BapuaHT - ycTaHoBUTb Webmin - Beb nHtepdenc ons agMUHUCTPUpPOBaHKA Linux-
cepBepa, 1 y)Ke C ero NoMoLLbio HaCTPOUTbL Pe3epBHOE KonnpoBaHue B cyxbe PostgreSQL

Ncnonb3ynte ckpunt pg_backup rotated.sh, oH coxpaHseT pe3epBHble KOMUU 3a HECKONbKO
LHEN, aBTOMaTUYeCKM yaanas CTapble Konuu.

Co3panTe B fOMaLLHel nanke nosib3oBatens ann pg backup rotated.sh u pasmectute B Hem
CKPUNT MO YKa3aHHOW BblLLE CChUIKE.

He penante 370 B Windows pegakTopax. M3-3a pa3nun4ymsa B cny)KebHbix CMMBOJIaX, 0603HavatoLLmnx
KOHeL, cTpokun B Windows 1 Linux nHTepnpeTaTop cKpunToB bash byaeT BbiAaBaTb OWNOKMN.

YcTaHoBUTE 418 3TOro hannia npmsHak UCNoJHAEMOCTH
$ chmod +x pg backup rotated.sh

B ToM e KaTanore co3gante ann Hactpoek pg backup.config v 3anonHuTe ero Kak no
YKa3aHHOW Bbile CCblSIKe. BCce HAaCTPOMKM MOXXHO OCTaBMTb MO YMOJYaHUIO, KpoMe

BACKUP DIR=/mnt/nas/
MpoBepbTe paboTOCNOCOOHOCTL, BLIMOMHNTE KOMaHAY
$ ./pg backup rotated.sh

Ecnn He yBuaoenn HMKakmnx owmnbok n npoLuecc KonmposaHu4A nowuen, To BCce cAesiaHo NMpaBubHO,
MOXXHO NOCTaBUTb 3adavy B paCnncaHKne. PeuaKTmpyeM 3afaHna gnga nemMoHa cron

$ crontab -e
nobasiseM CTPOYKY C 3afaHMeM
0 19 * * 1-5 /home/user/pg backup rotated.sh

Pe3epBHOE KOMMpoBaHue byaeT BbiNoaHATLCA B 19:00 ¢ noHeAelbHMKa NO NATHULY.

Mo3ppasnsemM! TONbKO YTO Bbl COKOHOMMAM MHOMO ThiCAY pybnen Ha nuueH3nsax Microsoft. Ecnn
0CTaNNCb BOMPOCHI WS HY>XHa MoMoLLb - obpawanTecs, byaem pagbl MOMOYb.
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