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YctaHoBKa 1C:Mpepnpuatue 8.3 Ha Linux
cepsep

B 3TOoM cTaTbe Mbl NocTapanuck cobpaTb Hanbosiee NONHYIO MHOPMaLMIO MO YCTaHOBKE CepBepa
npunoxeHuin 1C:Mpennpuatue B cpefe Linux ¢ ucnonb3zosaHmem CYB[ PostgreSQL n nybnvkaunen
NH(opMaLmoHHon 6a3bl n Beb-cepBrncos Ha Beb-cepeepe Apache. PaccmaTpuBaeTtcs Hanbonee
noNHasa yCTaHOBKa cepBepa B AomeH Microsoft Windows. MNonb3oBaTenn paboTatoT Ha paboymx
CTaHumax B cpene Windows, asTopusauma B cucteme 1C:MpepnpuaTtue nponssoauntca vyepes Active
Directory.

MnaH pabot

YCTaHOBNTbL OMepauynoHHY0 CUCTeMy

YcTaHosuTb CYB[ PostgreSQL

YcTtaHoBuTb cepep 1C:Mpennpusatue
3aperncTpupoBaTb CepBep B lOMeHe

Ony6nmkoBaTb UHDOPMaLNOHHYI0 6a3y n Beb-cepBuchl
HacTponTb pe3epBHOe KonupoBaHue

oV hswWwNE

Mepen Havanom paboT TPe3BO OLEHUTE CBOM CUAbI. [115 NOATOTOBAEHHOrO CNeunanmcTa Bce
nepeyncyieHHbIe HUXXe ornepaLmmn 3aiMyT He 6osiee NooBMHbI paboyero gHA, Npu 4em 6onblias
4aCTb 3TOr0 BPEMEHW YAET Ha 0XKMAAHWNE 3aBEPLUEHNS ONepaLniA KONMMPOBAHNS, YCTaHOBKM,
3arpysku un T.m.

Ecnm ycTaHOBKa Npon3BOAMTCS NOBEPX y)Ke paboTatowen CUCTEMbI, CAENTANTE Pe3epBHYIO KOMUIo,
Hanpumep, coxpaHuTe obpa3 AnMCKoB. ECam 4To-TO NonaeT He Tak, Bbl cMoXXeTe 6bICTPO
BOCCTAHOBUTb MPEXHI0 paboTocnocobHOCTb CUCTEMBI

YCcTaHOBKa OnepauuoHHOW CUCTEMDbI

MoopepxuneatoTca Hanbonee nonynsapHele deb (Ububtu, Debian n np.) n rmp (CentOS, Fedora v np.)
ANCTPpNBYTUBLI. Kakux-nnbo SBHbIX peKoMeHaLui rno BbIbopy TOro nanm nHoro guctpubyTtmea Linux
He cyliecTByeT. PekomeHayeMm BbibpaTb Hanbonee 3HakoMbIn Bam guctpubyTus, B Hawem ciyyae
370 Ubuntu akTyanbHOW Ha MOMEHT HanucaHusa ctaTbh Bepcun 16.04 LTS, Bce aanbHenwee
onuncaHme byaeT 0CHOBLIBAaTLCS MMEHHO Ha 3ToM Bblibope. Ecniv Bil Boibpanun gpyron deb-based
AncTpnbyTus, TO BCE ONMCAHHOe NOAONAET U ANd Hero, rmp-based AncTpmbyTBLI MCNONL3YIOT
Lpyrve KoMaHabl 419 yrnpaBaeHna nakeTamu, y4uTbiBaTe 3TO NpU aganTauum cTaTbl 4S19 CBOUX
uenen. Ckavante auctpmnbyTtus Ubuntu Server. MpumeHuTensHo K Ubuntu xxenaTtenbHo
ncnonb3oBaThb LTS AncTpmbyTMBbI, OHW BbIMyCKalOTCA pa3 B ABa rofa v NOAAEP)KMBAIOTCS B TeYeHmne
5 net. AnuctpubyTtme pacnpocTpaHseTcs B Buae ISO obpa3a 3arpy304HOro AnCKa, MOXHO 3anuncaTb
obpas Ha DVD auck, Ho ropa3fo yaobHen noAroTOBUTL 3arpy304HY0 (haeLLKy.

B cepsepHom ancTtpubyTtmee Ubuntu oTcyTcTBYeT rpadmnyeckas ob6onoyvka. YCTaHOBKa U
nocnepytowas HacTpornka byaet Npon3BoAMTCA B KOMaHAHOW KOHCONIW. He Hafo yCTaHaB/MBaTb
rpaguryeckyto 060104Ky, XOTb 3TO 1 NPOCTO, HO COBEPLUEHHO HECCMbIC/IEHHO, OHA HUYEM He
NOMOXXeT B HacTporke. nsd yanobcTBa aoMUHNCTPUPOBAHNS MOTOM MOXKHO YCTaHOBUTb, Hanpumep,
Webmin
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CaMm npoLecc yCTaHOBKM A0CTAaTOYHO NpocT. MHcTannaTop 6yaeT 3anaBaTh Bam pasnmyHble
BOMPOCHI, BaM HY>XHO Ha HUX 0TBeYaTb, TEM CaMbIM BblOMpas Kak yCTaHaBMBaTb ONepaLOHHY0
cucTemy. BHavane Bam npennoxat BbibpaTb A3bIK U CTPaHy, YacoBOW Nosic, BbibupanTe B
COOTBETCTBUM CO CBOVMMN NPEANOYTEHNSMMU.

WHcTannaTop npeanoXxuT Bam pasmMeTnTb AMCKK NOA ONEPALIMOHHYI0 CUCTEMY. ITO CaMblil BaXKHbIiA
BOMPOC B yCTAaHOBKE. BHUMaTENbHO 03HAKOMbTECH C HUXXECEAYOLMMI PEKOMEHAALINAMM,

Ecnm y Bac oauH gumsundeckmnin guck (mnm RAID-mMaccuB), pasgennTe ero Ha 3 IorMyeckux gucka. B
Havane oucka sBblaennte 60-120 6 cobcTBEHHO NOA ONEPALMOHHYI0 CUCTEMY (ANCK 1), OCTaBLUYOCS
4aCTb NoAesInTe NPMMEPHO NOPOBHY NOA AOMalUHKe nanku (auck 2) n gannel CYBM (anck 3).
MoHTUpynTe cnegyowmm obpasom:

/- anck 1
/home - pguck 2
/var - Ouck 3

Ecnn e anckoBas cuctema Balero cepBepa 6oee pa3HoobpasHa, TO CaMblii MeasIeHHbI ee
3/1eEMEHT PeKOMeHayeM MOHTMPOBATbL Kak /home, a caMblil ObICTpLIA Kak /var.

Jlanee nHCTaNNsToOp NPeanoXuT Bam BbibpaTh Habopbl NaKeToB A/ yCTaHOBKU. Bbibepute ans
yCTaHOBKM cieaytolme Habopsbl:

(]

KakK MOXXHO 3aMeTUTb, MHCTANNATOP YCYXX/IMBO NpeasaraeT BapuaHT yCTaHOBKM PostgreSQL
database. He cobna3sHanTecb, Ham Hy>xeH gpyromn PostgreSQL, ¢ natyem gna 1C.

WHCcTannaTop 3aKOHYNT CBOO paboTy, nepe3anyCcTuT CUCTEMY M nNpea Bamn npeactaHeT
npurnaweHne B KOHCOJIb NPUMEPHO TAKOoro Buaa:

Ubuntu 16.04.1 LTS MyServer ttyl
MyServer login:

3axoamuTe, 1 YyBCTBYNTE cebs Kak goma.

nepBbIM OEJIOM HYXXHO HaCTPOUTb CETEBLIE MOAKTIOYEHNA. Mbl uMeeM neno ¢ cepBepoM n
noapasymMmeBaeM, 4HTO CETEBbLIX aJalTepoB B HEM MOXET 6bITb 60NbLIE 0gHOrO0. [laBanTe NOCMOTPUM,
4TO Y HaC eCTb, BBOAWNM B KOHCOJIb KOMaHAY

$ sudo lshw -C network

34ecb UCNosib30BaHa KOMaHAa sudo - cneuunansHasa KOHCTpyKumna deb-based gnctpubytmneos Linux
AN BbINOJIHEHNSA KOMaHA € npaBaMu root. Koraa Bbl AenaeTe 3TO NepsbI pa3 cucTema nonpocuT
Bac BBeCTM Maposib U Ha Kakoe-TO BPpeMS 3alOMHUT ero.

B oTBeT Bbl NoNy4nTE HEYTO MOXOXKEE Ha

*-network
description: Ethernet interface
product: L2 Mbit Ethernet Adapter
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vendor: Attansic Technology Corp.
physical id:

bus info: pci@0000:03:

logical name: enp0Os3

version: a0

serial: 00:00:00:00:00:00

size: 100MB/s

capacity: 100MB/s

Hac nHTepecyet BOT 3TOT (pparmeHT: Llogical name: enp0s3. Ecnm ceTeBbix aganTepoB HosbLie
O0AHOr0, TO 1 Taknx 610KOB B Bblgayve OyaeT No KONMYeCTBY CETEBLIX afanTepoB. 3aNoMMHaeEM
nornyeckune nmeHa. CeteBble NOAKIOYEHNA HACTPAUBAOTCSA B KOH(PMIypaUNOHHOM halnne, 0TKPOEM
ero ons pefakTupoBaHua

$ sudo nano /etc/network/interfaces

[lonycTuM, y Hac eCcTb ABa CeTeBbIX afanTepa. enp0s3, ero Mbl HACTPOUM Ha CTaTu4eckmn IP agpec
1 byaem ncrnonb3oBaThb A5 NOAKIIOYEHUS K foMeHy. Ewe ecTb enp0s8, oH nonyumt agpec ot DHCP
cepBsepa B JIOKaJIbHOW CeTW, MPOCTO Tak, AN14 npuMepa. Pans HaCTPOEK BbIMNAAUT TakK:

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
iface enp0s3 inet static

address 192.168.0.8 # 30€eCb yKa3blBaeM CTaTUYeCcKun agpec
netmask 255.255.255.0 # Macka nogceTu
gateway 192.168.0.1 # W03 Mo yMOJI4aHMIo

dns-nameservers 192.168.0.101 # DNS cepBepa, MOXXHO yKa3aTb HECKOJIbKO 4epes
3anaTylo
auto enp0s3

# The second network interface
iface enp0s8 inet dhcp
auto enp0s8

CoxpaHuTe thann Haxxas Ctrl-O n 3akponte penaktop Ctrl-X. MNocne peaakTnpoBaHns nepesanyctum
CeThb:

$ sudo /etc/init.d/networking restart

1 NPOBEPUM YTO Y HAC NOJIy4nsoChb

$ ifconfig

B Bblgaye 3TOM KOMaHAbl BHUMATE/IbHO CMOTPUM Ha 3HadveHus inet addr - B HaweMm npumepe Tam

[OJHKeH BbITb CTaTMYeCKMIA afpec, 3aflaHHbIN B KOHDUIrypaLMOHHOM haitie Ons NepBoro agantepa
M OUHaMM4ecKun agpec BbligaHHbI DHCP cepsepoM a5 BTOPOro.
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Mocne TOoro, Kak HaCTPOEHbI CETEBbLIE MNOAK/OYEHNS MOXXHO NOKUHYTb CEPBEPHYI0. JanbHelnLyto
HaCTpoWKy yaobHee nNpon3BoanTbL C paboyein CTaHUMK, NOAKMOYUBLLMCH MO NPOTOKOY SSH.

0N ANCTaAHUMOHHOMO ynpaBfieHnsa cepeepoM ¢ paboyen ctaHuum Windows Mbl bByaem ncnosib3oBaTb
PuTTy. Cka4anTe, yCTaHOBUTE 1 NOAKOYaNTECh. AQpec cepBepa B HalleM NpruMepe yKasblBaeTCs
Tak user@l92.168.0.8, roe user - UM NONbL30BaTENSA, MOPT MO YMOJYaHUIO 22.

lanee HaMm noTpebyeTcsa KONMPOBaTb (haiibl Ha Hal cepsep. YTo bbl genaTb 370 MaKCMManbHO
KOM(OPTHO, HAaCTpouM nakeT Samba, NO3BONALLNA NOAPYXUTb Linux 1 Windows no nokKasibHON
ceTwm.

3ajadya MMHMMYM Celyac - pacllapuTh Nanky Ha cepBepe, KyAa Mbl CMOXKEM KOMUPOBATh HY>XHble
thannbl.

$ sudo nano /etc/samba/smb.conf
B KOH(MrypaunoHHOM hansie HaxoAnM N PaCKOMMeHTUpyeM 610K
homes

comment Home Directories

browseable no

read only no

create mask 0700

directory mask = 0700
[obaBnM Haluero nosb3oBaTens B Samba
$ sudo smbpasswd -a user
YKa3blBaeM eMy NnapoJsib U BKIOYAEM
$ sudo smbpasswd -e user
N nepesanyckaem Samba

$ sudo service smbd restart

Monpobyem 3anTtn n3 nposoaHuka Windows. B Hawem npumepe 3T0 6yaeT BbirnsaeTb Tak
\\192.168.0.8\user, BBOAMM NM$, NapoJib 1 NoNagaem B 4OMALUHIOW Marky.

ObpaTnTe BHUMAHWE, HYXKHO BBOAUTbL CETEBOW aflpec NOJIHOCTLIO, YKa3biBas HE TOJIbKO afapec
cepBepa, HO U UMs KaTaslora Nosib3oBaTens

Ha BcAkui cnyvam obHOBUTE PYCCKYO NI0Kab

$ sudo update-locale LANG=ru RU.UTF-8
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YctaHoBka CYB]] PostgreSQL

1C:MpepnpuaTtne paboTaeT co cneunanbHO NnponaTyeHHon Bepcmen PostgreSQL 9.6.1. 3To He camas
CBeXas BepCus, Ha MOMEeHT HanucaHus CTaTby BbiNyweHa Bepcud 9.6.2, Ho 1C:MpepnpuaTtue ee
Nnoka He nogaepXxnBeaer.

CyLLecTByeT HECKOIbKO NCTOYHUKOB, IFAe MOXXHO B3ATb AUCTpubyTre PostgreSQL coBMECTUMbIN C
1C:MpeanpunaTtme. MoXxHO, HanpuMep, Kak pekoMeHayeT cama pupma «1C» ckavyaTb ero € noprana
WTC n ycTaHoBUTL 13 deb nnu rpm nakeTos, Takon NOAXOL BMOJIHE NPUBLIYEH A4J1A NOJib30BaTenewn
Windows, cka4mnBaTb 1 yCTaHaBAMBaThb. B Linux gpyron noaxon. Hanpumep, 415 NOKAOHHUKOB
Gentoo Linux npuBbI4HO BbIN0 Bbl CKaYaTb MCXOAHUKKM PostgreSQL, nponaTymTb UX 1
ckomnunuposaTb. A punocous Ubuntu ba3supyeTcs Ha peno3uTopusx, 0TKya Nojib30BaTesNu
MONYyHaloT HY>XXHbIe NPOorpaMMbl, yCTaHaBAMBasA X MeHed)xepaMum nakeTos. K coxaneHuio pupmMa
«1C» He 03aboTunacb co3gaHMeM Takoro peno3nTopua Aas pacnpocTpaHeHUs cnewnanbHoN Bepcum
PosgreSQL, 3aTo 3T0 caenana komnaHua Postgres Professional. Mogkao4nm penosnTopum K Halemy
cepsepy 1 0OHOBUM CMNCOK NaKeToB

$ sudo sh -c 'echo "deb http://1lc.postgrespro.ru/deb/ $(lsb release -cs)
main" > /etc/apt/sources.list.d/postgrespro-1c.list’

$ wget --quiet -0 - http://lc.postgrespro.ru/keys/GPG-KEY-POSTGRESPRO-1C |
sudo apt-key add - && sudo apt update

Tenepb MOXHO ycTaHaBAuBaTb PostgreSQL npmeblvHbIM Ans Ubuntu cnocobom

$ sudo apt install postgresql-pro-1c-9.6

HacTpoum npasa Ha noakntwoyeHne kK CYB[ n3 koHconun.

$ sudo nano /etc/postgresql/9.6/main/pg hba.conf

B oTKpbiBLIEMCS (haisie HanJeM CTPOKY

local all postgres peer

N NPUBELIEM €€ K BUAay

local all postgres trust

To/IbKO YTO Mbl HacTpouan PostgreSQL [0BepsTb BCEM NOKAJIbHLIM NMOAK/OYEHNSM. ITO HE COBCEM
6e3onacHo, Nocsie yCTaHOBKM Naposisi lyylle BEpHYTb BCe Kak Bbino.

Ecnm He xoTuTe, 4TO 66l CepBep CYB[ 6b11 BUAeH Komy-nunbo, kpome cepsepa 1C:MpeanpusTue,
KOTOPbIA Mbl 4yTb MO3)Xe YCTaHOBUM, MONpaBbTe HAaCTPOMKM Be3onacHOCTM

$ sudo nano /etc/postgresql/9.6/main/postgresql.conf
B oTKpbIBLLIEMCS (haisie HAXOAUM CTPOKY

listen addresses = '*!
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n npmeoanMm ee K snuay

listen addresses = 'localhost'

Takas HaCTPOMKa OrpaHNYnT BMAUMOCTb PostgreSQL Tonbko 3Tum cepeepoM. Ecnum cepsep
1C:MpepnpuaTtue byneT yCTaHOBNEH Ha APYron MalnHe, BMecTo localhost ykaxxuTe ee agpec.

Mocne Takon ycTaHoBkK PostgreSQL ero cny>xba cama He CTapTyeT U He NPONUCLIBAETCS B
aBTo3arpy3ky. Coenaem 370

$ sudo service postgresql start
$ sudo update-rc.d postgresql enable

W ele HeMHOro HacTpoek 6e30MacHOCTU. YCTaHOBKM Naposib password Ha noJsib30BaTens
postgres, uMeHeM KOTOpOro 6yayT NPOVM3BOAUTCS BCE onepaLuun ¢ 6a3aMu faHHbIX (BMECTO

password yKaxute CBOW Naposb).

$ psql -U postgres -d templatel -c "ALTER USER postgres PASSWORD 'password'"
Mocne yCTaHOBKM Napons camoe BpeMsi BEPHYTb NapaMeTpbl 4OCTYMa K COCTOSHUIO MO-yMOIHaHMIO.

MonpaBunM MeTOAbl ayTEHTUPUKALMM NONb30BaTENEN

$ sudo nano /etc/postgresql/9.6/main/pg hba.conf

B oTKpbiBLLUEMCA (haline yCcTaHaBAMBaeM BCe MeToAbl B md5, Hanpumep, Tak
local all postgres md5

Mepe3anyckaem cnyxby PostgreSQL

$ sudo service postgresql restart

[oToBO!

YcTtaHoBKa cepBepa 1C:lpepnpuatue

Mpwn BbIBOpe apxmuTeKTypbl AUCTpubyTrBa i386 nnn x86-64 cnefyeT y4UTbiBaTh HE TOJIbKO
apPXUTEKTYpYy CcepBepa N YCTaHOBJIEHHOW Ha Hero onepaurvoHHON CUCTEMbI, HO U UMeloLLYytocs Y Bac
nuueHsuio Ha cepsep 1C:Mpennpuatus. 34ecb ONUCbIBaeTCA NPoLecc YCTaHOBKN 64-pa3psafHoro
cepBepa B x86-64 apxuTekTypy. YCTaHOBKa 32-pa3psaAHOro cepsepa B i386 apxuTekTypy
aHaNOrM4yHa C TOYHOCTbIO 40 HAUMEHOBAHNSA HEKOTOPLIX (DannoB 1 KaTasoros. YcTaHOBKa 32-
pa3pagHoOro cepsepa B apxmuTekpyTy X86-64 noTtpebyeT pewweHns npobnem 3aBnUCMOCTEN NaKeTOB,
W 3TOT NOABMUI LOCTOWH OTAENbHOW CTaTbl

MpenBapnTeNbHO YCTAHOBUM MakeTbl, Heobxoanmble ons paboTwl cepsepa 1C:Mpeanpuatne
$ sudo apt install imagemagick unixodbc libgsf-bin ttf-mscorefonts-installer

B npouecce yctaHoBku nakeTa ttf-mscorefonts-installer noTpebyeTcs NpMHATL YCI0BUS
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MoJib30BaTeNIbCKOro cornawwenHmsa EULA.

JIiobbIM 3aKOHHBLIM cnocobom nonyyvaem anctpmnbyTtme nnatdopmel 1C:Mpeanpuatusa onsa deb-based
Linux, HanpumMep, cka4ymBaeM ero ¢ noptana UTC. Cepeep 1C:Mpepnpnsatne COCTOUT U3 3-X NAKETOB:

e 1c-enterprise83-common - obwme KOMMNOHEHTHI
e 1c-enterprise83-server - cobCcTBEHHO CaM cepBep, NaKeT 3aBUCUM OT 0BLLNX KOMMOHEHT
e 1c-enterprise83-ws - Beb-paclumpeHmns cepeepa, NakeT 3aBMCUM OT CaMOro cepeepa

Ecnn B 1C:MpeanpmaTum KpoMe pycckoro n aHramnckoro Bam notpebytotcs apyrue a3biku, bepute
nakeTbl B HAUMEHOBAHUN KOTOpPbIX npucyTcTeyeT NLS

CkonupynTe TONbKO 3TK 3 hanna no ceTn B LOMALUHUIA KaTasior NoJib30BaTesia, B HalleM npuMepe
\\192.168.0.8\user YcTaHaBAMBaTb NaKETbl HY>KHO UMEHHO B TaKOW NOC/eA0BaTE/IbHOCTH.
Cny4yarHO WK HET, OHM MO anaBUTHOMY NOPALKY BbICTPANBAOTCA UMEHHO TakK, Kak HYy>KHO, a
3HAYMT UX MOXKHO YCTAHOBUTb O4HOM KOMaHOOW

$ sudo dpkg -i 1lc*.deb
CepBep ycTaHOB/EH. 3arnyckaem

$ sudo service srvlcv83 start

Moapa3ymeBaeTCs, YTO akTUBaumMa cepepa byaeT NpoBOANTCA NPOrpaMMHON NnLeH3neln. Ecam no
KaknMM-n1nbo NpuymnHaM y BacC NOSBUTCA XeflaHne BOTKHYTb B cepBep ko4 HASP, ckavante u
ycTaHoBMTe nakeT haspd oT Etersoft

Ecnn koHurypauwns 1C:Mpeaonpuatmne numeet AONOJHUTENbHYIO 3awnTy, yctaHosuTe CJIK

K cepBepy y>Ke MOXHO NOAK/II0YaThCS Yepe3 KOHCOb aAMUHUCTPMPOBAHUS CEPBEPOB, aKTUBUPOBATb
NNLEH3UN 1 CO3AaBaTb MHOPMaLIMOHHbIE Ba3bl.

Perucrpauusa cepeepa B AOMeHe

Mpoueaypa UMeeT CMbIC/T TONbKO €CAN UCNoNb3yeTcsa goMmeH Microsoft Windows n nnaHupyeTcs
aBTopM3auwusa nons3osaTtenei 1C:MpeanpusTue no y4eTHon 3anucm Active Directory

Kak 06bl4HO, Ha4YHEM C YCTAHOBKMN HEOOX0AMMbIX NAaKETOB

$ sudo apt install krb5-user

Ecnv npu ycTaHOBKe CUCTEMbI HE YCTaHaB/IMBaAM Samba, To camoe BpeMsi cienaTb 3TO
$ sudo apt install samba

N ewe moxxeT NOHafobnTLCA, @ MOXKET HET, HO JlyyLle YCTaHOBUTb

$ sudo apt install libpam-krb5
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HacTtpoum DNS

DNS noTtpebyeTcsa Ham aas Toro, 4To 6bl cepBep Mor obpallaThCsa K pecypcaM N0KaNbHOW CeTU Mo
NOrNYECKMM UMEHaM.

CHayvana pa3bepemcs C UMEHEM CaMOro cepBepa
$ sudo nano /etc/hostname

B 3TOM thaiine fomKHO BbiTh YKa3aHO MMS KOMMbOTEPaA, AaHHOE eMy MNpW YCTaHOBKE ONnepaLnoHHON
cMcTeMbl. ECn no KakUMM-TO NMPUYMHAM TaM He OHO - UCMpaBbTE.

Tenepb Hay4MM ero HaxoAuTb camoro cebs No CBoOeMy KOPOTKOMY U MOJAHOMY LOMEHHOMY UMEHW.
$ sudo nano /etc/hosts
34€eCb HY>XHO COMOCTaBUTb UMeHa C IP agpecom ntoboro ceTeBoro CoeanHEHNS, Hanpumep, Tak

12
12

localhost

.0.0.1
.0.0.1 myserver.domain.ru myserver

Tenepb cobcTBEHHO HacTpoum DNS. lonyCTuUM, KOHTPONSIEP AOMEHA Y HAaC HaX0AUTCA Ha aapece
192.168.0.1. Ecnn IP agpec 3apgaeTcs CTaTUYeCKU, Aenaem Tak

$ sudo nano /etc/resolvconf/resolv.conf.d/head

1 NPOMNMCbIBaeM NMeHa 1 agpeca

domain domain.ru

search domain.ru

nameserver 192.168.0.1

Ecnn ecTb ellle oanH cepBep Cnyxbbl UMeH B floMeHe, f06aBbTe B (haitfl eLle 0HY CTPOYKY
nameserver C ero aflpecom.

Mpwn nony4veHunn IP agpeca ot DHCP no naee BCe JO/KHO HAaCTPOUTLCA aBTOMaTUYeCKN, HO eCTb
HIOQHCbI, 3aNnUCK JOMEeHa MOTyT He onpenennTbcs. icnpasnsem

$ sudo nano /etc/dhcp/dhclient.conf
llobaBndeM 3anmcb 4OMEHa
supersede domain-name "domain.ru";

Y1061 O6aBMTL eLe oanH cepBep CyXbbl UMEH AOMEHa Hax04MM B 3TOM (haisie CTPoKy prepend
domain-name-servers, paCKOMMEHTUPYEM €€ 1 yKa3blBaeM HYXHbIi IP agpec.

Mepe3anycTum cayxby ceTtu

$ sudo /etc/init.d/networking restart
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HDOBepI/IM, 4TO Y HacC noay4nnoce. I'Ionp06y|7|Te MMHIaHYTb KOHTPOJ1J1EP AOMEHA MO KOPOTKOMY U
nosomMy JOMe€HHOMY MMeHUN NMeHW, OOMYCTUM €ro 30ByT Server

$ ping server
$ ping server.domain.ru

CUHXPOHM3UPYEM Yachl

YyTb panee mMbl 6yaem ncnonb3oaTtb NpoTokon Keberos, a Ansa ero koppekTHon paboTbl BaXKHO, 4TO
Obl CUCTEMHBIE Yacbl KOHTPOJIIEPA AOMEHA M Hallero cepeepa bl CUHXPOHN3MPOBAHDI.

3aberas elle ganee CKaxkem, 4To Ons aBTopuauum nonb3osatenen 1C:Mpenonpusatue yepes
yyeTHyt0 3anuck Active Directory Hy>KHO 4TO Bbl 1 Yacbkl paboynx CTaHUNUA BbINN CUHXPOHU3NPOBAHbI
C KOHTPOJIJIEPOM JOMEHA.

YCTaHOBUM 4acOBOro AeMOHa, KOTopbIn ByaeT nepnoamyeckn CUHXPOHU3MPOBaTb BPEMS C
KOHTPOJ11ePOM JOMeHa no npoTokosy NTP

$ sudo apt install ntpd

HacTpoeMm ero

$ sudo nano /etc/ntp.conf

YKa>KeM NCTOYHMK TOYHOIrO BPEMEHU B AOMEHE - KOHTPOJINep LOMEHa
server server.domain.ru

1 nepe3anycTum

$ sudo /etc/init.d/ntp restart

Hactpoum aBTopu3saumio yepes Kerberos

OTKpblBaeM KOH(MOUIypaLMOHHbIN (ains
$ sudo nano /etc/krb5.conf

I npvBOAUM €ro K TakoMy By, pa3yMeeTCsi 3aMeHss nMeHa 1 IP agpeca Halwero npumepa noj CBow
ycnoBus

libdefaults
default realm = DOMAIN.RU # 3arnaBHbiMu BykBamu
kdc_timesync 1
ccache type = 4
forwardable = true
proxiable true
v4 instance resolve = false
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v4 name_ convert

host
rcmd host
ftp ftp
plain

something something-else

fcc-mit-ticketflags true

realms
DOMAIN.RU
kdc server # cepep cnyxbbl MMeH
#kdc dns-server # BTOpOW CepBep UMEH, eCcin ecTb
admin server server # KOHTpOJIIep LOMeHa
default domain DOMAIN.RU # 1MA JOMeHa yKa3blBanTe UMEHHO Tak -

3alJlaBHbIMU 6yKBaMI/I

domain realm
.domain.ru = DOMAIN.RU
domain.ru = DOMAIN.RU
login
krb4 convert = false
krb4 get tickets false

B Linux, B oTanyum ot Windows, pernctp byks nmeeT 3HaveHne. Hanpumep, B 04HON Nanke
COBEpPLUEHHO CMOKONHO MOryT HaxoauTcs ABa anna file.txt u File.txt, n HUKTO He NomeLwaeT
co3paTb eule napy FILE.txt u file. TXT. ObpaTuTe BHMMaHNE Ha HanMcaHne UMEHN OOMEHa B
KOH(UIrypaunoHHOM anne - 3TO BaXHO!

Mpobyem BOMTU B LOMEH KaK €ro nosib3oBaTesib ivanov
$ kinit ivanov@DOMAIN.RU

Ecan BCe HAaCTPOEHO MpaBUIbHO, CUCTEMA 3aNpoCKT Naposib NoJb30BaTeNs JOMEHa U Bbl He yBuanTe
HUKaKMUX coobLeHnin 06 olumnbkax. MocMoTPeTb NOSyYeHHbI BUNET MOXHO KOMaHLO0

$ klist

OH BbIFISANT NPUMEPHO TakK

Valid starting Expires Service principal

15.02.2017 23:08:18 16.02.2017 09:08:18 krbtgt/DOMAIN.RU@DOMAIN.RU
renew until 16.02.2017 23:08:07

/1 oH Ham 6osbLUe He HYXXeH, yaaanM ero

$ kdestroy
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HacTtpoum Samba u BKNIlOYMM cepBep B A,OMEH

Mbl y>Ke HEMHOro HacTpauaan Samba ana Toro, 4To 6bl Ham 6bI10 yO0OHEee KonNMpoBaTb
ANCTPMOYTUBLI NO CETU. DTN HACTPONKK ByayT nonesHsbl B Byayuiem npyn 06HOBNEHMUM NAATHOPMbI
1C:MpennpuaTune, ocTaBbTe UX. B 3TOM pa3gene onucaHbl Apyrue HaCTPONKM

OTKpblBaeM tann KoHpurypaumm Samba
$ sudo nano /etc/samba/smb.conf

A NpMBOAMM €ro NPMMEpPHO K TakoMy BUIY

global
workgroup DOMAIN # 3arnaBHbIMK ByKBaMu
realm DOMAIN.RU # 3arnaBHbIMK OyKBaMu
security = ADS # aBTopu3aumns yepe3 Active Directory

encrypt passwords true # c wudpoBaHneM naponen

dns proxy = no
socket options = TCP NODELAY

domain master = no # 3TOT 610K HAaCTPOEK YKA3bIBAET, YTO Mbl HE FJlaBHbIE B
LOMeHe

local master = no

preferred master no

os level = 0

domain logons no

load printers no # npuvHTepamu ynpasnsaTb He byaem

show add printer wizard no

printcap name = /dev/null

disable spoolss yes

# pobasbTe ctona 6,10kM n HaCTpOIZKM, KOTOpbI€ Mbl AeNlasin B pa3fesie YCTaHOBKN Ol'lepaLl,I/IOHHOI7I
CUCTEMDI

MpoBepyM NPaBUSILHOCTb HAaCTPOEK

$ testparm

Ecnn ownboK HET, 1 NpaBUIbHO YCTaHOBMIEHA POJib
Server role: ROLE DOMAIN MEMBER

TO Mbl FOTOBbI BK/IIOYNTLCSA B IOMEH, Pa3yMeeTCs, eC/IM 3HAEM Maposib aAMUHUCTPaTOPa AOMEHA
domainadministrator

$ sudo net ads join -U domainadministrator -D DOMAIN

Ecnwn Bbl BUANTE HEYTO NOXOXKEe Ha
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Using short domain name -- DOMAIN
Joined 'MyServer' to dns domain 'domain.ru'

TO nosgpassiseM, y Bac Bce nony4ymnock, Bel B goMeHe!

ABTOopu3auuna nonb3osatenen 1C:Mpepnpusatue Ha Linux cepBepe yepes
Active Directory

B knuneHT-cepsepHOM BapuaHTe paboTbl 1C:Mpeanpusatre ayTeHTUPUKaLUS Nosib3oBaTenen
Npou3BOAMTCS Ha cepBepe. Ecnu cepeep paboTaeT nof ynpasneHvem Windows, To oH 6e3 npobnem
NnoNy4yaeT Hy>XXHble NpaBa A5 Toro, 4To 6bl NpoBepUTL y4eTHY0 3anucb Active Directory.

B Linux nena obctosaT uHave. Cepsep 1C:MpeanpuaTtme y Hac paboTaeT nog y4eTHON 3anunCbio
usrlcv8, KoTopaa umeeT Kakne-nmbo NpaBa TONbLKO B Npefenax Halwero linux-cepsepa. B nomeHe y
3TOro linux-nosib30BaTesia HET HUKAKMX NpaB, COOTBETCTBEHHO cepBep 1C:Mpeanpuatmne He MOXeT
noay4nTb Hu4ero oT Active Directory.

Y70 661 UCNpaBUTbL 3Ty Npobnemy cepsepy 1C:MpeanpmaTre HY)KHO BblAaTb CNeLnanbHbIn «buneT» un
COMocCTaBUTb ero ¢ noab3oBaTesneM Active Directory no npotokony Keberos.

Co3panTe Takoro nosb3oBaTens B Active Directory, Ha3oBuTe ero, Hanpumep, Linux1lcv8. MpaBay
Hero MoryT 6bITb coBepLLEHHO Ntobble, rNaBHOE, YTO Bbl B HACTPOMKAX €ro y4eTHon 3anucu boina
oTKJYeHa onuns Use DES encryption types with this account.

BuinonHsemble Ha cepeepe 1C:MpeanpuaTtne onepaunn B goMmeHe byayT nMeTb NpUBUAEr NN UMEHHO
3TOro nosib3oBaTtesia. Jante 3TOMy NoJib30BaTesIl0 NPaBa Ha YTeHWe 1 3anucb CeTeBbIX PECYpCoB, C
KOTOopbIMY Bbl nnaHmpyeTe paboTaTb Yepes cepeep 1C:Mpeanpuatne. 3To MoryT ObiTb, HanpuMep,
KaTanorun gna obMeHa gaHHbIMU C APYTUMIN MHDPOPMALIMOHHBIMU CUCTEMAMMN.

Tenepb HaM noTpebyeTcs KoMaHAHas cTpoka Windows paboyen cTaHLUKU, BKAKOYEHHON B OMEH U
yTunuta ktpass, HanTu ee MOXXHO B nakeTe «Windows Support Tools» cepepa namn «Cpenctea
yOaNeHHOro agMUHUCTPUPOBAHUSA» MOJHOMYHKLMOHANbHbBIX BEPCUIN HAacToNbHbIX Windows. ITa
YyTUANTa reHepupyeT cneumasbHbI KoY, KOTOPbIA He-windows CUCTeMbl MOryT UCNOAb30BaTb AN
aBToOpM3aLMM B OMeHe no npoTokoay Keberos.

Coenaem 310

ktpass -princ linuxlcv8/myserver.domain.ru@DOMAIN.RU -mapuser usrlcv8 -pass
<naposib AD nonb3oBaTtena> -out usrlcv8.keytab

BoT TyT cnenyeT yoenuTb ocoboe BHMMaHME UMeHaM NnoJib3oBaTesien. ITON KOMaHAOoW HaM HaJo,
410 6kl B (hann usrlcv8.keytab 6bin 3anncaH KY, C NOMOLLLIO KOTOPOro linux-nonb30BaTenNb
usrlcv8 4yepes npotokon Keberos bynet npencrasieH B AOMEHe Kak NoJsib3oBaTens AD
linuxlcv8@domain.ru Boweawmni B LOMEH C XoCTa myserver.domain.ru

MonyyeHHbIN hann nepemMecTuTe NO CETU B AOMALLHIOW Nanky Ha linux-cepsep \\myserver\user.
A Ha cepBepe ero Hy>KHO NepemMecTuTb B KaTanor, rae yctaHosneHo 1C:Mpeanpusatue, NnOMeHATb
emy Bnagenbla 1 Ha3Ha4ynTb 6e3onacHble npaea

$ sudo mv /home/user/usrlcv8.keytab /opt/1C/v8.3/x86 64
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$ sudo chown usrlcv8:grplcv8 /opt/1C/v8.3/x86 64/usrlcv8.keytab
$ sudo chmod 600 /opt/1C/v8.3/x86 64/usrlcv8.keytab

MpoBepuM, BCe NN CAENAHO NPaBUIbHO
$ sudo -u usrlcv8 Kklist -e -k -t /opt/1C/v8.3/x86 64/usrlcv8.keytab
Ecnn Bbl BuaUTE HEYTO MOXOXKEEe Ha

Keytab name: FILE:usrlcv8.keytab
KVNO Timestamp Principal

4 01.01.1970 03:00:00 usrlcv8/myserver.domain.ru@OMAIN.RU (arcfour-hmac)

To y Bac Bce nony4ynnock, nosgpasnsiem!

®ann .keytab HyxHO caenaTb TOJIbLKO AN OLHOrO Nnosb3oBaTens AD, B HalleM npuMepe 3710
linuxlcv8@domain.ru. He Hafo fenatb Takue haisibl 418 BCEX y4eTHbIX 3anuncent AD nonb3oBaTesen
1C:MpeanpusaTtne

B 1C:Mpennpusatumn ons astopu3saunn Yepes Active Directory y4eTHble 3anmncu HY>XXHO YKa3blBaTb
ManeHbKnMy 6ykBaMu 1 C MONHBLIM HaMEHOBaHWEM LoMeHa, BOT Tak: \\domain.ru\ivanov

Nyonukauuna Ha BebO-cepBepe Apache

Nicnonb3oBaTb OAMH M TOT XXe CepBep B Ka4yecTBe cepaepa npusioxxeHun (a tak xe CYb[I) n web-
cepsepa 6e30nacHO TOMLKO B 3aKpbITOW CeTU npeanpuatns MHTpaHeT. Ona nybnnkauum B UHTepHeT
npaBWJibHO ByeT NCnonb3oBaTb OTAESNbHbLIN web-cepBep 1 pasMecTuTb ero 8 DMZ

1C:Npepnpuatune penusos 8o 8.3.9 nogaepxusano nybnnmkauuo MHHopMaLmoHHoN 6a3bl Ha Beb-
cepsepe Apache Bepcum He Bbilwe 2.2. [Ing ncnonb3oBaHns Apache 2.4, BKJIKOYEHHOI0 B peno3nTopumn
Ubuntu 16.04 LTS o6HOBMTECb A0 aKTYyaNbHOro pen3a TEXHONOrMYEeCKOoN NAaThopMbI
1C:MpepnpuaTue.

Kak Bcerfa, Ha4MHaeM C yCTaHOBKM HY>XXHbIX HaM nakeToB. Ecnm Bbl pa3BopaymBaeTe OTAE/bHbIN
cepsep Ans web-nybamkauum, npu yCTaHOBKE Ha HEro onepaLyoHHON CMCTEMbI A0CTAaTOYHO YKa3aThb,
4TO 3TOT cepBep byneT paboTaTb kKak LAMP (Linux Apache MySQL Php).

Ecnn cepep yxe ycTaHoBneH 6e3 Apache

$ sudo apt install apache2

YTOYHWUM, 4TO Mbl YCTAHOBWAN N3 PEMO3UTOPUS

$ apache2 -v

3anomMnHaeM Bepcuio

Server version: Apache/2.4.18 (Ubuntu) Server built: 2016-07-14T12:32:26

2.4 - 3TOT HOMEp BEPCUM HaM HY>XXHO ByLeT yka3aTb npu NybamkKaunm, COOTBETCTBEHHO B NMapaMeTpe
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nybavkauum ykasbiBaem -apache24. Bce ocTanbHble NapaMeTpbl YKasaHbl 415 yCTaHOBKU Apache
2.4 no-yMmon4yaHuio.

$ sudo /opt/1C/v8.3/x86 64/webinst -apache24 -wsdir baselc -dir
/var/www/html/baselc -connstr "Srvr=myserver;Ref=baselc;" -confPath
/etc/apache2/apache2. conf

$ sudo service apache2 restart

MpoBepsiem, 3axoamMm Yepes bpaysep http://myserver/baselc n Bugnum seb-knmeHTa
1C:MpepnpuaTue.

Onybnukyem Beb-cepBuChl. YTUAMTa webinst 3Toro He caenana, a 3Ha4YUT NpUAETCA caenaTb 370
caMuM. 119 3TOro Hy>XHO O0TpedakTupoBaTb hann nybankaumm nHpopMaumoHHon 6a3bl, CO3a4aHHbIN
3TON YTUINTON

$ sudo nano /var/www/html/baselc/default.vrd

B 3ToT XML ¢hann nocne 6noka, onmcbiBatoLLErO NOAKAOYEHNE K MHOPMaLIMOHHON Ba3e HYXXHO
n06aBuTb 6710KK C onncaHnem nybsmkyemMbix Beb-cepBrCcOB MH(OPMaLMOHHOW Ba3bl, Hanpumep, 4N
paboTbl MOBUALHOrO NpuoXxeHnsa 1C:3akasbl C NOAAEPXKMBAEMbBIMU KOHPUTYPALMAMUN HY)KHO
onybnvnkosaTb Beb-cepsuc CustomerOrdersExchange. MNoapobHee cM. nHpoOpMaLMio B
JOKYMeHTauuun K NpukJagHoMy peLleHunio Ha nnatgopme 1C:Mpepnpustue.

Mocne n3MeHeHWn B KOH(OUIypaLMOHHbIX (harnax He 3abbiBanTe nepesanyckaTb Apache.

Mbl HacTpounu nybankauunio nHpopmaLunoHHon 6asel No npoTokoay HTTP. 3To BNosHe roanTcs Ans
WHTpaHeT, HO HY B KOeM CJlydae He nybankyinTe Tak 6a3y B OTKpbITOM focTyne B ceTu NHTepHeT. Mo
npoTokony HTTP BCe AaHHble, B T.4. MapoJin NoJib30BaTesien nepefatoTcs B He3alnppoBaHHOM
Bnae. Obs3aTenpHO HacTponTe 6e3onacHbin NpoTokoa HTTPS

HacTtpouka HTTPS

Ansa coBceM npaBuibHOro 1 6esonacHoro Aoctyna no NpoTokoay HTTPS HY>XHO nony4nTb LUgpoBoi
cepTudUKaT, NoANUCaHHbIA yaocTosepsowmmM LeHTpom (Certificate Authority). Takne cepTudumkaTsl
rapaHTMPYIOT He TOJIbKO WngpoBaHme Tpadrka Mexay KJIMEeHTOM 1 cepBepoM, HO 1 obe3zonacaT
BaLUMX NoNb30BaTeNen 0T Kpaxkm naposien, ocobeHHo, ecnm oHM ByayT NoAKM0YaTbCA U3 NyBANYHbIX
wi-fi ceTen. Ho ecnn Bbl He roToBbl NprnobpecTn NpaBuibHbIN cepTUUKaT, Bol MoXxeTe camm cebe
ero BblAaTb.

Pa3ymeeTcs, HUKTO, KpoMe Bac He CMOXET NPOBEPUTL NPaBUILHOCTL TaKoro cepTudurkaTa u npu
NoOKOYEHUN K NH(OPMaLMOHHON Ba3e Yyepes bpay3ep y nonb3oBaTens He ByaeT HUKaKow
rapaHTWW, 4TO OH NOAK/OYAETCA UMEHHO K BaweMmy cepsepy, 0 4eM bpay3ep ero npeaynpeauT.
Tpamk byaeT wngpoBaTbCsa, Tak YTO 3TO OTHOCUTENLHO 6e30MacHo

Cospagum SSL cepTudmkaTt

$ openssl req -new -x509 -days 365 -keyout myserver.key -out myserver.pem

Mbl co34aeMm T.H. CaMonoAnucaHHbIA cepTudmukaT. Tak npowie, HO AN pelleHns 3agay 6esonacHocTu
ero HefoCTaTo4HO. Bo3MoxHo, Bam noTpebyeTtcs pa3sepHyTh y cebs Certification Authority.
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Ykaxute PEM pass phrase - naposib NnpuBaTHOro KjtoYa. Ha ocTasibHble BOMPOChHl MOXKeTe
oTBeYaTb Kak yrogHo, kpome Common Name (eg, YOUR name) []: - TyT cnemyet ykasaTb
IOMeHHOe UMs canTa. B pe3ynbTaTe B AOMaLUHEN Nanke nosaBuTCa ABa anna myserver.key -
NPUBATHbLIN KN4 U myserver. pem - nybnnyHbIn cepTudukat. YTo 66l Apache npu 3arpyske He
cripalwmBan HEMOHATHO Y KOro napoJsib NPMBATHOIO KJk04a, CHUMEM ero

$ cp myserver.key{, .orig}
$ openssl rsa -in myserver.key.orig -out myserver.key
$ rm myserver.key.orig

MNepemecTM nx B be3onacHoe MecTo U HaCTpOUM npaBa AOCTyNa TOJIbKO ANga root

$ sudo mv myserver.pem /etc/ssl/certs/
$ sudo mv myserver.key /etc/ssl/private/
$ sudo chmod 0600 /etc/ssl/private/server.key

MNepexoanm K HacTporkaM Apache, BKJloHaeM noaaepxky SSL

$ sudo a2enmod ssl

W HacTpamnaem gocTtyn no HTTPS. OTKpbiBaeM hansi KOHGUrypaumm canTa no-yMoa4aHunio
$ sudo nano /etc/apache2/sites-enabled/000-default

M NPMBOAUM €ro K TakoMmy Buay

<VirtualHost *:80>
# lMepeHanpasuM BCe noctynatowme no HTTP 3anpocekl Ha HTTP XxocT
Redirect / https://mysite.ru/ # mysite.ru - 3To nomeHoe nms nnn IP
agpec Ballero canTa
</VirtualHost>

<IfModule mod ssl.c>
<VirtualHost *:443>
ServerAdmin webmaster@mysite.ru

ServerName mysite.ru
DocumentRoot /var/www/html # OTO NyTb MO-yMOJIHAHUIO

ErrorLog /var/log/apache2/mysite.ru-error.log
CustomLog /var/log/apache2/mysite.ru-access.log combined

# SSL
SSLEngine on
SSLProtocol all -SSLv2

SSLCertificateFile /etc/ssl/certs/myserver.pem
SSLCertificateKeyFile /etc/ssl/private/myserver.key
</VirtualHost>
</IfModule>
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Mepe3anyckaem Apache
sudo service apache2 restart

[oTOBO!

Mbl NOJIHOCTbLIO 3aNpPeTuIn NCnofib30BaHNe He3aluweHHoro npotokoaa HTTP. Bce 3anpocel,
nocTynarwwme Ha Hero byayT nepeHanpasaaTbCca Ha HTTPS

970 elle He Bce, Bbl ocTaeTech yA3BUMbI, HaNnpuMep, 415 aTakk NnocpefHnKa, nogpobHee cM. B
OTHeNIbHOW CTaTbe.

Pe3epBHOe KOonupoBaHue

B knmeHT-cepBepHOM BapuaHTe paboThl 1C:Mpeanpnatmne pe3epBHOE KOMMPOBaHME NPON3BOANTCS
cpeactBamm CYBM. T.k. CYB[ PostgreSQL y Hac Tenepb paboTaeT Ha Linux-cepeepe pe3epBHoOe
KonunpoBaHue ByaeT BbINONHATLCA CKPUNTaMMU Ha 3TOM cepBepe

Pe3epBHOe KonunposaHme B PosegreSQL BbinonHsaeTca ytuanton pg dump. MNoapobHas cnpaska no
CMHTAKCKCY BbIBOAUTCA KOMaHLOMN

$ pg dump --help

HaanMep, yTO0 BbI CAENATH PE3EPBHYIO KOMUIO 6a3bl baselc HY>XHO BbIMNOJIHATb TaKyt0o KOMaHAY

$ pg dump -f baselc.sql.tar -F t -d baselc -h localhost -U postgres

ObpaTuTe BHUMaHME, 3anyCcK YTUINT Pe3ePBHOr0 KOMUPOBAHNSA U BOCCTAHOB/IEHNS NPOU3BOANTCS He
0T cynepnosib3oBaTens, 6e3 KoHCTpykumu sudo. daiin 63kana byneT chopMMpoBaH B TEKYLLEM
KaTaJslore u ero BnajesnbLem byaeT nNosb30BaTeNb

Ins BoccTaHoBMeHUs 6a3bl M3 apxyBa, CO34aHHOr0 KOMaHAoi pg dump ncnosib3yeTcs KoMaHaa
pg_restore. MoapobHas cnpaBka No CUHTAKCUCY

$ pg restore --help
Mpumep BoccTaHoBNeHMA 6a3bl baselc n3 63kana baselc.sql.tar

$ pg restore -d baselc -f baselc.sql.tar -F t -U postgres

He nbiTanTecb BoCCTaHOBUTL 63Kan B 6a3y, NoakaYeHHyto K cepeepy 1C:Mpeanpustue.
BoccTaHaBAMBaTh HY>XHO B HOBYI0 6a3y, Noc/ie BOCCTAaHOBAEHNSA B KOHCON yNpaB/iieHNs CepBepoOM
1C:MpepnpuaTtre nepenoaknoynTb 419 BOCCTaHaBAMBaeMOW NHGopMaLmoHHon 6a3sbl 1C 6a3y
AaHHbIX PostgreSQL

bakan coxpaHuacs B AOMaLLHEN Nnanke noJib30BaTens, 370 Jyylle, YEM HUYEro, HO XPaHUTb
pe3epBHble Konuu 6a3 gaHHbIX Ha caMoM cepBepe 6a3 AaHHbIX CNWKOM camMmoyBepeHHo. Korga-To
[aBHO pe3epBHbIe KOMUW Aenanun Ha JIeHTbl CTPUMepa 1 YBO3WAN X Kyda nofalsiblie B HafexHoe
MecTo. Cenyac ons pe3epBHOro KONMPOBaHMA UCNOb3YOTCA ceTeBble U obnayvyHblie NAS
XpaHUANLLA, pacrnosioXKeHHbIE B TAaKOM HafeXHOM MecTe. B Halwem npumepe KonvposaHue bynet
BbINONHATLCA Ha ceTeBoe NAS XxpaHuauLLe, BKIIOYEHHOE B JOMEH MO/ CeTEBbIM UMEHEM nas.
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ObecneynM K HeMy AOCTYN Halwero nosib3oBaTens. B Active Directory cosgaanm nosib3oBaTens
backupuser, nagum emy npaBa Ha 3anucb B Narnke, rae 6yaem ckiafbiBaTh pe3epBHbIE KOMUK.

Mpo4yrM NoMb30BaTENSIM MOJIHOCTbLIO 3aNpPeTUTE JOCTYMN K 3TON Nanke Uiy 0CTaBbTe NpaBa TOJIbKO Ha
yTeHune. Tak pe3epBHble Konun ByayT uenee.

MPYMOHTMPYEM CeTEBYIO Namnky, CHa4yana Co3aaAanMM TOYKY MOHTMPOBAHWSA
$ sudo mkdir /mnt/nas

3aTeM HaCTPOMM aBTOMaTUYECKOE MOHTMPOBAHME MPU CTapTe CUCTEMbI, 415t YEro CHavana co3faanm
dali-MaHOaT Ha NOAKJIIOYEHNE K CETEBOMY XPaHWANLLY

$ sudo nano /root/.smbcredintals
MponuceiBaem B hans napameTpbl NOAKNOYEHMNSA

username=backupuser
password=backupuserpassword
domain=domain.ru

N CKPOEM €ro OT NOCTOPOHHUX rna3
$ sudo chmode 0600 /root/.smbcredintals
Mponuwiem NoAKI0YEHNEe CETEBON Nanku Npu CTapTe CUCTEMbI
$ sudo nano /etc/fstab

B KOHeL, (hanna nobasnsem

//nas/backups /mnt/nas cifs
credentials=/root/.smbcredentials,dir mode=0777,file mode=0777 0 0

N 0AEM KOMaHAY NMPUMOHTUPOBATbL BCE, YTO Mbl MPOMMCaIn
$ sudo mount -a

B pe3ysnbTaTe B TO4YKe MOHTMpPOBaAW /mnt/nas [osKHa NOABMTLCA Nanka CeTeBoro XpaHuauLLa
\\nas\backups, Kyfa MOXHO CKnafblBaTb pe3epBHbIe KOMUN.

N9 BbINOSIHEHNS aBTOMATUYECKOr0 pe3epBHOM0 KOMMPOBAHUSA HY)KHO CO34aTh CKPUNT, KOTOPLIN
byLeT 3anyCckaTbCA MO pacinCaHMIoO 4EMOHOM Cron. K cHacTblo, MMCaTh 3TOT CKPUMKN CaMOMy He
HY>XHO, B coobuwecTBe PostgreSQL y>xe HannmcaHo MHOI0 TakKUX CKPUMTOB, PEKOMEHAYO
MNCNOJIb30BaTb KAHOHWNYECKNUI CKPUMT.

AnbTepHaTMBHbIN BapuaHT - ycTaHOBUTb Webmin - Beb nHTepdenc ons aaAMMHUCTPUPOBaHMS Linux-
cepBepa, U yXKe C ero NoMOLLbI0 HaCTPOUTb pe3epBHOE KonuposaHue B ciyxbe PostgreSQL

Ncnonb3ynte ckpunt pg_backup rotated.sh, oH coxpaHseT pe3epBHbIe KOMNUKN 3a HECKONbKO
LHEN, aBTOMaTUYeCKM yaanas ctapble Konuu.
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Co3panTe B fOMaLLHel nanke nosb3oBaTtens ann pg backup rotated.sh n pasmectnte B HeMm
CKPUNT MO YKa3aHHOW BbILLE CCbIJIKE.

He pnenanTte 310 B Windows pegakTopax. M3-3a pa3nnymnsa B cnyxebHbix cumBonax, 06o3Havatowmx
KoHeL, cTpoku B Windows 1 Linux nHTepnpeTaTop CkpunTos bash byaeT BbijaBaTh OLWMOKN.

YcTaHoBUTE ANs 3TOro hanna npm3HaK UCNOSHAEMOCTH
$ chmod +x pg backup rotated.sh

B ToM e KaTanore co3gante ann HacTpoek pg backup.config n 3anonHuTe ero kak no
YKa3aHHOW BblLle CCblJIKe. Bce HAaCTPONKN MOXXHO OCTaBMTb MO YMOJIHaHUIO, KpOMe

BACKUP_DIR=/mnt/nas/
MpoBepbTe paboTOCNOCOOHOCTL, BLIMOAHUTE KOMaHAY
$ ./pg backup rotated.sh

Ecnm He YBUOENN HUKAKNX ownbok n npouecc KonnmpoBaHn4d nowiesn, To BCe caesiaHo nNpaBnbHO,
MO>XHO MNMOCTaBUTb 3ada4vy B paCnncaHne. PenaKTleyeM 3ajaHuAa onda geMoHa Ccron

$ crontab -e
fobaBnsem CTPOYKy C 3afjaHneM
0 19 * * 1-5 /home/user/pg backup rotated.sh

Pe3epBHOe KonupoBaHme byaeT BbiNoNHATLCA B 19:00 ¢ noHeAeNnbHNKA MO NATHULY.

Mo3sppasnsem! ToNbKO 4TO Bbl CIKOHOMUIM MHOTO ThiCAY pybnien Ha nmueH3usax Microsoft. Ecnium
0CTa/MCb BOMPOCHI UM HY>KHa NoMoLb - obpalianTtecs, byaem pagbl MOMOYb.
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