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ToHkuu knueHT (RDP-KnueHT) noAa
ynpasneHuemMm Linux

B 3ToM cTaTbe NnonpaeT peyb 0 NOAKIOYEHUN TEPMUHASIbHBIX YCTPOUCTB MOA yNpaB/ieHNneM
onepaumnoHHbIX cucteMm Linux K cny>xbe ynaneHHbix paboymx ctosios Windows no npotokony Remote
Desktop Protocol (RDP). CTaTbs paccHMTaHa Ha ymTaTens C HavyalbHbIMU HaBblKaMU HAaCTPONKM
Linux.

Cnyxba yaaneHHbix paboynx ctonos Windows SBASeTCA OCHOBHbIM MHCTPYMEHTOM KOHLIEML MM
BM3yanm3auun. BmecTo Toro, 4To 66l OCHalWaTb Kaxaoe paboyee MecTo NOAHOLEHHON paboyen
CTaHUMEN CTaNo BbIrOAHEE NCNOJIb30BaTh OANH MOLLHbIA CEPBEP, BKOYNTL Ha HEM CNyXby
yOaNleHHbIX paboynx CTONOB 1 pa3aenTb ero MOLLHOCTb Ha CPAaBHUTENbHO Cnabble TepMUHanbl
paboynx MecT coTpyAHMKOB. Mpy 3TOM cepBep Oake He 06A3aTeNbHO NOKyMnaTb, €ro MOXHO
apeHpoBaTb B obnake.

OcTaeTtcs BOMPOC KakKNMN TepMnHaJlaMn OCHaCTUTb pa6oq|/|e MecTa COTPYLAHUKOB. ECTb HECKOJIbKO
BapnaHTOB pelleHna 3Toro Borpoca Cco CBOMMK narwcCaMm n MMHyCaMu.

1. MprnobpecTn T.H. «TOHKNE KIANEHTbI» - OTHOCUTENbHO HeJoporune paboyme cTaHUUN B
KOMMaKTHbIX KOprnycax 6e3 )eCcTKux ANCKOB. MNa0C B TOM, YTO OHM KOMMAKTHbI, B HUX HUYEro
He KPYTUTCS MU He CO3[aeT WyM, He HYXXAAlTCSA B HACTPONKE KaXX40ro OTAENbHOrro
TepMuHana. MMHyC B LieHe, T.K. He CMOTPSA Ha OTCYTCTBUE B HUX AUCKOBOW NOACUCTEMbl OHU
OCTalOTCS AOPOrUMUN B CBA3N C KOMMAKTHOCTbLIO U ManbiM cnpocoMm. VI ans paboTbl Takmx
6e34MCKOBbIX KINMEHTOB NOTpebyeTCs AONOHUTENbHOE NPONPUETapHOE NPorpaMmMHoe
obecneyeHune, He Bxoasulee B Microsoft Windows Server, kak npasuio nnaTtHoe. U Takoe MO
bynet paboTaTb He BO BCEX CUTYyaLMsaX, HANpMUMep, eCln CepBep He B JIOKaIbHOW CETW, a rae-
TO B IHTepHEeT 3a MeXCeTeBbIMW 3KpaHaMu, NMPUAETCA Kak cnefyeT nonnscate C aAMUHCKUM
6y6bHOM BOKPYr 3TOW CUCTEMBI.

2. Nicnonb30BaTh yCTapeBLUME KOMMNbIOTEpPBI. M10C B TOM, 4TO B AaBHO paboTatoLwlen
OopraHu3aLuy Takoe Xene3o HaJIM4eCTBYET B KAKOM-TO KOJIMYECTBE, YTO B CBOIO o4epelb He
TpebyeT HMKaKNX AONONHUTESbHbIX 3aTpaT. MMHYC B TOM, YTO CTapoe Xee30 3aHMMaeT
MHOI0 MecTa, WWyMUT, FPeeTCs U IOMAeTCs, KpoMe TOro 0CTaeTCs BOMPOC C MPOrpaMMHbIM
obecneyeHnem Ana Hero. XopoLlo, eC/iv B CBOE BPeEMS 3TV KOMMboTepbl Npofasanuce ¢ OEM
nuueHsnamm Windows. A ecnm HeT? Hafo Kak-To pewaTb 3TOT BOMNPOC. M TyT Ha NOMOLLb
npuxoauT Linux, cBo6oaHbIN 1 6ecnnaTHbIN, HAAO TOJIbKO ero NoAPYXNUTb CO CNy6oMn
yOaJieHHbIX paboynx cTon0B, 06 3TOM 1 NONAET peyb B CTaTbe.

3. MukpokomnbioTepbl Ha 6a3e npoueccopoB ARM nopf ynpasaeHWEM ONePaLNOHHON CUCTEMBI
Linux. Ha nepBbl B3rAs4 CrJIOWHbIE MJIOCHI: LeHa, KOMNAKTHOCTb, He FPeeTCs, He KPYTUTCS,
He WymMnT. Bce 4TO Haao Ha 6opTy ecTb: ceTb, 3BYK, USB, Bluetooth. Ho BoT wTaTHada ytunanta
NOAKOYEHNS K yaaneHHoMy paboyemy CToy, ecnm oHa BoobLLe eCTb, Bbi3bIBa€T OTOPOrb U
yxac. Ho ecnm Tam Linux 1 ecTb root 4oCTyn, TO BCE MOXKHO UCMPaBUTb. YNTanTe Kak.

MTak, BCce 04eHb NpocTo. HYy>)XHO yCcTaHoBUTL FreeRDP - cBo60AHLIN KANEHT ANa npoTokona RDP. OH
DOCTYMNeH npakTu4eckn Ans Bcex nnatopM N NPUCYTCTBYET B PENO3UTOPUAX BCEX NOMYJIAPHbIX
AncTpnbyTneoB Linux.

Ina yctaHoBku notpebyeTca root gocTyn

DEB-based gocTtpubyTusbl Linux:
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$ sudo apt-get install freerdp
RPM-based pnoctpnbyTusbl Linux:

# yum install freerdp

B coctas Ubuntu BXoAUT KANEHT AN5 NOAKAYEHUA K cnybam yaaneHHbIX paboymx CTos0B
Remmina. OH paboTaeT kak rpaguyeckas obonoyka ona naketa FreeRDP 1 cpa3sy xe nocse ero
YyCTaHOBKW NOAKJIIOYaETCS K CepBepaM MMeHHO Yepe3 Hero. B Ubuntu moxeTe ncnosb3osaTb
Remmina nnm 3anyckaTb FreeRDP 13 koHconn ans 6onee rubkon HaCTPOMKMN.

Pa3bepemcs C Hy>XXHbIMW HaM MapaMeTpaMy KOHCOJIbHON KoMaHAbl. OTKpOeM CrnpaBKy:
$ man xfreerdp

N NO3HaKOMMUMCA C onunamMn:

yKa3blBaeT aApec:nopT cepepa cnyxbbl yaaneHHbl paboymx cTo0B.
/v <server>[:port] |Agpec MOXHO 3afaBaTb Kak B Buae IP agpeca, Tak 1 B Buae JOMEHHOro

NMeHU

/f MOJIHO3KPAHHbIN PEXMM, KaK pa3 TO, YTO HY)KHO 019 TOHKOI0 KJIMeHTa

/u [<domain>\]<users )C/-}:giISI:aeT MMA NOSb30BaTeNs Ha cepBepe CnyXbbl yaaneHHbIX paboymnx

/p <password> N ero naposib

/compression MCMo/Ib30BaThL CXXaThe NpOToKo/Ia RDP, ncrnonb3ynTte 3Ty onuuio rnpm
Me[JIeHHOW CKOPOCTW COeMHEHMSA C CEPBEPOM

/sound nepeHanpasiATb BbIBOA 3ByKa C CepBepa Ha KJNEeHT

/microphone nepeHanpasfiaTb 3BYK MUKPO(hOHa C KIMEeHTa Ha cepsep

/multimedia nepeHanpasfiaTb MOTOK BbiIBOLAA BMAEO C CepBepa Ha KJIMEeHT

+clipboard nepeHanpasnaTb B 0be cTopoHbl bydhep obMeHa

/printer nepeHanpaBiATb Ha CEpBEP NPUHTEPLI, NOAKMOYEHHbIE K KNTNEHTY

/usb nepeHanpasfsaTb Ha cepep USB yCTPONCTBA, NOOK/OYEHHbIE K KIINEHTY

+fonts CrnakmBaTb 3KPaHHbIE WPUGThI

+aero oTobpaxaTb BU3yasbHble 3hdekTsl Windows B RDP k/ineHTe

/rfx NCMob30BaTb pacllmpeHne npoTokona RemoteFX

/gdi:<sw|hw> x;féﬂ:?éosame NPOrpamMMHOro Uan annapaTHOro YyCKOpeHns rpadmku Ha

KakK MO>XXHO 3aMeTUTb, 3TO 1a/IEKO He MOJIHbIN CMNCOK OMLINIA, KOTOPbIE MOXXHO MCMO/b30BaTh A1S
6onee rnbKon HACTPOVKN KANEHTA, HO HaM A1 Ha4Yana A0CTaTOYHO.

[lonycTuMm, cepsep cnyxb yaaneHHbix paboymx ctonos nog ynpasneHnem Windows Server 2008 R2
SP1 nnu Bblle HaXo0OMTCA B JIOKaAbHOM ceTu no agpecy 10.0.0.4, nopT NCnonb3yeTcs no
ymonyaHuio 3389, nosib3oBaTeNs 30ByT USEr, ero Naposib parol, Ha KIMeHTe NMEETCS annapaTHbIN
yCKOpUTEsb rpadiukn. 3anyckaem:

$ xfreerdp /v 10.0.0.4 /u user /p parol /sound /microphone /multimedia
+clipboard /printer /usb +fonts +aero /rfx /gdi:hw

Insa ynobcTBa nosnb3oBaTeneit, obaBbTe 3Ty KOMaHAY B aBTO3aMnyCck Uan cAenanTe spblk 3anycka
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Ha paboyem cTone.
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